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Version: v3.3.0

Welcome to OnBoard™ loT
Security

Overview

OnBoard™ IoT Security (OBIS) is an authorization-based security platform designed to address the
fundamental challenge of scaling secure device provisioning globally while retaining OEM control over
cryptographic trust. It is built to protect the integrity, confidentiality, and authorized use of product
digital assets. OBIS is delivered as a cloud platform with flexible deployment options to meet different
data residency and operational requirements. It is not a PKI service or a factory security system—it is a
security control plane that governs how product digital assets may be used across the device

manufacturing lifecycle.

Built on an authorization-based model with centralized control and distributed execution, OBIS
enables OEMs to govern all product digital assets and every security-critical operation across any

number of factories and partners, without ever exposing sensitive material.
This architecture enables OEMs to:

e onboard new factories
o switch production partners or silicon suppliers

« scale across regions

All while maintaining centralized control and monitoring. Rather than requiring factories to be

trustworthy, OBIS makes trust unnecessary by design.
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@ Can be developed by a third party

Programming Station

OBIS consists of three main components: Cloud, Edge, and Programming Station:
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Components

Cloud

Edge

Programming

Station

Description

OnBoard™ loT Security includes:

o Core Secure Service, which is responsible for providing fundamental security

services and management functions, including:

o Key Management System (KMS)
o Public Key Infrastructure (PKI)
o Cloud Hardware Security Module (HSM)

Product Management
Factory Management
Production Record
User Management
U-Safe Management

OBIS Web Portal: Users can perform product-related operations and
management through the website, such as product management, factory
management, user management, key management, and certificate

management.

OBIS Edge Service: Provides on-site production management capabilities for

factories.

OBIS Edge Web Portal: Factory managers can manage on-site operations for
factories visually through the website.

Edge HSM: A hardware security device used on production line servers.

OBIS CLI (Command Line Interface), Programming Station Client Ul, PPC
(Programming Process Control) CLI, and Device Programming CLI are provided by
the Client, which are used for executing device programming.

Core features

o Collaborative Digital Asset Management
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Configures and manages digital assets with the "Product" as the central unit, OBIS supports multi-
role collaboration such as OEM and ODM. Role-based access control ensures the security of digital
assets. Through product configuration and task management, OBIS enables full-process

collaboration from modeling to pre-mass production. The main functionalities include:

o Product modeling: Define and maintain basic product information and parameters.

o Team collaboration: Invite multiple participants, including cross-tenant members, to
collaboratively manage products.

o Resource management: Unified management of resources such as chip parameters, matter

configurations, firmware, certificates, and keys.

o Production programming management: Standardize each production programming task
through version control and batch management.

o Secure Provisioning

Provides an end-to-end secure programming process from Cloud configuration to Edge execution,
covering key writing, certificate generation, device programming, secure boot, secure debugging,
and other critical steps, ensuring that each device's parameters and data are trustworthy and
secure during the production phase.

o Device Lifecycle Management

Supports continuous management of programmed devices, offering capabilities such as device
status monitoring and secure firmware updates, enabling full lifecycle visibility, controllability, and

traceability from production to deployment.
o Security Infrastructure

Provides standard KMS and PKI services, and combines them with HSM to implement distributed

KMS and PKI services at the Edge (factory side), while ensuring end-to-end security across OBIS.

OBIS Positioning and System Boundary

OBIS provides OEMs with a centralized control plane for product digital assets and authorization
management—positioned between upstream silicon manufacturing and downstream device lifecycle

management.
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o Upstream: Trust Artifact Ingestion

OBIS can receive trust artifacts generated during semiconductor manufacturing, such as hardware
Root of Trust materials or initial device secrets injected by chip vendors. These artifacts are
incorporated into the OEM's product security model and managed consistently alongside other
product digital assets within OBIS.

o Manufacturing: Production Batch Execution

OBIS issues explicit Production Batches to OEM-owned or partner-operated factories, defining

what may be produced, where, when, and at what scale.
o Downstream: Trust Artifact Handoff

OBIS collects all production outcomes—including per-device security artifacts and immutable
production records—and hands them off to OEM-managed or OEM-authorized device management
platforms, enabling secure device onboarding and supporting downstream lifecycle operations.

OBIS is not a factory execution system, a device management platform, or a replacement for
MES—it is a centralized product digital asset management and authorization-driven security
governance layer—enabling OEMs to coordinate security across all manufacturing partners
through a single control plane.

Role classification and permission description

Supports role-based permission management. The current roles are divided into three categories: OBIS
roles, product roles, and factory roles. The following six tables describe each role and the

corresponding operational permissions.

OBIS roles

OBIS roles are predefined by the system to meet common permission requirements. The following roles
can accommodate most usage scenarios, and users can configure one or more roles as needed. For
special permission control requirements, please contact Snowball to create corresponding custom
roles.
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Roles Description

System ) o
This role has permissions for all roles.

Manager

Product This role has permissions to view and operate the Product Management
Manager functional pages.
Resource This role has permissions to view and operate the KMS and PKI functional
Manager pages.

Factory This role has permissions to view and operate the Factory Management
Manager functional pages.

Normal User This role has permissions to view all functional pages.

The following table summarizes the access and operational permissions of each OBIS role across

different functions.

. L System Product Factory Resource Normal
Functions Permissions
Manager Manager Manager Manager User

o © © ©

Access
Product
Page

©

Operations

Page
Access
Factory
Page

Operations

Page
Records

© ©® 0O 06

Access
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. L System Product Factory Resource Normal
Functions Permissions
Manager Manager Manager Manager User

Page @ @ @

Access
KMS
Page
Operations

@
Page
Access @ @
PKI
Page
Operations @

Page
Access
Account
Page
Operations

Page
Access
Group
Page

© ®© O ©®© 66 6O 6
Q)

Operations

Product roles

Product roles are designed to control access and operational permissions of product resources. Users

can configure one or more roles as needed.

Roles Description

This role defaults to the product creator, with full operational permissions for
Product Owner
the product.
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Roles Description

Product . .

This role has full access to all product operations.
Manager
Resource . L . .

This role has permissions to view the product and manage its resources.
Manager
Version . o . . .

This role has permissions to view the product and manage its versions.
Manager

Batch Manager This role has permissions to view the product and manage its batches.

Member Default user role, with permission to view the product.

The following table summarizes the operational permissions of each role for the Product function.

. . Product Product Resource Version Batch
Functions Operations Member
Owner Manager Manager Manager Manager

Configure a @ @ @

product

Check

products

© © © ©

Manage

products
Product

Create a

version

Check

versions

Manage

© ©®© ©® O 6
© ®© ©® O 6
S

versions

8 /600



. . Product Product Resource Version Batch
Functions Operations Member
Owner Manager Manager Manager Manager

Create a @ @ @

batch

ek © © © © © ©

batches

Check

programmed @ @ @ @ @ @

devices

Check logs @ @ @ @ @ @
Manage @ @

members

Factory roles

Factory roles are designed to manage and handle factory-related business, and can be configured

(local factory & cloud factory by users as needed.

Role Description
Factory This role defaults to the factory creator, with full operational permissions for the
Admin factory on both Cloud and Edge.
Factory

This role has full access to all factory operations on both Cloud and Edge.
Manager

The following table summarizes the operational permissions of the Factory Admin and Factory Manager
on both Cloud and Edge.
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Components Functions

Cloud Factory
Factory
Station
Edge
Batch

Factory Type

Local factory &
Cloud factory

Local factory &

Cloud factory

Local factory &

Cloud factory

Cloud factory

Local factory &

Cloud factory

Local factory

Local factory

Local factory

Factory

Operations .
Admin
Create a factory @
Configure and manage @
factories
Configure and manage @
programming stations
Manage batches and
assign programming @
stations
Check factories @
Manage factories @
Configure and manage @
programming stations
Manage batches and
assign programming @

stations
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Version: v3.3.0

Register and sign in to
OnBoard™ loT Security

Welcome to Snowball OnBoard™ loT Security (OBIS)! This article will guide you to
quickly complete the OBIS account registration and sign-in, so that you can start

using the OBIS functions immediately. Please follow the steps below:

Step one: Register an OBIS account

Please contact us with the following information, and we will assist you in

completing your OBIS account registration:

o« Company Name
e« Name

e Email

After you submit the information, we will contact you as soon as possible to

complete the registration process.

Step two: Sign in to OBIS

After the account is registered, you can sign in using either a verification code or the
SSO (Single Sign-0On) method:
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https://www.snowballtech.com/contact-us

Method one: Verification code

Q TP

You can contact Snowball to enable the enterprise Self-Registration feature,
allowing users to sign up accounts on the OBIS sign-in page using their
company email and sign in with a verification code. OBIS will automatically

assign default role permissions to them.

1. On the OBIS sign-in page, enter the email you provided when registering for the
OBIS account, and then click Send Code.

@ OnBoard™ loT Security @ English ~

OnBoard loT Security

sign up

2. Sign in to your email, check the verification email from OBIS which contains a
six-digit verification code.
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https://iot-security.snowballtech.com/

3. On the OBIS sign-in page, enter the six-digit verification code you received in
your email, and then click Sign In.

4. After a successful sign-in, the page will navigate to the OBIS home page.

8]

@ / Product OO0

|$: Product ofine and ma

Method two: SSO

Q TIP

You can contact Snowball to enable the Sign In with SSO feature, allowing
users to sign in with their company email through the Enterprise Identity
Provider (IdP). OBIS will automatically create an account for them and assign

default role permissions. For more information, refer to Configure Sign in with
SSO.

1. On the OBIS sign-in page, select Sign In With SSO.
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() onBoard™ 0T Security @ English

OnBoard loT Security

Send Code

Sign Up

Sign In With SSO

2. Enter your company email and then click Next, the page will navigate to the

enterprise IdP authentication page.

3. After successful authentication, the page will navigate to the OBIS home page.

14 /600



p
() otowrswoTSecuty (I @ / Product

o Product

7 Filter v = Columns  C Refresh It Sort)
I @ Product Define and Mancge your products = stort here

P KMS Nome Version Vendor Status

@ Pfx

(cosYsTIM °

(v Foctory
U-safe No records yet

RICORDS

(@ Device History

ADMIN

A Account

2\ Group

15 /600



Version: v3.3.0

Product creation and
device programming

Welcome to OnBoard™ IoT Security (OBIS)! This article provides a quick-start guide
for the following steps:

e Creating and configuring a product
e Creating a version and batch

e Assigning a programming station to the batch and completing device

programming

By following these steps, you'll quickly get started with OBIS and complete the entire

process—from product creation to device programming.

Prerequisites

Before starting product creation and device programming, ensure that the following

conditions are met:

e Your account has the permissions to complete the process—from product

creation to device programming in OBIS.
o Contact Snowball to obtain the HSM U-Safe and Identity U-Safe.

e You have completed the creation and configuration of the factory. For detailed

instructions, refer to the following steps:

16 / 600



o Creating a factory

o Configuring a factory (local factory & cloud factory)

o Configuring a programming station (local factory & cloud factory)

Operational diagram

OnBoard loT Security

OnBoard Edge Service Programming Station
( 2
I S |
k\ / > O & > Sl & ©
1 N . y
Step One Step Two Step Three Step Four Step Five
Create and configure Create a version Create a batch Assi_gn a programming Program a device
8 p_rOdm % Generate a collection of Create a batch for device station to the batch Connect a device and finish
Define the basic information and product configurations programming Programming station assignment programming
configuration of a product

Step one: Create and configure a
product

Refer to the steps below to create and configure your product in OBIS:

1. Signin to OBIS.

2. In the Core section of the left menu, click Product, and then click Create.
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3. On the Create Product panel, enter the required basic information:

o Product Name
o Vendor

o Max.Volume

Then, click Create. After your product is created, the page will navigate to the

product page.

G NOTE

For more information, refer to the description of product basic information.
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4. Select either the TEST or PROD environment on the product page, select the
Overview tab, locate the Assets section. Then, select and configure the

required assets:

o

Chip Config

Certificates

o

Firmware

o

o

Matter Config

o

Factory Data

Q TP

The configurations of the Assets section will be used for version and batch

creation. For more information, refer to the steps for configuring a product.
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< ® Product v € PROD ¥ 2087068134443945986 10 & Settings
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~ Assots  Versior Batct Device
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9 Assets
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. Chip Config /7 Keys ¥ Certificates {3 Firmware
8
: o o 0 Totol, 0 Active
B ¢
A% Matter Config £3 Factory Data [ General File [5] Programming Station Softwar...
2 0 Total, 0 Active 0 Totol, 0 Active
R t
Production Version )

Chip Config Certificates @ Firmware @ Matter Config @ Factory Data

Q TP

Chip Config allows you to select the chip part and security options used
by your product.

Please refer to the supported chip settings for the current list. Additional

chip vendors, series, and parts will be added based on demand.

For more information, refer to the steps for setting Chip Config.

In the Chip Config section, click the Options : icon and then select Edit.
Select the Vendor, Series, and Part, and then click Save.
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() Osoara™ 1o securty (] @ Product 9 e

< Product ~ 2087068134443945986 10 & Settings
| @ Product
Assets Version Batch Device Audit Member
KMS —
| Chip Config
Chip Config
Keys
) Certificates
[y Factory
Firmwan
8 u-sofe , o . vendor -
= Matter Config
2 o . series - Factory Data
s History 3 o R port - General File
Programming
jo! t X
o -
Certificates A~

Q TP

Certificates allows you to add a DAC template from PKI to your product,

making it available for selection during the Matter Config.

DAC templates can be created in PKI. For more information, refer to the

steps for creating a certificate.

In the Certificates section, click Add. Then, select the certificate to be

assigned and click Add.
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Dosatsennty 0 @ New Product Ce®

< » New Product v € PROD v 2064274141919109121 100 100 & Settings
| @ Product
Assets Version Batch Device Audit Member
KMS
Chip Config
Certificates
+ Add
- I rtificate:
&
Firmware

B u-safe
= Matter Config
Factory Data
o History General File

Programming

Firmware

Q TP

Firmware allows you to upload the firmware files required for
programming the product. Firmware formats supported: .bin, .hex, and
.s37. Then, the uploaded firmware can be selected when creating a

version. You may upload firmware as needed.

i. In the Firmware section, click Add.
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Product M S )

€
[5]

Product ~ € PROO v 2087068134443945986 10 © Settings

Matter Config

ii. Inthe Add Firmware window, upload the firmware files and select
Firmware Type (Application or Bootloader), and then click Add.

G NoTE

For more information, refer to the description of Firmware

information.
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Add Firmware

Click or drag the file here to uplood

Q e

Matter Config allows you to select and configure settings related to the

Matter protocol.

In this step, you need to upload the CD file and select the DAC template
that was added when configuring Certificates. Please ensure that the
VID (Vendor ID) and PID (Product ID) in the CD file match those in the
DAC template.

You can replace the CD file as needed when creating a version later.

For more information, refer to the description of Matter Config

information.
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http://192.168.40.174:3000/obis/3.3.0/quick-start/product-creation-and-device-programming?id=Certificates#certificates

In the Matter Config section, click the Options : icon and then select Edit.
Click Upload File to select and upload the CD file. Then, select DAC
Template, PID, Commissioning Flow, Spake2lteration, and Discovery Mode,

and click Save.

@ ctowa-bTsewy 1 @ Product MO S I

Product WPROD v 2087068134443945986 10 & Settings

| @ Product
Assets
KMS
Chip Confi
Matter Config P Conflg
Keys
i Certificates
[y Factory
Firmware
8 u-safe .
= I
Factory Data
® History General File
Programming
Factory Data
1 Start Address Hex startAddress
2 Vendor Name String vendorName
3 Product Nome String productName
4 Hardware Version string hardwareVersion
5 Hardware Version String stiing hardwareversionstring
6 Part Number string partNumber
7 Product URL String producturL
>

Factory Data allows you to configure factory-related information and
supports all fields required by the Matter specification. You can update

the Factory Data as needed when creating a version later.

The Factory Data selected here will be used as a required field when

creating a version. For more information, refer to the description of

Factory Data information.
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In the Factory Data section, click the Options : icon and then select Edit.
Enter the Factory Data for your product (values can be left empty), and then

click Save.

() Oetond™ 1T secwrity (] @ Product 9 e
Product v 2087068134443945986 10 & Settings
| @ Pproduct
Assets Version Batch Device Audit Member
KMS —
~ ” Chip Confi
© M Factory Data P 9
Keys
. Certificates
&
Firmware
& u-safe 1 Start Address Hex startAddress
- Matter Config
2 Vendor Name String vendorName - | Factory Data
vice History 3 Product Nome String productNome - General File
Programming
4 Hardware Version String hardwareVersion
R t
5 Hardware Version String String hardwareVersionstring
>up
6 Part Number String partNumber
7 Product URL String productUrL
8 Product Label string productiabel
9 Manulacturing Date DateFormat manulacturingDate Default time format: yyyyMMdd
w0 Manufacturing Time TimeFormat manufacturingTime Default time format: HHMMss
n Manufacturer Code String manufacturerCode
2 Factory Name Factory factoryName The factory name configured in B...

General Flle N

In the Programming Station Software Package section of the Assets tab,

upload the corresponding files.

G NOTE

Files in the Programming Station Software Package section will be used
for batch creation. For more information, refer to the steps for configuring

Programming Station Software Package.

For example, refer to the steps below to upload a programming script.
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Q TP

Programming Script in Programming Station Software Package allows

you to upload script files used for device programming (any script format is

supported). The uploaded programming script can be selected when

creating a batch.

You can select and upload the programming script as needed. If it is not

required at the moment, you can also select it for a specific batch later in

the Programming Station client.

i. Inthe Programming Script subsection of the Programming Station

Software Package section, click Add.

< © Product ~ € PROD v

[ Programming Station Software Package ~

4 Factory
S ot Programming Script “
- ; Matter Config
tory D
al F
© ’
Attachment File

ii. Inthe Add Programming Script window, upload the script file and click
Add.
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Add Programming Script

Click or drag the file here to upload

Step two: Create a version

Q TP

Each product can create multiple versions.

After your product is created and configured, refer to the steps below to create a

version in OBIS:

1. On the product page, select the Version tab, and then click Create. The page

will navigate to the Create Version tab.
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Q TP

If the Create button appears grayed out, it is currently unavailable. Please

check whether all required assets for your product have been configured.

Once everything is properly configured, the Create button will be enabled

automatically.

Q OnBoard™ loT Security D @ new-xiandan : : 59 Q

new-xiandan v 2066434053408997378 100 & Settings

0 Batch 2026-06-2916:5319 * Approved

2. On the Create Version tab:

@ NoTE

For more information, refer to the description of version information.

i. Enter the Version Name.

ii. Check the information in the Chip Config, Firmware, Matter Config, and

Factory Data sections.
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iii. Click Create. After the version is created, the page will navigate to the
Version tab.

€ PROO v 2066434053408997378 100 © Settings

Chip Config

‘‘‘‘‘‘‘

Vendor - vendor silicon Labs

Serles - serks EFR32MG24

Port - part EFR3ZMG248210F1536IM48

A w N -

Enable Secure Boot Boolean enobleSecureBoot False

>

Enable Secure Debug Boolean enablesecureDebug False
6 Secure Boot Key Koy publicsignkey

7 Secure Debug Key Key publicCommandkey

Step three: Create a batch

Q TP

Each version can create multiple batches, and a batch represents a production
plan based on that version.

After the version is created, refer to the steps below to create a batch in OBIS:

1. On the product page, select the Batch tab, and then click Create. The page will
navigate to the Create Batch tab.
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Q TP

If the Create button appears grayed out, it is currently unavailable. Please
check whether a version has been created. After a version is created, the

Create button will be enabled automatically.

P I s K
new-xiandan v € PROD v 2066434053408997378 100 & Settings

I ? T:")d“d Overview  Assots  Versior Device  Audit

© M tor + colur : Rotiosh It So2

ey Faotery Version Prodntion Proaress Explry Time Stotus
ctor
a8
(+)
B jist

2. On the Create Batch tab:

G) NoOTE

For more information, refer to the description of batch information.

i. Enter the batch name, select the version created in step two.
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() ovtomaior securty @ new-xiandan S I

new-xiandan ~ 2066434053408997378 98 © Settings

Basic Info

& Focto
sate

Advanced Info

2026-09-11

Programming Script

Cancel m

ii. In the Advanced Information section:

= Select the factory

= Enter the Batch Volume

= Set the Expiry Time
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@osonstsecery O @ new-xiandan S

new-xiandan €PRCO v
|® Product
O W Advanced Info
M  Factory Factory Selection * Batch Volume * Expiry Time
& u-sate v 2026-00-11 B8
F— Y ) )
De:
. Programming Script A

iii. Inthe Programming Script section, add the programming script uploaded
when configuring your product as needed. If it is not required at the
moment, you can select the programming script for a specific batch later in

the Programming Station client.

2066434053408997378 98 © Settings
|$ Product
© "
==
[y Fac
8 u
Device Hist (+)
R
Attachment File + Add
(+)

Coneel
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iv. Click Create. After the batch is created, the page will navigate to the Batch
tab.

Step four: Assigh a programming station
to the batch

Q TP

The purpose of assigning a programming station to a batch is to bind the

production plan to a programming station.

Local Factory @ Cloud Factory

Contact Snowball for assistance in deploying the OnBoard Edge Service on the

factory side.

After the deployment is complete, you can sign in to the OnBoard Edge Service
using the generated service address to manage factories, programming stations,

and batches:
1. Sign in to OnBoard Edge Service.

2. In the left menu, click Batch, and then select the batch created in step three
from the Batch List.

3. On the batch page, verify that the batch status is Running, and then select a

programming station with the Available status for assignment.
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http://192.168.40.174:3000/obis/3.3.0/feature-guide/factory/check-factories?id=Local+factory#service-address

@ NoTE

For more information, refer to the steps for adding a programming

9 OnBoard Edge Service ] o i user
W Foctory
TEST-BATCH-MG24-10
Botch
< TEST-BATCH-MG24-10 | R
Station
Botch ID Factory Order Number Product Nome Expiry Date
8331753638854656 - Producti2lé 2026-01-15 23:59:59 UTC+08:00
Total Produced Remaining
3 0 3
Assign Station
Station 1D Q Station Nam.Q Sign In Meth.. v U-Safe Nam. U-Saofe Stat.. ¥ U-Safe Serio. Batch Name Status
00383238 station]226e... No Password
17138435 stationl226 No Password
16328728 stationli24 No Password
15341788 nt No Password
03924941 testStation|2 Password
08607623 test u-safe Identity U-Sa.. 00003F00741. » Locked 00003F00741. - Unavailable

1. Signin to OBIS.

2. In the Ecosystem section of the left menu, click Factory, and then select the
corresponding factory to navigate to the factory page and select the Batch
tab.

3. Select the batch created in step three, verify that the batch status is Running,
and then select a programming station with the Available status for

assignment.
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G NOTE

For more information, refer to the steps for adding a programming

@ odonsbTsenrty 0 @ COPY_xddcc_0805_bo S
< COPY_xddcc_0805_b0 ey Actions v
@ Product
D KMS Basic Info
2608051017310015 13481081389
||‘_*| Factory testXiondan0525Cioud
& u-sate Synced 2026-09-04 23:59:59
No Records o/
stor ¢ _with _region 2026-08-05 10:17:31
Assign Station Filter v r > Refrost it Sortd
Test_Usafe identity U-Safe - - D
TEST 0731 Password 2 COPY_xddce _0805_b0 o Busy
csat0525 Password dww - * Avalioble

Step five: Device programming

Programming Station is a client for device programming. After assigning a
programming station to the batch in the OnBoard Edge Service, refer to the steps

below to start programming:

1. Install and sign in to the Programming Station client, verify that the device status

is Ready.
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2.

Q TP

If the programming script is not selected when creating a batch, or if you

want to select a different programming script, you can click the Folder -

icon to select the required programming script (any script format is

supported).

S Programming Station

Programming Batch Detail Channel Configuration
TEST-QORVO-... o0 = TEST-QORVO-QPG6200-LOCAL-0219
Batch ID:
8806735210872832 Total Produced
Order Number: 10 5
LOS-ANGELES-001
Script:
Qorvo-0115-v1.0zip ()@

Ready

)]

© The current batch is not L
completed. You can
continue programming. 03
L 4
About
SNOWBALL
322

@& Concurrency Load: 0% (D New batch is updated

02

04

Remaining

5

English v

2X2 {33

In the main window, select the Channel Configuration tab and then set the

number of programmer connections in the Layout area as needed.
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Q TP

The number of connections determines how many devices can be
programmed simultaneously. The system currently supports a number of
connections based on the product of rows and columns in the layout area,

which must satisfy the following conditions:

o Both rows and columns must be integers.
o Rows x Columns = 24.
o Neither rows nor columns may exceed 16.

o If the number of rows exceeds 4, the number of columns can only be 1

or 2.

S Programming Station - e X

Programming Batch Detail [Chonnel Configuration J

TEST-QORVO-QPG6200-LOCAL-0219
Layout Row * Column *
2 X 2
Channel In Use 2X2  Available
01 1200000508 ® Online
e

No data found

Total:1

Only In Use ports will be used for programming

Update Batch Order Download Template B Template.xlsx
X Upload File
@ Concurrency Load: 0% (D) New batch is updated English v 2X2 @
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3. In the main window of the Programming Station client, click Start to execute

device programming.

S Programming Station

Programming Batch Detail Channel Configuration
TEST-QORVO-.. oo = TEST-QORVO-QPG6200-LOCAL-0219
Batch ID:
8806735210872832 Py Total Produced
Order Number: 10 5
LOS-ANGELES-001
Script:
Qorvo-0115-v1.0.zip 0@

Ready

IIIIIEIHHHHIII'

© The current batch is not
completed. You can
continue programming.

About
SNOWBALL
322

@ Concurrency Load: 0% (D New batch is updated

(]

03

02

04

Remaining

5

English v

2x2 {33

4. After programming is completed, click the corresponding port to check the

device programming details.

Q TP

You can also check the device profile and related log information in

OnBoard™ loT Security (OBIS).
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S Programming Station

Programming  Batch Detail

TEST-QORVO-... rroo

Batch ID:
8806735210872832
Order Number:
LOS-ANGELES-001

Script:
Qorvo-0115-v1.0.zip [ @

» Start

© The current batch is not
completed. You can

Channel Configuration

= 1200000508 3

100%

Success

Details

e P S i e S TSN N R A
hex"

“C:\Users \maryw\ AppData\Roaming \ SNB\ ppcli\ programmings \ Qorvo \matter _factory _data_1200000508 hex
1518:42] hexmerge

[15:18:42] [F’VOgress] 80% Executing command 9: program-hex

“C:\Users \maryw\ AppData\Roaming \ SNB\ ppcli\ programmings \ Qorvo \ gorvo_merged _QPG6200_1200000508.
hex” --device QPG6200 --emulator-serialnumber 1200000508 --emulator-logs

“C:\Users\maryw\ AppData\Roaming \ SNB\ Qorvo\emulator_logs”

[15 19 04] output:Programming

continue programming. C:\Users\maryw\AppData\Roaming\ SNB\ ppcli\ programmings\ Qorvo\qorvo_merged _QPG6200_1200000508.h
ex Programming took 20.52 seconds. [Progress|:90%
[15:19:08] [Progress):100% [Finish]
[15:19:08] out:b'{\r\n "success™: true,\r\n “respCode” "8000",\r\n “respMsg”: "NoError’, \r\n “respData” null,\r\n
F pMsg F
“respTime™: 1770189547 \r\n}\r\n
About [15:19:08] [ExIT] O
SNOWBALL [QRCode]: MT:634J0-C714EPGS7WEID
322 QRcode link
@ Concurrency load: 0% (D New batch is updated English v 2X2 @
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Version: v3.3.0

Feature guide - OnBoard™
loT Security

OnBoard™ loT Security provides a comprehensive set of features to manage every
stage of the loT device provisioning lifecycle. This guide covers each core

module—including product management, factory management, key and certificate
management, user management, U-Safe management, and device record tracking.

Select a feature area below to explore its capabilities and related topics.

¥ Product CORE LKMS CORE
o Create a product o Create a key

e Configure a product o Check keys

e Manage products e Manage keys

e Create a version
e Create a batch

YPKI CORE
o Check logs

e Manage members « Create a certificate
e Check certificates

* Manage certificates
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[bFactory ECOSYSTEM

LOCAL FACTORY

e Configure and manage

factories

e Configure and manage

programming stations

CLOUD FACTORY

e Configure and manage

factories

e Configure and manage

programming stations

e Manage batches and assign

programming stations

&=U-Safe ECOSYSTEM

e Check U-Safes
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[@Device History

e Check device history

2 Account

e Create an account
e Check accounts

¢ Manage accounts

2.Group

o Create a group
e Check groups

e Manage groups

RECORDS

ADMIN

ADMIN



Version: v3.3.0

How to create a product in
OnBoard™ loT Security

@ INFO

Currently, products can't be deleted after creation.

This article will guide you on how to create a product in OnBoard™ IoT Security
(OBIS) to configure its basic information and prepare for product materials

configuration.

Prerequisites

Before getting started, please ensure that you have OBIS role permissions as a

System Manager or Product Manager.

Instructions
1. Signin to OBIS.

2. In the Core section of the left menu, click Product, and then click Create.
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(@ ostowswTsecurty () @ / Product o9 e

cort
y 7 it = Column Rofresh It 1 | + Creat
|I @ Product I Define and MaNoge your products = start here v fiter ~ umns  C Retres! = reate

DO KMs Nome Version Vendor Status

@ e

(v Factory

& u-safe No records yet

(@ Device History

R Account

) Group

Je

3. On the Create Product panel, select and enter the required product basic
information. After verifying that the information is correct, click Create to

complete the product creation.

:

Product Name *
Vendor *
Regions
Max.Volume *

Version Approval O Aute Manual
Botch Expiry Duration

Default Duration 20 oays
Min Duration 1 Days

Max Duration 90 oays

conee!
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Description of product basic information:

Information

Product

Name

Vendor

Regions

Max.Volume

Mandatory

Yes

Yes

No

Yes

Description

The product name must be unique.

Automatically filled based on the tenant to
ensure accuracy and reduce manual errors.
You can manually change it if a different

vendor name is needed.

Specify the regions where the product is
supported. After entering a region, press
Enter to generate a region label. Multiple
region labels can be added.

Note: When creating a version, the selectable
regions will be limited to these specified

regions.

The maximum production volume of a
product can't exceed 999,999,999. The total

volume of batches can't exceed this limit.
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Information

Version

Approval

Batch
Expiry

Duration

Mandatory

No

No

Description

This feature is enabled by default to ensure
that all version data used for device
production is verified. After you choose
Manual, any version created in the PROD
environment requires manual approval from
the Product Owner or Product Manager

before it can be used to create a batch,

You can set the Default Duration, Min
Duration, and Max Duration (in days). When
creating a batch, the Expiry Time must be

within this set range.

4. After the product is created, the page will navigate to the product page.

@ INFO

After a product is created, its initial status is Draft. Once a version is

created, the product status will change to Released. For more information,

refer to the description of product status.

Q TP

By default, the product creator is set as the Product Owner. To change the

Product Owner, click the Options : icon for the Product Owner and select

Transfer Owner on the Member tab, then choose the new Product Owner

and click Confirm.
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@ owonsiotsecuny ) @ Product o9 e

Product € PROD ¥ 2087068134443945986 10 10 & Settings
|@: Product
~ Overview Version Batch Device Audit
/'.\ KMS —_—
PKI Assets
“  Factory
- Chip Config /7 Keys i Certificates {23 Firmware
& u-safe
: - o 0 0 Totol, 0 Active
@ Device History
A% Matter Config £3 Factory Data [ General File (5] Programming Station Softwar...
2 0 Totol, 0 Active 0 Totol, 0 Active
Group
Production Version
Manoge versioned configuration snapshots that can t tory product + )
e Used By Created Time stot
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Version: v3.3.0

How to configure a product
in OnBoard™ loT Security

This article will guide you through the following operations in OnBoard™ loT Security

(OBIS) to configure product materials and prepare for version creation:

e Select the environment

e Configure assets

Prerequisites

Before getting started, please ensure that:

e You have product role permissions for the corresponding product: Product

Owner, Product Manager, or Resource Manager.

e The certificates and keys have already been created.

Instructions

Step one: Select the environment
1. Signin to OBIS.

2. In the Core section of the left menu, click Product, and then select the

corresponding product to navigate to the product page.
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3. On the product page, select the TEST or PROD environment.

() onslowrs™ 10T Security (] @ Product o9 e

2087068134443945986 10 © Settings

Chip Config /7 Keys @ Certificates {23 Firmware

0 0 0 Total, 0 Active

A% Matter Config £3 Factory Data [ General File [5] Programming Station Softwar...

n” 0 Totol 0 Active 0 Totol, 0 Active

Production Version T

figuration snopshots that can be selected for factory product

4. Complete the configuration of relevant assets in the Assets section.

@ INFO

o Configure the necessary assets for the product (Chip Config,
Certificates, Matter Config, and Factory Data). If the required
configuration is not completed, version creation will be blocked, and

the product status will remain in Draft.

o Upload the necessary files for programming in Programming Station
Software Package. Alternatively, you can select a programming script

for a specific batch later in the Programming Station client.
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@ owonsoTsecuty 0 @ Product o9 e

Product © Settings
I @ Product
Overview Batch Device Audit Member
P KMs
Chip Credentials, Certificates & Firmware or Versions & Batches
(4 Foctory
@ Chip Config /7 Keys Certificates £33 Firmware
& u-safe
- o o 0 Total, 0 Active
@ Device History
A% Matter Config £3 Factory Data [ General File [5] Programming Station Softwar...
n 0 Totol 0 Active 0 Totol, 0 Active
R Account
25 Group
Production Version
Man afigur ory production o
Name Used By Created Time Stotus
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Step two: Configure assets
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v

1. On the product page, select Chip Config in the Assets section to navigate to the

2.

Chip Config (required)

Q TP

Chip Config allows you to select and set the chip part and security options

used by the product. Different chip parts provide corresponding security

options, and you can configure them as needed.

Please refer to the supported chip settings for the detailed list. Additional chip

vendors, series, and parts will be added based on demand.

Assets tab.

() osowsioTsecuty (0 @ Product

< © Product v € PROD ¥

..........

@ chip Config /2 Keys

A% Matter Config Factory Data

Production Version

In the Chip Config section, click the Options :

and enter the chip-related information.
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i Certificates

M General File

o9 e

10 10 & Settings

(3 Firmware

|2} Programming Station Softwar...

0 Totel, 0 Active

icon and then select Edit. Select




2087068134443945986 10 & Settings

Version atct avice Audit Membe
© P
Keys

Certificates
Factory

Firmware
8 u-sate 1 Vendor - vendor
Matter Config
2 Series - series Factory Data

@ Device History 3 Part - part - General File

et -
©
Cortificates N

Description of Chip Config information:

Q e

When creating a batch, if you need to enable the Secure Debug Reopen

feature to support chip reprogramming, the Secure Debug feature must be
enabled first.

The supported data types in the Custom fields include: String, Number,
Boolean, Key, Cert, and File.

Information Mandatory Type Description
Chip manufacturer. For more

Vendor Yes - information, refer to supported chip

settings.
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Information

Series

Part

Enable
Secure
Boot

Enable
Secure

Debug

Secure

Boot Key

Secure
Boot Key
Hash

Mandatory

Yes

Yes

No

No

No

No

Type

Boolean

Boolean

Key

Hex

54 /600

Description

Series of the chip. For more
information, refer to supported chip

settings.

Part number of the chip. For more
information, refer to supported chip

settings.

Enable the Secure Boot feature as
needed. A security protection
mechanism that prevents
unauthorized software from being

loaded.

Enable the Secure Debug feature
as needed. A security protection
mechanism to prevent

unauthorized debugging.

Select the key added in the Keys
configuration. The key is used to
verify the firmware and ensure the

secure boot of the device.

The hash value of the Secure Boot

Key.



Information

Secure

Debug Key

MCU Boot
Key

Debug
Plaintext

DAC
Partition
Address

Mandatory

No

No

No

No

Type

Key

Key

Hex

Hex

Currently supported chip settings:
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Description

Select the key added in the Keys
configuration. The key is used to

authorize debugging access.

Select the key added in the Keys
configuration. The key is used for
device authentication and data

encryption.

Unencrypted debug data.

Set the storage address in flash for

downloading DAC certificates.



Vendor

Silicon Labs

Series

EFR32MG24

56 /600

Part

EFR32MG24B210F1536IM48
EFR32MG24B020F15361IM48
EFR32MG24A110F1024IM48
EFR32MG24A020F1536IM48
EFR32MG24A420F15361M48
EFR32MG24B020F15361M40
EFR32MG24A010F1024IM40
EFR32MG24A020F1536IM40
EFR32MG24A420F1536IM40
EFR32MG24B010F1024IM48
EFR32MG24A010F1024IM48
EFR32MG24B110F1536IM48
EFR32MG24A021F1024IM40
EFR32MG24B010F1536IM40
EFR32MG24B220F15361M48
EFR32MG24A020F1024IM40
EFR32MG24A010F1536IM40
EFR32MG24B010F15361M48
EFR32MG24A410F1536IM48
EFR32MG24A010F1536IM48
EFR32MG24B120F15361M48
EFR32MG24A410F1536IM40
EFR32MG24B310F15361M48
EFR32MG24B020F1024I1M48



Vendor

Telink

Qorvo

ESP

Amlogic

Nordic

Beken

NXP

Series

SIMG301

TLSR92x

QPG6200

ESP32C3

AN3L

NRF52840

BK7238

s32Kk1

Part

o EFR32MG24A020F1024IM48

SiIMG30TMT3WIH

TLSR9268J

QPG6200

ESP32C3

AN3L

NRF52840

BK7238

s32k144

3. Click Save to complete the setting of the Chip Config.
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Vv Keys (optional)

Q TP
Keys allows you to add keys from KMS to the product. Added keys can be
selected during the Chip Config.

Keys can be created in KMS. For more information, refer to the steps for

creating a key.

1. On the product page, select Keys in the Assets section to navigate to the

Assets tab.

() onBoars™ 10T Secur
2087068134443945986 10 & Settings
|$ Product
/'7.‘ KMS
@ fx Assets
ip Credentials, Certificates & Firmware - Mandatory for Versions & Batche
ctor
@ Chip Config /7 Keys i Certificates {23 Firmware
: o o 0 Total, 0 Active
) fisto
3% Matter Confi Factory Data General File [>] Programming Station Softwar...
9 ory og 9
) ” 0 Totol, 0 Active 0 Totol, 0 Active
ot t
Production Version
Mar ersioned confioun y pr

2. In the Keys section, click Add.
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(&) owosra o7 Security ® New Product 089 @
< © New Product v €PROD v 2064274141919109121 100 100 © Settings

Assets Version Batct Device Audit

O (vers) Chip Config
‘ &) - za)
Certificates
Firmware
& u-safe
Matter Config
Factory Data

Device History General File

Certificates ~

In the Add Key window, select the key to be assigned and click Add. Meanwhile,
you can also create and add a custom tag in the Tag field as needed (this tag
allows programming scripts to automatically identify and select the

corresponding key later).
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Key *

Concel
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Vv Certificates (required)

Q TP

Certificates allows you to add CA templates (End Entity templates, DAC
templates, or Device templates) from PKI to the product. Added certificates can

be selected during the Matter Config.

Certificates can be created in PKI. For more information, refer to the steps to

create a certificate.

1. On the product page, select Certificates in the Assets section to navigate to the

Assets tab.

() ovdowa™toT securty (T @ Product o9 e

Product ~ € PROD v 2087068134443945986 10 & Settings

Assets

@ Chip Config /7 Keys i Certificates 23 Firmware

A% Matter Config £ Factory Data [ General File [>] Programming Station Softwar...
2 0 Totol, 0 Active 0 Totol, 0 Active

Production Version

2. In the Certificates section, click Add.
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Doterrvtiem 0 @ New Product Ce®

< New Product ~ € PROD v 2064274141919109121 100 100 & Settings
| @ Product
Assets

L KM
© P Chip Conflg

Certificates|

+ Add
Firmware
(=) Matter Config
o Factory Data

General File

Firmware . e
> Refresh It Sor Add

obis-product-certificate.png (Screenshot displays how to add a certificate)

In the Add Certificate window, select the certificate to be assigned and click
Add. Meanwhile, you can set the Tag to Matter, Google, or a custom tag as
needed (this tag allows programming scripts to automatically identify and select

the corresponding certificate later).
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Add Certificate

Certificate *

Concel
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Vv Firmware (optional)

Q TP

Firmware allows you to upload the firmware files required for programming the
product. Firmware formats supported: .bin, .hex, and .s37. Then, the uploaded
firmware files can be selected when creating a version. You may upload

firmware as needed.

The files uploaded during configuration can be downloaded at any time.

1. On the product page, select Firmware in the Assets section to navigate to the

Assets tab.

() onoss™ k0T Security ) @ Product o9 e
< ® Product v € PROD ¥ 2087068134443945986 10 10 © Settings
I@: Product
Overview  Assets  Version  Batch udit
KMS
@ P Assets
p Credentials, Certificates & Firmware - Mandatory for Versions & Batche
~  Factory
@ Chip Config /7 Keys i Certificates () Firmware
=2
0 0 0 Totol, 0 Active
® His
A% Matter Config Factory Data [ General File [>] Programming Station Softwar...
2 0 Totol, 0 Active 0 Totol, 0 Active
R t

Production Version

2. In the Firmware section, click Add.
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D ostows Ty @ Product o9 e

10 & Settings

P KMs

© TRt v = Coumms  C Refesn I sond crecents
Keys

o r ' ”! Centificates

& u-sate Matter Config
Factory Data

@ Device History © General File

o Programming .
R Account
2, Group

Matter Config

Factory Data

In the Add Firmware window, select and enter the firmware-related information.

Add Firmware

o

Click or drag the file here to upload

Description of Firmware information:
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Information = Mandatory Description

Upload files by selecting the local firmware
files. The maximum supported file size is 512
MB.

Upload File Yes ) o

Note: When uploading a file in .bin format, you
need to specify the start address of the
firmware.

Version No Indicate the firmware version.
Two types of firmware are supported:

o Application: Used to implement device
) functionality, relying on the environment
Firmware Yes provided by the Bootloader.
Type

o Bootloader: Used for hardware
initialization, firmware loading, and

updates.

4. Click Add to complete the configuration of the Firmware.
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Vv Matter Config (required)

Q TP

Matter Config allows you to select and configure settings related to the Matter

protocol.

In this step, you need to select and upload the CD file and select the DAC
template added in the Certificates configuration. Please ensure that the VID
(Vendor ID) and PID (Product ID) in the CD file match those in the DAC

template.

You can replace the CD file with another one as needed when creating a

version later.

The CD files uploaded during configuration can be downloaded at any time.

1. On the product page, select Matter Config in the Assets section to navigate to
the Assets tab.
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@ owonsoTsecuty 0 @ Product o9 e

2087068134443945986 10 © Settings
|$ Product
~ Overview Assots Version Batch Device Audit Member
DKM —
&
© Pxi
tials M atct
Sy Factory
. @ Chip Config /7 Keys 3 Certificates {23 Firmware
() ! afe
e o o 0 Totol, 0 Active
@ Device History
A% Matter Config £3 Factory Data [ General File [5] Programming Station Softwar...
2 0 Totol, 0 Active 0 Totol, 0 Active
Account
Production Version
Manoge versioned configuration snapshots that can be ry product horiza
a Used By 1

2. In the Matter Config section, click the Options : icon and then select Edit.

Select and enter the Matter Config information.

@ oworrwtsecuty @ @ Product OIS I
Product v 2087068134443945986 10 @ Settings
I& Product
~ Batch  Device  Audit  Member
L M
© P

Chip Config
D Keys

. (&) Certificates
Factory

Firmware
& u-safe
I
Factory Data
(3 Device History General File
Programming
R Account
2. Group
Factory Data
1 Start Address Hex startAddress
2 Vendor Nome Slnng vendorName
3 Product Nome String productName -
4 Hardware Version String hardwareversion
5 Hardware Version String String hardwareVersionstring -
6 Part Number String partNumber -
7 Product URL String ProductURL
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Description of Matter Config information:

Information Mandatory Description

Notes for uploading files:
o The VID and PID in the CD file must
match those in the DAC template.

o |f the CD file contains multiple PIDs, at

CDFile Yes
least one must match the PID in the
DAC template.
Note: Only .der format CD files are
supported.
Select the DAC template configured in
Certificates. The VID and PID in the DAC
DAC Template Yes i i
template must match those in the CD file.
Refer to DAC Template.
After uploading the CD file, the
PID Yes

corresponding PID will be displayed.

The device commissioning flow, adaptable

to different scenarios:

Commissioning Yes o Standard Commissioning Flow

Flow o
o User-Intent Commissioning Flow

o Custom Commissioning Flow
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Information Mandatory Description

A parameter of the SPAKE2+ protocol

used during Matter commissioning,

Spake2lteration Yes
ensuring the security of the
commissioning process.
Supported discovery modes:
Discovery Ves o BLE: Bluetooth Low Energy.
Mode o On IP network: Discovery through an

IP network.

3. Click Save to complete the setting of the Matter Config.
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Vv Factory Data (required)

Q TP
Factory Data allows you to configure factory-related information and supports

all fields required by the Matter specification. You can change the Factory Data

as needed when creating a version later.

The files uploaded during configuration can be downloaded at any time.

1. On the product page, select Factory Data in the Assets section to navigate to
the Assets tab.

Product ~ € PROD ¥ 2087068134443945986 M

Assets

@ Chip Config /7 Keys i Certificates (23 Firmware

A% Matter Config Factory Data M General File (5] Programming Station Softwar...
” 0 Totol, 0 Active 0 Totol, 0 Active

Production Version

2. In the Factory Data section, click the Options : icon and then select Edit. Enter

the Factory Data information of the product (values can be left empty).
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2087068134443945986 10 © Settings

© P Factory Data Chip Config
Keys

Certificates
~ Foctory

Firmware
8 u-safe 1 Start Address Hex startAddress
Matter Config
2 Vendor Name String vendorName
(@ Device History 3 Product Name string productName - General File
) Programming
4 Hardware Version string hardwareVersion N
R
5 Hardware Version String string hardwareVersionstring
6 Part Number string partNumber
7 Product URL string ProductURL
8 Product Label string productiabel
9 Manufacturing Date DateFormat manutacturingDate Default time format: yyyyMmdd
10 Manufacturing Time TimeFormat manutacturingTime Detault time format: HHMMss
n Manufacturer Code string manutacturerCode
2 Factory Name Factory factoryName The factory name configured in B,

General Flle N

() NOTE

If the checkbox in the Mandatory column of a Factory Data item is
selected, members must enter a value for that item when creating a

version.

Description of Factory Data information:

Q e

The supported data types include: String, Number, Hex, Factory,

DateFormat, TimeFormat, and File.

Information Type Description
Start Address Hex Start address.

Vendor Name String Vendor name.
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Information

Product Name

Hardware

Version

Hardware

Version String

Part Number

Product URL

Product Label

Manufacturing
Date

Manufacturing

Time

Manufacturing
Code

Factory Name

Type

String

String

String

String

String

String

DateFormat

TimeFormat

String

Factory

Description

Product name.

Hardware version.

Hardware version information presented
as a string, which may include a more
detailed version description. For example,
HW_V1.0_20240101.

Part number.

Product link.

Product label.

Manufacturing date, default format is
yyyyMMdd.

Manufacturing time, default format is

HHmMmss.

Manufacturing code.

The factory name configured in batch.

3. Click Save to complete the configuration of the Factory Data.
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Vv General File (optional)

Q TP

General File allows you to upload other files required for version creation

(excluding firmware). Files in any format are supported.

The uploaded files can be selected when creating a version.

The files uploaded during configuration can be downloaded at any time.

1. On the product page, select General File in the Assets section to navigate to the

Assets tab.

() onoss™ k0T Security ) @ Product o9 e
< ® Product v € PROD ¥ 2087068134443945986 10 10 © Settings
I@: Product
Overview  Assets  Version  Batch Device  Audit
L KMs
@ P Assets
p Credentials, Certificates & Firmware - Mandatory for Versions & Batche:
actor
, @ Chip Config /7 Keys i Certificates () Firmware
a8
= 0 0 0 Total, 0 Active
® His
A% Matter Config Factory Data [ General File [>] Programming Station Softwar...
2 0 Totol, 0 Active 0 Totol, 0 Active
R t
Production Version
Manage ve \figurot

2. On the General File page, click Add.
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D ostows Ty @ Product o9 e

10 & Settings

P KMs
g

Keys
(COsSYSTIM

Certificates
(3 Factory

Firmware

U-Safe

& Matter Config

Factory Data

B Device istory © | (Gonerairie )
o No records vet Programming .
R Account

2, Group

Programming Station Software Package

Programming Script m

In the Add General File window, select and enter the relevant information.

Add General File

o

Click or drag the file here to upload

Description of General File information:
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Information = Mandatory Description

Upload files by selecting the local files. The

Upload File Yes ) S
maximum supported file size is 512 MB.

Assign tags to files. During later programming,

the programming script can retrieve and use

the corresponding files through their tags.
Tag Yes
Note: A file can be assigned multiple unique
tags. Meanwhile, the same tag can also be
assigned to multiple files. You can add new

tags or select from existing tags.

. |dentify the file version and use it to track file
Version No
changes.

4. Click Add to complete the configuration of the General File.
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V¥ Programming Station Software Package (optional)

Q TP
Files in the Programming Station Software Package section will be used for

batch creation.

» Programming Script allows you to upload script files used for device

programming (any script format is supported). You can select and upload

the programming script as needed. If it is not required at the moment, you
can also select it for a specific batch later in the Programming Station

client.

o Attachment File allows you to upload other files required for batch creation

(excluding programming scripts). Files in any format are supported.

The files uploaded during configuration can be downloaded at any time.

1. On the product page, select Programming Station Software Package in the

Assets section to navigate to the Assets tab.

(D) omowsmioTsecurty () @ Product o9 e

< Product ~ € PROD v 2087068134443945986 10 10 & Settings

Overview

Assets

@ Chip Config /7 Keys i Certificates () Firmware

A% Matter Config Factory Data [ General File [>] Programming Station Softwar...
2 0 Totol, 0 Active 0 Totol, 0 Active

Production Version
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2. In the Programming Station Software Package section, click Add in the
Programming Script or Attachment File subsection, select and enter the

relevant information.

(D omdowrswoTsecurty (1 @ Product 1] 9 L
10 & Settings
| @ product
P KMs
@ px Chip Config
ra Station Software N Keys
Certificates
(3 Factory
(Programming script e
o e gromming [+ 000 ]
Matter Config
Factory Data
(@ Device History General File
° '
R Account
2, Group No records yet
Attachment File m

Add Programming Script

+

Click or drag the file here to upload

Description of Programming Script information:
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Information  Mandatory Description

Upload files by selecting the local
Upload File Yes programming script files. The maximum
supported file size is 512 MB.

Version No Indicate the version of the programming script.

Add Attachment File

o

Click or drag the file here to upload

Description of Attachment File information:

Information Mandatory Description

Upload files by selecting the local files. The

Upload File Yes ) T ]
maximum file size supported is 512 MB.
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Information = Mandatory Description

Assign tags to files. During later programming,
the programming script can retrieve and use

the corresponding files through their tags.

Tag Yes ) ) ) )
Note: A file can be assigned multiple unique
tags. Meanwhile, the same tag can also be
assigned to multiple files. You can add new
tags or select from existing tags.

. Identify the file version and use it to track file
Version No

changes.

3. Click Add to complete the configuration of the Programming Station Software

Package.
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Version: v3.3.0

How to check products in
OnBoard™ loT Security

Q TP

In the configuration section of the corresponding asset, you can download the
files when configuring Firmware, Matter Config (uploaded CD file), Factory

Data (uploaded file), General File, and Programming Station Software Package.

This article will guide you on how to check product basic information and

configurations in OnBoard™ loT Security (OBIS).

Prerequisites

Before getting started, please ensure that you have product role permissions for the

corresponding product.

Instructions
1. Signin to OBIS.

2. In the Core section of the left menu, click Product, and then select the

corresponding product to navigate to the product page.
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Q TP

o The product list only displays the products you are involved in.

o Click the Filter ¥, Sort =T, Refresh C, and Columns Options ‘= icons
to filter, sort, refresh data, and to customize which columns are shown

and how they are ordered.

() onoss™ k0T Security ) @ | Product o9 e
Pr‘oduct . ter > Refresh It Sont
I @ Product el andma your prod h
L KMS Name Versior Ve totus
C Xl roduc! Vendor * Draft

Description of product status:

Status Description

Draft Status before a version is created.

Status after a version is created.
Released Note: If all versions of a product are deleted, the product status

will revert to Draft.
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3. On the product page, select the TEST or PROD environment, you can check the
product-related information (such as Assets, Production Version, and
Manufacturing Batch).

() onslowrs™ 10T Security (] @ Product o9 e
€ PROD ¥ 2087068134443945986 10 © Settings
|$ Product
. O view : C dl
D KMS
@ fx Assets
3ctor
@ Chip Config /7 Keys @ Certificates {23 Firmware
&
= siicon Labs 0 0 1 Total, | Active
B Hist
A% Matter Config Factory Data [ General File [>] Programming Station Softwar...
2 0 Totol, 0 Active 0 Totol, 0 Active
A t
Production Version
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Version: v3.3.0

How to manage products in
OnBoard™ loT Security

Q e

In the configuration section of the corresponding asset, the following

operations can be performed on the files uploaded during asset configuration:

e You can deactivate, activate, or remove the files when configuring Keys,
Certificates, Firmware, General File, and Programming Station Software
Package.

e You can download the files when configuring Firmware, Matter Config
(uploaded CD file), Factory Data (uploaded file), General File, and

Programming Station Software Package.
Unable to deactivate or remove certificates and keys that are referenced by

assets.

This article will guide you through the following operations in OnBoard™ IoT Security
(OBIS):

Edit product information

Archive or unarchive a product

Deactivate or activate a product resource

Remove a product resource
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Prerequisites

Before getting started, please ensure that you have product role permissions for the
corresponding product: Product Owner, Product Manager, or Resource Manager.

Edit product information

Q TP

The Resource Manager doesn't have permission to edit the product

information.

1. Sign in to OBIS.

2. In the Core section of the left menu, click Product, and then select the

corresponding product to navigate to the product page.

3. Click Settings to edit the corresponding product information.

G NOTE

For more information, refer to the description of product basic information.
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@) onows to7 secuty

I @ Product
/'.‘ KM
© P
“  Factory
& u-safe
( Device History
ot ount
2 Group

@ New Product
< © New Product ~ @ PROD ¥
Overview Assets Version Batch Device Audit Memb
Assets
Chip Config /2 Keys

A% Matter Config Factory Data

Production Version

Manoge versioned configuration snopshots that can be

206427414191910¢ 100
§ Certificates {3 Firmware
o
[ General File Gl

0 Totol 0 Active

o Settings section: Regions and Max.Volume

Ce®

100 & Settings

0 Total, 0 Active

Programming Station Softwar...

0 Totol, 0 Active

o Version & Batch section: Version Approval and Batch Expiry Duration

(@) onows o7 securty

|a‘¢ Product
D KM
¢ PKI

® Setting

< © Product

Product Name * Vendor *

Max Volume *

10

Version & Batch

Version Approval

O Auto Mo

8atch Expiry Duration

Defoult Duration Min Duration

30 oays 1
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Archive or unarchive a product

Q TP

Once a product is archived, no further editing can be made, including
information modifications, resource configuration, version creation, and batch
creation. The Resource Manager doesn't have permission to manage product

archiving.

1. Signin to OBIS.
2. Inthe Core section of the left menu, click Product.

3. Click the Options : icon for the corresponding product and then select Archive

or Unarchive to archive or unarchive the product.

() OnBoars™ toT Security @ | Product o9 e
Product ter * Refresh It Sortd
odu Vendor * Draft [:]
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Deactivate or activate a product
resource

@ INFO

When creating a version or batch, you can't select resources that have been

deactivated.

Before deactivating a key and certificate, please ensure that it has not been
used to create versions or batches. Otherwise, you will see the message

"Resource is in use and cannot be deactivated or removed".

1. Signin to OBIS.

2. In the Core section of the left menu, click Product, and then select the

corresponding product to navigate to the product page.

3. Select the Assets tab, and then find the corresponding resource in the Keys,
Certificates, Firmware, General File, or Programming Station Software
Package section. Then click the Options : icon and select Deactivate or

Active to deactivate or activate the product resource.
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() Oowrs™ o7 Securtty @ Product o9 e

Product ~ € PRCO v 2087068134443945986 M
| @ Product
Assot 4 £
KM
¢ KI Firmware Chip Config
ort 1 + Add
Certificates
& u-safe T . . -08-

= StOra..  Ace 2026-08-1115:24:23 D Matter Config
Download Factory Data

i Matter Config :] General File
rogramming

Remove

Factory Data
1 Start Address Hex startAddress
2 Vendor Name string vendorName

OrndetMama  Gwin - nendietiiame.

Remove a product resource

@ INFO

Before removing a key and certificate, please ensure that it has not been used
to create versions or batches. Otherwise, you will see the message "Resource

is in use and cannot be deactivated or removed".

1. Signin to OBIS.

2. In the Core section of the left menu, click Product, and then select the

corresponding product to navigate to the product page.
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3. Select the Assets tab, and then find the corresponding resource in the Keys,
Certificates, Firmware, General File, or Programming Station Software
Package section. Then click the Options : icon and select Remove to remove

the product resource.

@ ovtowsoTsecuy ) @ Product o9 e
Product » € PROO v 2087068134443945986 10 @ Settings
| @ Product
vorviow  [Assets 6 " 4 nbe
L2 KMs
© P Firmware Chip Config
tor . > Rofrosh  Et Somt]
Keys
Certificates
Foct:
& u-safe o - - -08-
& u-sale  bootloader-stora Active 2026-08-1115:24:23 D Matter Config
P ,
Download actory Data
(@ Device History le
: Matter Config General File
Programming
R t
Factory Data
1 Start Address Hex startAddress
2 Vendor Nome Slrmg vendorName
rncuctbinma  _awin S ———————
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Version: v3.3.0

How to create a version in
OnBoard™ loT Security

This article will guide you on how to create a version in OnBoard™ loT Security
(OBIS) to prepare for batch creation. Each product can create multiple versions.

Prerequisites

Before getting started, please ensure that:

e The product has already been configured.

e You have product role permissions for the corresponding product: Product

Owner, Product Manager, or Version Manager.

Instructions

Q e

Supports quickly creating a new version based on a historical version. Select

the corresponding version on the Version tab, then click Actions and select

Copy.

1. Signin to OBIS.

2. In the Core section of the left menu, click Product, and then select the

corresponding product to navigate to the product page.
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3. On the product page, select the TEST or PROD environment, select the Version

tab and then click Create. The page will navigate to the Create Version tab.

Q TP

If the Create button appears grayed out, it is currently unavailable. Please
check whether all required assets for your product have been configured.

Once everything is properly configured, the Create button will be enabled

automatically.

P N new-siondan SR

new-xiandan v 2066434053408997378 100 & Settings

0 Batch 2026-06-2916:53:19 * Approved

4. On the Create Version tab, select and enter the version-related information.

Q e

When adding product assets, only assets that have not been deactivated

can be selected. For more information, refer to Deactivate or activate a

product asset.
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@ oo sy N new-dandan ORI .
< new-xiandan v € PROD v 2066434053408997378 100 100 & Settings

Batct Device Audit

© P Basic Info

Chip Config .
1 Vendor - vendor Silicon Labs Matter Config
5 Enable Secure Debug Boolean enableSecureDebug False
8 Secure Boot Key Key publicSignkey
7 Secure Debug Key Key publicCommandKey

Cancel
Description of version information:
Information = Mandatory Description
Version . The version name must be unique within the
es
Name same environment.

Select and set the region for the version.

Note: Available regions depend on the

Region No _ )
supported regions configured when the
product was created.

Copy from o ]
. You can select a historical version as a
History No .
. template for modification.
Version
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Information = Mandatory

Notes No
Chi
F.’ Yes
Config
Keys No
Certificates Yes
Firmware No
Matter
. Yes
Config
Factor
v Yes
Data
General
No
File

Description

Provide additional information related to the
version, such as special requirements and

important notes.

The Chip Config configured on the Assets tab.

The Keys configured on the Assets tab.

The Certificates configured on the Assets tab.

The Firmware configured on the Assets tab.

The Matter Config configured on the Assets
tab. The CD File and PID can be reselected,

while other information can't be modified.

The Factory Data configured on the Assets
tab. All values can be modified.

Note: All Factory Data items marked as
required must be provided with valid values.

Otherwise, the version can't be created.

The General File configured on the Assets tab.

5. After verifying that all information is correct, click Create at the bottom of the

page to complete the version creation.
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Q TP

If manual approval was enabled when the product was created, versions

created in the PROD environment will require manual approval by the Product

Owner or Product Manager.

o Before the version is approved, the version status is Pending and it can't

be used to create a batch.

* Once the version is approved, the version status changes to Approved.
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Version: v3.3.0

How to check versions in
OnBoard™ loT Security

This article will guide you on how to check version information and configuration in
OnBoard™ loT Security (OBIS).

Prerequisites

Before getting started, please ensure that you have product role permissions for the

corresponding product.

Instructions
1. Signin to OBIS.

2. In the Core section of the left menu, click Product, and then select the

corresponding product to navigate to the product page.

3. On the product page, select the TEST or PROD environment. Select the Version

tab, and then select the corresponding version to navigate to the version page.

Q e

Click the Filter ¥, Sort =1, Refresh C, and Columns Options ‘= icons to
filter, sort, refresh data, and to customize which columns are shown and

how they are ordered.

96 /600


https://iot-security.snowballtech.com/

@ owonsoTsecuty 0 @ new-xiandan SRS

< new-xiandan v € PROD v 2066434053408997378 100 100 & Settings
| @ Product

~ Overview  Assots Batct Device  Audit  Member
@ Px

sod By reated Time Status

Test Version 0Batch 2026-08-1118:34:50 * Panding
& u-sate
@ Device History
A count

4. On the version page, you can check the version-related information (such as

Chip Config, Certificate, and Firmware).

D otowsorsey O @ SIS
< ® version Actions ~
| @ Product
D KM Basic Info
© P
0Batch ® Admin £
* Approved 2026-06-2916:53:19
Factory
8 e
hip Config
Chip Config
(@ Device History Keys
Certificates
R Account Firmware
1 Vendor - vendor siticon Labs Matter Config
up C
2 Series - series EFRI2MG24 Factory Data
General File
3 Part - part EFR32MG24B210F1536IM4B
4 €nable Secure Boot 8oolean enableSecureBoot false
5 Enable Secure Debug Boolean enableSecureDebug False
6 Secure Boot Key ey publicSignkey
7 Secure Debug Key KXey publicCommandKey
Keys
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Version: v3.3.0

How to manage versions in
OnBoard™ loT Security

This article will guide you through the following operations in OnBoard™ loT Security
(OBIS):

e Approve or reject a version

e Delete a version

Prerequisites

Before getting started, please ensure that you have product role permissions for the

corresponding product: Product Owner, Product Manager, or Version Manager.
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Approve or reject a version

Q TP

If manual approval was enabled when the product was created, versions

created in the PROD environment will require manual approval (approve or

reject) by the Product Owner or Product Manager.

» Once the version is approved, the version status will change to Approved

and it can be used to create a batch.

» Once the version is rejected, the version status will change to Rejected,

and a new version needs to be created and submitted for approval.

The Product Owner or Product Manager can disable it in the Settings of the

product.

1. Sign in to OBIS.

2. In the Core section of the left menu, click Product, and then select the

corresponding product to navigate to the product page.

3. Select the TEST or PROD environment in the product page. Select the Version
tab, click the Options : icon for the corresponding version and then select

Approve or Reject.
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(&) owosra o7 Security ® My Product 01

SRS AL 2

My Product 01 ~

2087046161514823682 10,000,000 10,000,000 & Settings

test & 0 Batch 2026-08-12 16:43:09 o Pending E]
& u-safe

Approve

Reject

Delete a version

A\ WARNING

Deleted versions cannot be recovered. Please proceed with caution.

Q TIP

Before deleting a version, please ensure that:

e The version status is not Pending (a version in Pending can't be deleted).

e The version is not associated with any batches (once a batch has been

created using this version, the version can no longer be deleted).

1. Signin to OBIS.
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2. In the Core section of the left menu, click Product, and then select the

corresponding product to navigate to the product page.

3. Select the TEST or PROD environment in the product page. Select the Version
tab, click the Options : icon for the corresponding version and then select

Delete.

SRS IE 2

2087046161514823682 10,000,000 10,000,000 & Settings

() onBoss™ 0T Security 1 @ My Product 01

@ Px
Rer ‘ * Rofresh It Sortl + Create

sod By eated Time

test W 0 Batch 2026-08-1216:43:09 ® Approved

EE]
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Version: v3.3.0

How to create a batch in
OnBoard™ loT Security

@ INFO

Currently, batches can't be modified or deleted after creation.

This article will guide you on how to create a batch in OnBoard™ loT Security (OBIS),
which can then be assigned to programming stations (local factory & cloud factory)
for programming. Each version can create multiple batches, and a batch represents

a production plan based on that version.

Prerequisites

Before getting started, please ensure that:

« The version has already been created and its status is Approved (If manual
approval was enabled when the product was created, versions created in the
PROD environment will require manual approval by the Product Owner or

Product Manager).

e You have product role permissions for the corresponding product: Product

Owner, Product Manager, or Batch Manager.

e The factory has already been created, the HSM U-Safe has already been added

(local factory), and the factory status is Normal.
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Instructions

1. Signin to OBIS.

2. In the Core section of the left menu, click Product, and then select the

corresponding product to navigate to the product page.

3. On the product page, select the TEST or PROD environment, select the Batch
tab and then click Create. The page will navigate to the Create Batch tab.

Q TP

If the Create button appears grayed out, it is currently unavailable. Please
check whether a version has been created. After a version is created, the

Create button will be enabled automatically.

(2 owbomrs™ o securty ® new-xiandan IS A

< new-xiandan v € PROD v 2066434053408997378 100 100 & Settings

. (=D

103 /600


https://iot-security.snowballtech.com/

4. On the Create Batch tab, select and enter the batch-related information.

Q TP

When adding product assets, only assets that have not been deactivated

can be selected. For more information, refer to Deactivate or activate a

product asset,

Qv 0 o S R

o ——. E
°
Attochment File [ + a0a ]

Description of batch information:

Information Mandatory Description

Name Yes The batch name must be unique.
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Information

Factory
Order

Number

Copy from
History
Batch

Version

Notes

Factory

Selection

Mandatory

No

No

Yes

No

Yes

Description

Associate with a specific factory order.

You can select a historical batch as a

template for modification.

Select the version with the Approved status.

Provide additional information related to the
batch, such as special requirements and
important Notes.

Select a factory with the Normal status.
Note: Batch data will be synchronized and

updated in the factory's Batch List.
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Information Mandatory Description

Set the batch volume.
o |f the batch is in the TEST environment,
this volume will not be deducted from
the total.

o |f the batch is in the PROD environment,
Batch o this volume will be deducted (the
Volume unproduced volume of an expired batch
will not be reclaimed). Additionally, the
batch volume must be less than or equal
to the Product Volume Balance (the
Max Volume configured when creating

the product).

Specify the validity period or completion

deadline for the batch.

Note: Expired batches can no longer be
Expiry Time No used. In OnBoard Edge Service, the batch

status will display as Expired. Available time

depends on the Batch Expiry Duration

configured when creating the product.
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Information Mandatory Description

This feature uses the configured Secure
Debug Key to unlock the chip's debug
interface and erase the existing data,

enabling the chip to be reprogrammed.

Secure Note: To enable the Secure Debug Reopen
Debug No feature when creating a batch, the Secure
Reopen Debug feature must be enabled when

configuring the product. For more
information about enabling the Secure
Debug feature, refer to the description of

Chip Config information.

Add the Programming Script configured in

. the Assets tab as needed. If it is not required
Programming

Script No at the moment, you can select the
crip : : e
programming script for a specific batch later
in the Programming Station client.
Attachment . Add the Attachment File configured in the
0
File Assets tab as needed.

5. After verifying that all information is correct, click Create at the bottom of the

page to complete the batch creation.
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Q TP

Once the batch is created, it will be synchronized with the factory. If
synchronization fails, navigate to the Batch tab of the product, click the Options
: icon for the corresponding batch and then select Resync. For more

information, refer to the description of batch status and batch synchronization

status.
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Version: v3.3.0

How to check batches in
OnBoard™ loT Security

This article will guide you on how to check batch information and configuration in
OnBoard™ loT Security (OBIS).

Prerequisites

Before getting started, please ensure that you have product role permissions for the

corresponding product.

Instructions
1. Signin to OBIS.

2. In the Core section of the left menu, click Product, and then select the

corresponding product to navigate to the product page.

3. On the product page, select the TEST or PROD environment. Select the Batch

tab, and then select the corresponding batch to navigate to the batch page.

Q e

Click the Filter ¥, Sort =1, Refresh C, and Columns Options ‘= icons to
filter, sort, refresh data, and to customize which columns are shown and

how they are ordered.
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(8]
B
=
g

SRS AL 2

new-xiandan v 2066434053408997378 100 & Settings

| @ Product

testCloud0522 Test Version o/2 2026-09-10 23:59:59 * Generating

Description of Batch Status:

Status Description
Generating The status when the batch is being generated after creation.

The status after the batch generation fails. You can try to
Generate regenerate it: On the Batch tab of the product, click the
Failed Options : icon for the corresponding batch and then select

Resync.
Generated The status after the batch is successfully generated.

. The status after the batch is successfully synchronized with
Running
the factory.
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Status

Stopped

Finished

Expired

Description

The status after the batch is stopped.

The status after the batch programming is finished.

The batch has expired before the programming is finished.

Description of Batch Sync (batch synchronization status):

Status

Waiting

Syncing

Sync
Failed

Synced

Deleted

Description
The status before the batch is successfully generated.

The status when the batch is successfully generated and starts

synchronizing with the factory.

The status after synchronization fails. You can try
resynchronizing: On the Batch tab of the product, click the
Options : icon for the corresponding batch and then select

Resync.

The status after the batch is successfully synchronized with the

factory.

The status after the batch is deleted.

Description of Records (programming data synchronization status):
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Status Description

No
The state before the batch starts programming.
Records
. The status when the batch has started programming but is not
Uploading ) ) )
yet completed, and the programming data is being uploaded.
The status after the batch programming is finished and all
Uploaded

programming data has been fully uploaded.

. On the batch page, you can check the batch-related information (such as Batch
ID, Factory Order Number, and Production Progress).

() owoars o7 Security @ Test Batch

ORI

< Test Batch Actions v
| @ Product

Basic Info

* Generating

Programming Script
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Version: v3.3.0

How to check programmed
devices in OnBoard™ loT
Security

This article will guide you on how to check the programmed device information
within the tenant in OnBoard™ loT Security (OBIS).

Prerequisites

Before getting started, please ensure that:

e The device has already been programmed.

e You have product role permissions for the corresponding product.

Instructions
1. Signin to OBIS.

2. In the Core section of the left menu, click Product, and then select the

corresponding product to navigate to the product page.

3. On the product page, select the TEST or PROD environment, and then select the

Device tab to check device programming information.
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Q TP

Click the Filter ¥, Sort =1, Refresh C, and Columns Options ‘= icons to

filter, sort, refresh data, and to customize which columns are shown and

how they are ordered.

() onoss™ k0T Security @ Nordic _test SRS
< ® Nordic_test v € PROD ¥ 2061990398672969730  Max 10,000 7,600
I @ Product
udit
= KMS
€ " =t Sort
actol
0000601012352 2026-06-2510:31:23 sign-version batchOl-nordic-reopen Test0924_Factory * Foiled
000069656497 2026-06-1215:08:35 sign-version COPY_batch02-nordic Test0924_Factory  Success

Description of device programming information:

Information Description
Device ID Device identifier.

Manufacture The date and time of device manufacture, in the format
Time YYYY-MM-DD HH:MM:SS.

Product ) ) i
The version name of the corresponding device.

Version
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Information Description
Batch The batch name of the corresponding device.
Factory The factory name of the corresponding device.

The status of the device programming result, such as
Status .
Success and Fail.

4. Select the corresponding Device ID to navigate to the device page, where you

can check the device-related information.

Q TP

Hover the mouse over the QR code &4 icon to display the device QR code,

which is used for secure and fast commissioning.

o The Matter Detail section displays the DAC information (such as DAC
Serial No., Not Before, and Not After). The DAC Serial No. can be
used to revoke the certification of the corresponding device.

o The DAC Certificate section displays the encoding of the CA
certificate. By parsing the encoding of the CA certificate, key
certificate attributes such as the issuer information, validity period, and

public key can be extracted.

o System and Extend fields

o Chip Config

o Matter Config (Matter Detail and Configuration)
o Certificate (DAC Certificate)

o Firmware
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o Factory Data

o Programming Station File

o Attachment File

Lotest Profie won-ou-n wra

g e—
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Version: v3.3.0

How to check logs in
OnBoard™ loT Security

This article will guide you on how to check the historical operations of the product in
OnBoard&trade loT Security (OBIS).

Prerequisites

Before getting started, please ensure that you have product role permissions for the

corresponding product.

Instructions
1. Signin to OBIS.

2. In the Core section of the left menu, click Product, and then select the

corresponding product to navigate to the product page.

3. On the product page, select the TEST or PROD environment, and then select the
Audit tab to check the product history (such as Operator, Organization,

Operation Type, and Operation Time).
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Q TP

Click the Filter ¥, Sort =1, Refresh C, and Columns Options ‘= icons to
filter, sort, refresh data, and to customize which columns are shown and

how they are ordered.

@ ovtowsoTseuy ) @ Product o9 e

2087068134443945986

) KMS

It Sortd

3 Factory o Usere Admin Create Key Test Key 2026-08-1117:41:20

=)

@ & Usere2 Admin Create Firmware list bootloader-storag..  2026-08-1115:24:23
& User Admin Create Product 2026-08-1114:46:34
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Version: v3.3.0

How to manage product
members in OnBoard™ loT
Security

This article will guide you through the following operations in OnBoard™ IoT Security

(OBIS) to manage user access and permissions for a product:

o Add a user

e Update user role

e Remove a user

e Add a user group

o Update user group role

e Remove a user group

Prerequisites

Before getting started, please ensure that:

e The users and user groups have already been created.

e You have product role permissions for the corresponding product: Product

Owner or Product Manager.
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Add a user
1. Signin to OBIS.

2. In the Core section of the left menu, click Product, and then select the

corresponding product to navigate to the product page.

3. On the product page, select the Member tab, click Add and then select User.

() OnBoars™ toT Security @ Product o9 e

< Product ~ € PROOD ¥ 2087068134443945986 A 10 10
| @ Product

4. In the Add User window, enter the user's email address and then select the
roles.
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Q TIP

o A user can be assigned multiple roles. For more information, refer to

the description of product role permissions.

o The added users will receive an email containing a link, through which

they can use to access the product details.

o Only users with the Active status can be added. Users from other

tenants can be added. For example, a Product Manager from Tenant A

can add a user from Tenant B to their product team.

5. Click Add to complete adding a member.
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Update user role

Q TP

By default, the product creator is set as the Product Owner. To change the
Product Owner, click the Options : icon for the Product Owner and select
Transfer Owner on the Member tab, then choose the new Product Owner and

click Confirm.

1. Signin to OBIS.

2. In the Core section of the left menu, click Product, and then select the

corresponding product to navigate to the product page.

3. On the product page, select the Member tab. Click the Options : icon for the
corresponding user and then select Edit Role.

(%) OnBoara™ 10T Security @ Product

< Product ~ € PROD ¥ 2087068134443945986 A 10
| @ Product

@ admin ¢ User Member Admin  Active

®
10
&
(editrow)

Factory
8 safe
g ® Usered User Product Owner Admin  Active Edit Role
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4.

In the Edit Member Role window, select the corresponding roles and then click

Save to complete the update.

Edit Member Role

Email Address

Assign Role *

Momber

Remove a user

1. Signin to OBIS.

In the Core section of the left menu, click Product, and then select the

corresponding product to navigate to the product page.

On the product page, select the Member tab. Click the Options : icon for the
corresponding user and then select Remove.
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D ostows Ty @ Product o9 e

Overview  Assets  Version  Batch  Device  Audit m
P KMs
@ px T Filter v = Columns  C Refresh 2t sontl + Add

— Member Type Role organization Status
(5 Foctory @ admine User Momber Admin * Active lZ]
& u-safe ® Usere User Product Owner Admin * Active Edit Role

b o

@ Device History

A Account

2, Group

4. In the Confirm Action window, verify the information and then click Confirm to

remove the user.
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Add a user group
1. Signin to OBIS.

2. In the Core section of the left menu, click Product, and then select the

corresponding product to navigate to the product page.

3. On the product page, select the Member tab, click Add and then select User

Group.
() onoss™ k0T Security @ Product o9 e
< © Product v € PROD v 2087068134443945986 M 10 10
| @ Product
tl | + Add
Member Type Role I e User
@ Admin e uUser Member Admin o Active

= ! ® Usere user Product Owner Admin o Active

4. In the Add User Group window, select the user group and roles.
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Q TIP

o A user group can be assigned multiple roles. For more information,

refer to the description of product role permissions.

o Users within the user group will receive an email containing a link,

through which they can use to access the product details.

o Only user groups under the same tenant can be added.

Add User Group

Select a Group *

5. Click Add to complete adding a user group.

Update a user group role
1. Signin to OBIS.

2. In the Core section of the left menu, click Product, and then select the

corresponding product to navigate to the product page.
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3. On the product page, select the Member tab. Click the Options : icon for the

corresponding user group and then select Edit Role.

() owdoss 0T Security (] @ Product (S
Product ~ € PROO ¥ 2087088134443945986
|$ Product
Batch  Device  Audit [ Member
Member Type Role Organization tatus
~ Factory @ User Group User Group Member Admin o Active H
2
® U=a @ admin uUser Mermber Admin o Active Edit Role
Product Owner Admin * Active Rem:

& User® User

4. In the Edit Member Role window, select the corresponding roles and then click

Save to complete the update.
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Edit Member Role

Group

Remove a user group

1. Sign in to OBIS.

2. In the Core section of the left menu, click Product, and then select the

corresponding product to navigate to the product page.

3. On the product page, select the Member tab. Click the Options : icon for the

corresponding user group and then select Remove.
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@ Device History

A Account

2, Group

@ Product

Product ~

Overview  Assets  Version  Batch  Device  Audit
7 fiter v = Columns  C Refresh =t Sortl
Member Type Role Organization Status
& User Group User Group Member Admin * Active D
@ admine User Member Admin o Active Edit Role
& Usere User Product Owner Admin * Active

4. In the Confirm Action window, verify the information and then click Confirm to

remove the user group.
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Version: v3.3.0

Overview of KMS in
OnBoard™ loT Security

KMS (Key Management Service) in OBIS (OnBoard™ IoT Security) is the core module

responsible for key security, which provides secure management and access control

of keys. It supports creating, importing, integrating, and managing various types of

keys, and leverages HSM (Hardware Security Module) to ensure high-security key

generation, storage, and usage.

e Supports both symmetric and asymmetric keys, as well as various key

algorithms.

e Supports constraining key usage, environment, validity period, and access

permissions.

e Supports creating, importing, and integrating keys by using multiple key

sources.

e Supports the use of KMS in multiple scenarios:

(o}

(o}

(o}

(o}

(o}

Resource encryption and decryption
Firmware signing and verification
Secure boot

Secure debug

HMAC (Hash-based message authentication code) authentication

The following table summarizes the core capabilities of KMS:
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Capability

Key Lifecycle

Management

Key State & Storage

Enterprise BYOK (Key
Import)

Cloud-Native BYOK
(External KMS)

Description

Symmetric and asymmetric key lifecycle

management

Key state management (Active, Suspended,
Revoked)

Hardware-backed secure storage and

cryptographic execution

OEM generates and imports keys into HSM

KMS governs usage via authorization policies

Keys remain in customer's cloud KMS (e.q.,
AWS KMS)

KMS invokes operations through secure
authenticated APIs

KMS does not mandate where keys must live. It mandates how cryptographic

capabilities are governed, constrained, and audited.
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Version: v3.3.0

How to create a key In
OnBoard™ loT Security

This article will guide you on how to create a symmetric and asymmetric key in
OnBoard™ loT Security (OBIS).

Prerequisites

Before getting started, please ensure that you have OBIS role permissions as a

System Manager or Resource Manager.

Instructions

Q e

After a key is created, it can be selected when configuring Keys for a product.

1. Signin to OBIS.

2. In the Core section of the left menu, click KMS, and then click Create on the

KMS page.
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() owBosrs™ iaT Security @ | KMS o9 e

KMS

It Son 3

System Key ECC P384 Test

Asymmetric ECC-P384 3 * Active
System Koy AESI28 Test Symmetric AES-128 0 * Active
Factory System Key AES192 Test Symmetric AES-192 0 o Active
& U-sate System Key RSA2048 Test Asymmetric RSA-2048 0 o Active
System Key RSA4096 vesv Asymmetric RSA-4096 0 * Active
ce History
System Key RSA3072 et Asymmetric RSA-3072 0 ® Active
. System Koy AES256 est Symmetric AES-256 0 o Active
System Key ECC P266 (s Asymmaetric ECC-P256 1 o Active

Step one: Configure the basic
information

In the Basic Info section, select and enter the key basic information.
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() onBoard™ koY Security B @ Create Key
& Product *
| L KMs
y No
© PK
Env t O rrOD
3 actor Key Type Symmatric
8
Key Spi AES-128
@ e Histor Key
Key Source Setting
srce Setting *
Validity Setting
lidity P ] [« IS

Description of key basic information:

Information

Key Name

Environment

Key Type

Mandatory

Yes

Yes

Yes

Description

The key name must be unique.

Two environments can be selected: PROD and
TEST.

Two key types can be selected: Symmetric and

Asymmetric.
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Information = Mandatory Description

Select encryption algorithms for symmetric and
asymmetric keys:
o Symmetric key: AES-128, AES-192, or
Key Spec Yes AES-256
o Asymmetric key: RSA-2048, RSA-3072,
RSA-4096, ECC-P256, ECC-P384, ECC-
P521, or ECC-P256K

Limit the operations the key is allowed to perform
(multiple selections allowed):
» Sign/Verify: Allows the use of an asymmetric

key to generate or verify digital signatures.

o Encrypt/Decrypt: Allow the use of a
symmetric or asymmetric key to encrypt or
decrypt data.

e Generate and Verify HMAC: Allows the use
Key Usage Yes of a symmetric key to generate and verify
message authentication codes to ensure data
integrity.

» Key Agreement: Used in key exchange
protocols (such as ECDH) for the secure
exchange of encryption keys.

Note: For asymmetric keys, once Key Agreement
is selected, the Import Public Key option in the

Key Source area will be unavailable.
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Step two: Configure the key source

Symmetric key

Generated by System BYOK Account Role @ BYOK AK/SK = Import Key

Q TP

The system securely generates a random key pair inside a Hardware
Security Module (HSM).

In the Key Source Setting section, select Generated by System.

@ or se ® Croato Key (SI
mmmmmmmm
@ Produc
AES-128
| & xms
=== |
Validity Setting
0 ou
25 Year
Notes
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Q TP

Connect to AWS KMS using IAM Role-based access—secure and ideal for
cloud-native deployments.

In the Key Source Setting section, select BYOK Account Role, and then enter the
key-related information.

() onBoara™ teT Secwity [} Croate Koy M S I
Key Type * Symmetric
@ Prod
ey Spec * AES-128
| & xms
P Xey Usage *
0 xch Koy Source Setting
|‘ © BYOK Account Role O ‘I
Histo
User RN arnaws:iam:285515132547:user/TC642A2AF4C
o RN
y RN
Validity Setting
y Period * rat pecific Date @ Never Expire
8999-12-31
cocn

Description of Account Role information:

Information = Mandatory Description

Uniquely identifies a user in AWS IAM (such as
an administrator or developer), used for

User RN No o )
permission assignment and resource access

control.

137 / 600



Information Mandatory Description

Uniquely identifies a role in AWS IAM, used for

temporary permission assignment (such as

Role RN Yes
cross-account access for EC2 instances or
Lambda functions).
Uniquely identifies an encryption key in AWS
Key RN Yes ) )
KMS, used for data encryption and decryption.
Q TP

Access external keys from third-party KMS using Access Key and Secret Key

credentials.

In the Key Source Setting section, select BYOK AK/SK, and then enter the key-

related information.
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[ [ O BYOK AK/SK© H

Validity Setting

9999-12-31

Description of AK/SK information:

Information Mandatory

Cancel Create

Description

AK (Access Key ID):
o |dentity identifier: Uniquely identifies a user
in AWS IAM (ldentity and Access

Management), similar to a username.

AK Yes

e Public attribute: Can be safely shared (for

example, configured in code or the CLI), but

must be used together with the SK to

complete authentication.
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Information Mandatory Description

SK (Secret Access Key):
o Confidential credential: Used to generate
request signatures and verify identity,

similar to a password.
SK Yes
o Strict confidentiality: Disclosure may result

in full account compromise and should be
protected with the same care as a

password.

ARN (Amazon Resource Name):
Key RN Yes uniquely identifies an encryption key in AWS
KMS, used for data encryption and decryption.

Q TP

Manually upload an existing symmetric key generated outside the system.

In the Key Source Setting section, select Import Key. Select the encryption

method and key algorithm. Description of Import Key information:
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ey Algorithm *

Validity Setting

Notes

H © Import Key © ‘]

Cancel Create

Description of Import Key information:

Information Mandatory

Select

Encrypt

Key
Algorithm

Yes

Yes

Description

Select the encryption algorithm. Currently, only
RSA_2048 is supported, which provides a
baseline level of security and is suitable for
scenarios such as key encryption and digital

signatures.

Select the key algorithm:
e RSA_AES_KEY_WRAP_SHA1

e RSA_AES_KEY_WRAP_SHA_256
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Q TP

When the key source is Import Key, you need to complete the key encryption
configuration after creating the key. Before the key encryption configuration

is completed, the key will remain in the Pending status and can't be used.

Key encryption configuration

Q TP

When the key source is Import Key, refer to the following steps to complete
the key encryption.

1. On the KMS page, select the corresponding key.

2. Locate the Key Encryption Configuration section on the key page, and then

click the Download *. icon to download the encryption key file.

@ otorsboTsecnrty 1 @ Symmetrickey

MO S I
< ® Symmetrickey v (PioD
Overview

Basic Info

2081-08-11 2358:59
[ Factory o User
2026-08-11 173747
Encrypt | Decrypt  Generate and Verify MMAC

0
ALS-128
Key Encryption Configuration

Encryption Method RSA_2048

RSA_AES_KEY_WRAP_SHA_1

Click or drag the fle here to upload
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3. Import the downloaded encryption key into your HSM and use it to encrypt

the symmetric key.

4. After the symmetric key is encrypted, select and upload the encrypted key

file in .json format in the Upload Encrypted Key section.

5. Click Submit to complete the key encryption configuration, and the key status

will change to Active.

Asymmetric key

Generated by System @ Import Key Pair = BYOK Account Role

BYOK AK/SK Import Public Key

Q TP

The system securely generates a random key pair inside a Hardware
Security Module (HSM).

In the Key Source Setting section, select Generated by System.
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() onBoara™ 1o Security ] @ Create Key

Asymmetric

| ‘ © Generated by System ©

y Type
@ Product
y Spec
| & xms
0
By Foct Source Set ting
8 u-sa
(@ Device History
R  Account Validity Setting

Validity Period *

Notes

Q TP

Manually upload an existing asymmetric key pair generated outside the

system.

In the Key Source Setting section, select Import Key Pair. Then, select the

encryption method and key algorithm.
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..............

Key Source Setting

By Faoctory Source Setting * enerated by Syst I‘ © Import Key Pair © ‘]

ey Algorithm *

Validity Setting

Notes

Cancel Create

Description of Import Key Pair information:

Information Mandatory Description

Select the encryption algorithm. Currently, only
Select v RSA_2048 is supported, which provides basic
es
Encrypt security strength and is suitable for scenarios

such as key encryption and digital signatures.

Select the key algorithm:
Yes o RSA_AES_KEY_WRAP_SHA_1

e RSA_AES_KEY_WRAP_SHA_256

Key
Algorithm
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Q TP

When the key source is Import Key Pair, you need to complete the key
encryption configuration after creating the key. Before the key encryption
configuration is completed, the key will remain in the Pending status and

can't be used.

Key encryption configuration

Q TP

When the key source is Import Key Pair, refer to the following steps to

complete the key encryption.

1. On the KMS page, select the corresponding key.

2. Locate the Key Encryption Configuration section on the key page, and then
click the Download . icon to download the encryption key file.
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@ otonsTsewty 1 @ Asymmetrickey SO0 e

< ® Asymmetrickey v (FRco
@ Product
sage Audit Membe

Overview L

Basic Info
Asymmetrickey 2081-08-11 2358:59
By Factory KID-ARG74950b572 ® User
o ey 2026-08-113742
External Sign [ Verity  Encrypt | Decrypt

Import 0

Key Encryption Configuration
Encryption Method RSA_2048

RSA_AES_KEY_WRAP_SHA 1

Click or drag the fle here to upload

3. Import the downloaded encryption key into your HSM and use it to encrypt
the symmetric key.

4. After the symmetric key is encrypted, select and upload the encrypted key

file in .json format in the Upload Encrypted Key section.

5. Click Submit to complete the key encryption configuration, and the key status
will change to Active.

Q TIP

Connect to AWS KMS using IAM Role-based access—secure and ideal for

cloud-native deployments.

In the Key Source Setting section, select BYOK Account Role, and then enter the

key-related information.
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() onBoara™ boT Secwrity [ Create Key

Key Spec *

Key Source Setting

Factory Source Setting *

” © BYOK Account Role © ‘]

User RN arn:aws:iam:285515132547:user [ TC642A2AF4C

Validity Setting

alidity Period * rat ficDate @ Never Expire

9999-12-31

Description of Account Role information:

Information Mandatory

Description

Uniquely identifies a user in AWS IAM (such as

an administrator or developer), used for

permission assignment and resource access

Uniquely identifies a role in AWS IAM, used for

temporary permission assignment (such as

cross-account access for EC2 instances or

Lambda functions).

Uniquely identifies an encryption key in AWS

User RN No

control.
Role RN Yes
Key RN Yes

KMS, used for data encryption and decryption.
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Q TP

Access external keys from third-party KMS using Access Key and Secret Key

credentials.

In the Key Source Setting section, select BYOK AK/SK, and then enter the key-

related information.

() onBoara™ kT Secwrity | ® Create Key
Key Type * Asymmetric
@ Product
Key Spec *
| & xms
© P
- Key Source Setting
By Foct s ting
& vu-sa
History ¥
AX
-1 r
K +
Key RN *
Validity Setting
Validity Period *

9999-12-31

Description of AK/SK information:

HOBYOK Ax/sx©
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Information

AK

SK

Key RN

Q TP

Mandatory

Yes

Yes

Yes

Description

AK (Access Key ID):

 Identity identifier: Uniquely identifies a user

in AWS IAM (ldentity and Access

Management), similar to a username.

Public attribute: Can be safely shared (for
example, configured in code or the CLI), but
must be used together with the SK to

complete authentication.

SK (Secret Access Key):

o Confidential credential: Used to generate

request signatures and verify identity,

similar to a password.

Strict confidentiality: Disclosure may result
in full account compromise and should be
protected with the same care as a

password.

ARN (Amazon Resource Name):
uniquely identifies an encryption key in AWS

KMS, used for data encryption and decryption.

Import only a public key for verifying signatures or device identities—no

private key required.

In the Key Source Setting section, select Import Public Key. In the Public Key

section, upload a public key file in .pem format.
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Asymmetric

Key Source SMIE]

U © Import Public Key © H

Click or drag the file here to uplood

Validity Setting

Notes

Step three: Configure the validity

In the Validity Setting section, you can choose Duration, Specific Date, or Never

Expires to set the validity period as needed.

Step four: Add the notes

In the Notes section, you can provide additional information related to the key, such

as special requirements and important notes.

Step five: Complete the creation

After verifying that the configuration is correct, click Create. Once the key is

successfully created, it can be checked on the KMS page.
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Q TP

By default, the key creator is set as the Admin. To change the Admin, click the

Options : icon for the Admin and select Transfer Admin on the Member tab,

then choose the new Admin and click Confirm.
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Version: v3.3.0

How to check keys in
OnBoard™ loT Security

This article will guide you through the following operations in OnBoard™ loT Security
(OBIS).

Check basic information

Check usage count

Check audit

Check members

Prerequisites

Before getting started, please ensure that you have permissions for the

corresponding key.

Check basic information
1. Signin to OBIS.

2. In the Core section of the left menu, click KMS, and then select the

corresponding key.
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Q TIP

Click the Filter ¥, Sort =T, Refresh C, and Columns Options ‘= icons to
filter, sort, refresh data, and to customize which columns are shown and

how they are ordered.

(@ owows™ioTsecuty (0 @ /KMS o9 e

Kus _ e v Ecoumme G mikeon [[ETEE

TestKey #Ro0

@ Px Symmetric AES-128 ] * Active
Asymmetrickey €D Asymmetric RSA-2048 ) o Ponding
D Factory Symmetrickey €EB Symmetric AES-128 0 o Pending
@ v-sate System Key ECC P384 ‘mest Asymmetric ECC-P384 3 o Active
System Key AESI28 (S Symmetric AES-128 0 o Active
B ¢ {istory
Systam Key AES192 (5D Symmetric AES-192 0 o Active
N - System Key RSA2048 8 Asymmetric RSA-2048 0 o Active
System Key RSA4096 (yesT Asymmaetric RSA-4096 0 * Active
System Key R3A3072 @ Asymmetric RSA-3072 0 o Active
Systom Key AE5266 @D symmetric AES-256 0 o Active
System Key ECC P286 @ Asymmetric ECC-P256 1 * Active

Totak 13 30/Poge ~ 1

On the key page, you can check the key-related information (such as Key Type,
Key Spec, and Key Usage).
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OnBoars™ loT Security ) Test Key

< ® TestKey v (FRoD

| 2 xms
Basic Info

© fx

Tost Key 2051-08-1123:59.59
Factory KID-$A0332379032 ® User

=]  Active 2026-08-1117:4104

Local Encrypt [ Decrypt  Generate and Verify HMAC
Jis

System 0

Symmatric

A£S-128

Check usage count

Q e

Key usage count can be used to view key dependencies and impact scope.

1. Signin to OBIS.

2. In the Core section of the left menu, click KMS, and then select the

corresponding key.
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() onows toT securty

o]

B

Product

Device History

TestKey o0

Asymmetrickey Moo

Symmetrickey PR00

System Key ECC P384 Test

System Key AESI28 Test

System Key AESI92 Test

System Koy RSA2048 Test

System Key RSA4096 Test

System Key RSA3072 mest

System Key AES256 TSt

System Key ECC P256 Test

oy Ty
Symmetric
Asymmetric
Symmetric
Asymmaetric
Symmetric
Symmetric
Asymmetric
Asymmetric
Asymmetric
Symmetric

Asymmetric

Key Spe

AES-128

RSA-2048

AES-128

ECC-P384

AES-128

AES-192

RSA-2048

RSA-4096

RSA-3072

AES-256

ECC-P256

(S

* Active
* Ponding
* Pending
* Active
® Active
* Active
* Active
* Active
* Active
® Active

® Active

Totak13  30/poge ~ 1

3. Onthe Usage Count tab of the key page, you can check the usage count (such

as Usage Count, First Used Time, and Last Used Time) for keys used by users

and products.

(@) ostosra™ o7 Secury

@ Product
|p KMS
© e
~ Factory
& u-safe
(@ Device History

@ Test Key

< ® TestKey v (#ioD

Overview Audit

Used by Product  Used by User

Member
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Check audit

Q TP

Through the key operation logs, you can check the historical operations of the

key.

1. Signin to OBIS.

2. Inthe Core section of the left menu, click KMS, and then select the

corresponding key.

Symmetric
Asymmetric
Symmatric
=) System Key ECC P384 rest Asymmetric
System Key AESI28 Test Symmetric
® e System Key AESI92 Test symmetic
) System Koy RSA2048 resr Asymmeuic
R t
System Key RSA4096 Tist Asymmetric

System Key RSA3072 st Asymmetric

System Key AES256 Test Symmetric

System Key ECC P256 TesT Asymmetric

AES-128

RSA-2048

AES-128

ECC-P384

AES-128

AES-192

RSA-2048

RSA-4096

RSA-3072

AES-256

ECC-P256

Totak 13

o9 e

® Active

* Pending

* Active
® Active
* Active
® Active
® Active
® Active
® Active

* Active

30 [ Poge 1

3. On the Audit tab of the key page, you can check the key history (such as

Operator, Operation Type, and Operation Time).
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& Usere Admin Create~ HSM 2026-08-1117:41:04

Check members
1. Signin to OBIS.

2. In the Core section of the left menu, click KMS, and then select the

corresponding key.

158 / 600


https://iot-security.snowballtech.com/

TestKey o0

Asymmetrickey Moo

(v Foctory Symmetrickey PRoD
& Uu-safe System Key ECC P384 Test

System Key AESI28 Test
B Device History
: System Key AESI92 Test

System Koy RSA2048 Test

System Key RSA4096 Test

System Key RSA3072 Test
System Key AES256 TSt

System Key ECC P256 Test

Koy Typ
Symmetric
Asymmetric
Symmetric
Asymmaetric
Symmetric
Symmetric
Asymmetric
Asymmetric
Asymmetric
Symmetric

Asymmetric

Key Spe

AES-128

RSA-2048

AES-128

ECC-P384

AES-128

AES-192

RSA-2048

RSA-4096

RSA-3072

AES-256

ECC-P256

o9 e

* Active
* Ponding
* Pending
* Active
® Active
* Active
* Active
* Active
* Active
® Active

® Active

30/Poge ~ 1

3. Onthe Member tab of the key page, you can check the user permissions for the

key (such as Name, Role, and Permission).

() onBosrs™ T Security D @ Test Key

< ® TestKey v (FRoD

@ Product

|p e verview  Usage  Audit

© P
Narr
Factory ® Usere
8 u-sate

View +7
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Version: v3.3.0

How to manage keys in
OnBoard™ loT Security

This article will guide you through the following operations in OnBoard™ loT Security
(OBIS):

e Manage key permissions
e Download a key

e Lock or unlock a key

Prerequisites

Before getting started, please ensure that you have permissions for the

corresponding key.

Manage key permissions

Q TIP

By default, the key creator is set as the Admin. To change the Admin, click the
Options : icon for the Admin and select Transfer Admin on the Member tab,

then choose the new Admin and click Confirm.

You can adjust and set user permissions (View, Edit, Create Authorization, Lock,

Unlock, and Add Member) for keys by following these steps:
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1. Signin to OBIS.

2. Inthe Core section of the left menu, click KMS, and then select the

corresponding key to navigate to the key page.

3. On the key page, you can manage the user permissions for the key on the
Member tab.

+ Add

Download a key

Q TIP

Download the public key of the asymmetric key for encryption and verification.

Only keys in the Active state can be downloaded, and the same user can

download the same key a maximum of 10 times per hour.
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1. Signin to OBIS.

2. In the Core section of the left menu, click KMS, and then click the Options

icon for the corresponding asymmetric key and select Download PK to

download the public key of the asymmetric key.

() onBoars o7 Security D @ | KMS

KMS

@ Product

- TestKeyA #RoD
© P

Test Koy Moo

Factory Asymmetrickey o0
=] Symmetrickey #roo
System Key ECC P384 Test
B ¢ Hist
B System Key AESI28 TesT
System Koy AES192 rest
A t

System Key RSA2048 1est

System Key RSA4096 st

System Key RSA3072 Test

System Key AES256 mist

System Key ECC P256 Test

Asymmetric
Symmetric
Asymmaetric
Symmetric
Asymmetric
Symmetric
Symmetric
Asymmaetric
Asymmetric
Asymmetric
Symmetric

Asymmetric

Lock or unlock a key

Q TIP

RSA-2048

AES-128

RSA-2048

AES-128

ECC-P384

AES-128

AES-192

RSA-2048

RSA-4096

RSA-3072

AES-256

ECC-P256

Total: 14

o0 e

o Active D
e
e

* Ponding

* Active

* Active

* Active

* Active

* Active

* Active

® Active

30/Poge ~ 1

After the key is locked, the key can't be selected when configuring Keys for the

product.

1. Signin to OBIS.
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2. In the Core section of the left menu, click KMS, and then click the Options :

icon for the corresponding key and select Lock or Unlock to lock or unlock the

key.

() onBoars™ 10T Security

&
@

Product

| 2 xms

o}

&
8

®

X

J

PKI

Factory

u-safe

Device History

Account

Group

@ ' KMS

KMS

Create, store, ond inject keys into devices

Name
TestKeyA PRoD

Tost Koy Mmoo
Asymmetrickey PRoD
Symmatrickey #8co
System Key ECC P384 Test
System Key AESI28 Test
System Koy AESI92 Test
System Key RSA2048 Test
System Key RSA4096 Test
System Key RSA3072 Test
System Key AES256 Test

System Koy ECC P256 Test

Koy Type
Asymmetric
Symmetric
Asymmetric
Symmetric
Asymmetric
Symmetric
Symmetric
Asymmetric
Asymmetric
Asymmetric
Symmetric

Asymmetric
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RSA-2048

AES-128

RSA-2048

AES-128

ECC-P384

AES-128

AES-192

RSA-2048

RSA-4096

RSA-3072

AES-256

ECC-P256

7 filter v

Usage Count

Total: 14

* Active

* Active

® Active

* Active

® Active

® Active

® Active

® Active

30/Poge ~

It Son 3

o9 e

&

Download PK
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Version: v3.3.0

Overview of PKl in
OnBoard™ loT Security

PKI (Public Key Infrastructure) in OBIS (OnBoard™ loT Security) is the core module
responsible for certificate security, which provides certificate generation, issuance,
and revocation services to ensure secure communication for loT devices. It is mainly

used for:

e Pre-provisioning certificate templates for devices in bulk.
e Using command-line tools to issue end-entity templates.

e Using command-line tools to verify the validity of certificates and certificate

chains.

In addition, OBIS provides certificate templates for the Matter protocol, enabling
rapid generation of corresponding certificate chains. The following table

summarizes the core capabilities of PKI:

Capability Description

e Root CA and Intermediate CA

hierarchy management
CA Hierarchy Management
e Certificate chain validation and trust

path verification
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Capability Description

e Certificate issuance, renewal, and

revocation

. . » Certificate templates and policy
Certificate Lifecycle
management

o Certificate validity and status

monitoring

e OEM retains Root CA ownership in
External PKI Integration (Root CA enterprise PKI
Delegation) o PKI operates issuing CAs under

delegated authority
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Version: v3.3.0

Create a certificate -
OnBoard™ loT Security

OnBoard™ loT Security provides comprehensive certificate creation capabilities for
different loT provisioning scenarios. This guide covers certificate creation based on
the Matter, Google Cast, and Custom specifications. Select a certificate type below

to explore its workflow.
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Version: v3.3.0

How to create a certificate
based on the Matter
specification in OnBoard™
loT Security

This article will guide you on how to create a certificate based on the Matter

specification in OnBoard™ loT Security (OBIS).

Prerequisites

Before getting started, please ensure that you have OBIS role permissions as a

System Manager or Resource Manager.

Instructions

Q e

After a certificate template based on the Matter specification is created, it can

be selected when configuring Certificates for a product.

1. Signin to OBIS.

2. In the Core section of the left menu, click PKI, and then click Create on the PKI

page.
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se digital identity certificates for your device
Name evel Name Specificatior Expiry Time stat
KMS
I o f y Platform PAA for testing Test . ~ 9999-12-31 08:00:00 n—

Create a PAA certificate based on the Matter specification

Create a PAl certificate based on the Matter specification

Create a DAC template based on the Matter specification

Q TP

The default mode is simple mode, which requires only basic information. If
you need to configure additional fields for the system-generated certificate,
you can switch to advanced mode by clicking Advanced Mode in the top-

right corner of the page.

1. On the Basic Info section, select Generate by System or Bring Your Own

Certificate as needed.
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@ ctowa-Tsewy 1 @ Create Root Certificate S I

Matter

Description of PAA certificate basic information:

Information Generate by System Bring Your Own Certificate

The PAA certificate name must be unique in the same
Name )
environment.

Environment Two environments can be selected: PROD and TEST.

Specification  Select the Matter specification.

Level Name Default is PAA.
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Information

Generation
Method

Validity

Period

Common

Name

Matter VID

Notes

Generate by System

No file upload is

required.

You can choose
Duration, Specific
Date, or Never
Expires to set the
validity period as

needed.

Name of certificate
holder.

Matter vendor ID.

Bring Your Own Certificate

Click the Add + icon to select
and upload a PAA certificate in
.pem format, or directly drag
your own PAA certificate into

the upload area.

Automatically parsed from the
certificate content and can't be

modified.

Automatically parsed from the
certificate content and can't be

modified.

N/A

Provide additional information related to the PAA

certificate, such as special requirements and important

notes.
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Vv The configuration of advanced mode

@ owdosra~Tsecwrty 1 @ Create Root Certificate o0 %
@ Product Advanced Configuration
Basic
| m
ECC_p256
Jstor signature Algorithm * SHAZSGWITHECDSA
Validation Service
Subject DN
N t g
t o/ Pr t

e
Extensions
Ea:

age

Ext )

1 SubjectKeyiD  * 262014

o Description of Basic information:

Information Description

Version The standard version and can't be modified.

When enabled, certificates can be renewed. The
Renew existing public key is retained, and a new certificate is

issued with an extended validity period.
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Information Description

. Automatically parsed from the certificate content and
Algorithm .
can't be modified.

Signature Automatically parsed from the certificate content and

Algorithm can't be modified.

o Description of Validation Service information:

Information Description

s Automatically parsed from the certificate content, you
can set the Full Update Period.

o Description of Subject DN information:

Information Description
Common Name Name of certificate holder.
Organization (O) Organizational name.

Organizational Unit (OU) Organizational unit name.
Country Two ISO country codes.
State / Province State or province name.
Locality (L) City name.
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Information Description
Email User email.

Matter VID Matter vendor ID.

o Description of Extensions information:

Q TP

If the Critical checkbox for a certain item is selected, the system
must recognize and support that item when processing the

certificate; otherwise, the certificate will be rejected.

Information Description

Basic o "
. Confirm if it is a CA certificate.
Constraints

Path Length Limits the number of sub-certificates.

Optional key usages, such as Digital Signature,

Key Usage . .
Key Cert Sign, and CRL Sign.

Extended Key Optional extended key usages, such as Server
Usage (EKU) Auth, Client Auth, and Code Signing.

2. After verifying that the information is correct, click Create to complete the

PAA certificate creation.
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Q TP

By default, the certificate creator is set as the Admin. To change the
Admin, click the Options : icon for the Admin and select Transfer
Admin on the Member tab, then choose the new Admin and click

Confirm.

@ INFO

Before creating a PAI certificate based on the Matter specification, please
ensure that at least one PAA certificate based on the Matter specification has

been created so that it can be selected and inherited during configuration.

Q TP

The default mode is simple mode, which requires only basic information. If
you need to configure additional fields for the system-generated certificate,

you can switch to advanced mode by clicking Advanced Mode in the top-

right corner of the page.

1. On the PKI page, click the Options : icon for the corresponding PAA

certificate and select Add.
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Level Name

() osoad™1oT Security (] @ PKI
PKI
@ Product ssue digital identity certificates for your devices
p KMS RS
5 YanshouOBII-7 Paoo
5 YanshouOBNl-3 paoo
By Factory » YanshouO8Il oo
& u-safe Yanshou0810 peoo
5 root_0803_1 oo

@ Device History

A Account

2 Group

root_0803 oo
m_test_root PO
test permission PROO
Testc PRo0

Testi23 oo
testjokak PRoo
isjsjks oo

tostl34] oo

paa PRoo

google root PROD

Google-root Tt

specitication

Google Root Google Cast
Root Cert Custom
Root Cert Custom
Google Root Google Cast
Root 2M_0803
Root ZM_0803
Root ZM_0803
Custom-Root Custom_Yena
Root Cert Custom
Google Root Google Cast
Google Root Google Cast
Root Cert Custom

C
PAA Matter
Google Root Google Cast
Google Root Google Cast

7 Fiiter v = Columns  C Refresh
Expiry Time Status
2046-08-1111:23:56 * Active
2051-08-11113:50 * Active
2051-05-08 23:59:59 * Active
2026-08-10 23:59:59 * Expired
2051-08-03 17:03:50 * Active
2051-08-03 16:57:24 ® Active
2051-08-03 16:53:09 ® Active
2051-07-2715:50:58 * Active
9999-12-31 07:59:59 * Active
2046-07-0215:22:25 * Active
9999-12-3116:00:00 * Active
2051-07-0111:18:06 * Active
2051-06-26 10:04:06 * Active
2036-06-1219:26:35 ® Active
2036-06-1215:31:30 * Active
2046-06-04 09:02:21 * Active

Total:88 30 /Poge -

2. On the Basic Info section, select and enter the basic information.

Zt sortl

B

Download Cert

o If the PAI certificate is inherited from your own PAA certificate, you can

select Generate by System or Bring Your Own Certificate as needed

(9 Factory
& u-safe
(@ Dev

ce History

A Account

2, Group

® Create Certificate

Nome *

Environmment *

Issuer *

Specification *

Level Name *

Generation Method *

Validity Poriod

Commeon Name

Maotter VIO

Matter PID

Notes

Al

© Generated By System

ring Your Own Certificate

175/ 600




Information

Name

Environment

Issuer

Specification

Level Name

Generation
Method

Validity

Period

Common

Name

Generate by . .
Bring Your Own Certificate
System

Within the same certificate chain, certificate names

at the same hierarchy level must be unique.

The environment is inherited from the PAA

certificate.

The inherited PAA certificate.

Default is Matter.

Default is PAI.

Click the Add + icon to select and
No file upload  upload a PAI certificate in .pem
is required. format, or directly drag your own

PAI certificate into the upload area.

The validity
period will be Automatically parsed from the

inherited from certificate content and can't be

the PAA modified.

certificate.

Name of Automatically parsed from the
certificate certificate content and can't be
holder. modified.
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. Generate by . .
Information Bring Your Own Certificate
System

Matter vendor

Matter VID N/A
ID.
Matter

Matter PID N/A
product ID.

Provide additional information related to the PAI
Notes certificate, such as special requirements and

important notes.

o If the PAI certificate is inherited from the system-generated PAA

certificate

Create Certificate M S I

!

| m
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Information

Name

Environment

Issuer

Specification

Level Name

Validity
Period

Common

Name

Matter VID

Matter PID

Notes

Description

Within the same certificate chain, certificate names

at the same hierarchy level must be unique.

The environment is inherited from the PAA

certificate.

The inherited PAA certificate.

Default is Matter.

Default is PAI.

You can choose Duration, Specific Date, or Never
Expires to set the validity period as needed. Setting
an expiration date beyond that of the inherited
certificate may result in certificate chain validation

failures, client trust issues, and audit risks.

Name of certificate holder.

Matter vendor ID.

Matter product ID.

Provide additional information related to the PAI
certificate, such as special requirements and

important notes.
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¥ The configuration of advanced mode

() Ostoard™ ioT securty | @ Create Certificate - 9 Q
@ Product Adyomdconllyuroﬁon
o Basic
|@ PKI
Subject DN
o Description of Basic information:
Information Description
Version The standard version and can't be modified.

. Automatically parsed from the certificate content
Algorithm .
and can't be modified.
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Information Description

Signature Automatically parsed from the certificate content

Algorithm and can't be modified.

o Description of Validation Service information:

Information Description

s Automatically parsed from the certificate content, you
can set the Full Update Period.

o Description of Subject DN information:

Q e

At least one Subject DN information must be provided.

Information Description
Common Name Name of certificate holder.
Organization (O) Organizational name.

Organizational Unit (OU) Organizational unit name.
Country Two ISO country codes.
State / Province State or province name.
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Information Description

Locality (L) City name.

Email User email.
Matter VID Matter vendor ID.
Matter PID Matter product ID.

o Description of Extensions information:

Q T

If the Critical checkbox for a certain item is selected, the system
must recognize and support that item when processing the

certificate; otherwise, the certificate will be rejected.

Information Description

Basic . .
. Confirm if it is a CA certificate.
Constraints

Path Length Limits the number of sub-certificates.

Optional key usages, such as Digital Signature,

Key Usage . .
Key Cert Sign, and CRL Sign.
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Information Description

Extended Key Optional extended key usages, such as Server
Usage (EKU) Auth, Client Auth, and Code Signing.

3. After verifying that the information is correct, click Create to complete the PAI

certificate creation.

Q TP

By default, the certificate creator is set as the Admin. To change the
Admin, click the Options : icon for the Admin and select Transfer
Admin on the Member tab, then choose the new Admin and click

Confirm.

When creating a PAI certificate, if the issuer is your own PAA certificate,
you must complete the CSR (Certificate Signing Request) configuration
for the PAI certificate. Before the CSR configuration is completed, the

certificate will remain in the Pending status and can't be used.

CSR configuration steps for the PAI certificate

Q TP

When creating a PAI certificate, if the issuer is your own PAA certificate, refer

to the following steps to complete the CSR configuration.

1. On the PKI page, expand the corresponding certificate chain, and then click

the corresponding PAI certificate.
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2. Locate the CSR Configuration section on the certificate page, click the
Download % icon to download the CSR file. Then, use your Root CA to sign
the file, thereby generate a PAI certificate signed by the Root CA.

y D aites! -
< ® paitest v (FRoD i
sage Audit Membe

Overview L

|o m © Your certificate creation process is almost complete, to finalize, please upload the signed CSR

CSR Configuration

Click or drag the file here to upload

3. After a PAI certificate is generated, click the Add + icon in the upload area,
select and upload the PAI certificate in .pem format, or directly drag and drop

your PAI certificate into the upload area.

4. Click Submit. Once the configuration is completed, the PAI certificate status

will change to Normal.

@ INFO

Before creating a DAC template, please ensure that at least one PAI
certificate based on the Matter specification has been created so that it can

be selected and inherited during configuration.
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Q TP

The default mode is simple mode, which requires only basic information. If
you need to configure additional fields for the system-generated certificate,
you can switch to advanced mode by clicking Advanced Mode in the top-

right corner of the page.

1. On the PKI page, expand the corresponding certificate chain, and then click
the Options : icon for the corresponding PAI certificate and select Add.

() ostoma=ssTsecwrty () @ /PKI IS
P 2t sorta
I\ oduct - bl identity certificates for your devices
2 s ovel Name pecitication Expiry Time tatus
Yanshoutsio emeo Google Root Google Cast 2026-08-10 23:59:59 * Expired
» Foot_0803.) ¢ED Root 7M_0803 2051-08-03 17:03:50 o Active
& ro0t_0803 (o Root 7M_0803 2051-08-03 16:57:24 o Active
& u-sate m_test_root (o0 Root ZM_0803 2051-08-03 16:53:09 o Active
test permission (E5ED Custom-Root Custom_Yena 2051-07-27 15:50:58 o Active
i History > Testc GO Root Cort Custom 9999-12-31 07:59:59 o Active
> Testl2 GED Google Root Google Cast 2046-07-0215:2225 e Active
: ' testjokak (D Google Root Google Cast 9999-12-3116:00:00 o Active
* isjsjks (P00 Root Cert Custom 2051-07-0111:18:06 o Active
testi34) D Custom-4-root Custom-4 2051-06-26 10:04:06 o Active
~ Paa oo PAA Matter 2036-06-1219:26:35 o Active
paitest PAI Matter - o Pending
pai PAI Matter 2036-06-1219:20:28 o Active D
> 9oogle root #R0 Google Root Google Cast 2036-06-12 15:31:30 o Active
> Google-root st Google Root Google Cast 2046-06-04 09:02:21 o Active Download Cert
Custom-Root-System-EC (@S Root Cert Custom 2051-06-03 16:48:29 o Active
. Custom-Root-System 18T 0 aaneAaee Aanba ~ AAEI_AE_AY IE ABEY
Total: 88  30/roge 1 >

2. On the Basic Info section, select and enter the basic information.
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() OsBoard™ 15T Security 1 @ Create Certificate Template

roduct Basic Info

Description of DAC template basic information:

Information

Description

NS I

Advanced Mode &

Within the same certificate chain, certificate names at the

Name

same hierarchy level must be unique.

Environment The environment is inherited from the PAI certificate.

Issuer The inherited PAI certificate.

Specification Default is Matter.

Level Name Default is DAC.
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Information

Validity

Period

Matter VID

Matter PID

Notes

Description

Set the validity period of the DAC template. Setting an
expiration date beyond that of the inherited certificate
may result in certificate chain validation failures, client

trust issues, and audit risks.

Matter vendor ID.

Matter product ID.

Provide additional information related to the DAC

template, such as special requirements and important
notes.
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¥ The configuration of advanced mode

() Onours™ loT Security @ Create Certificate Template
Advanced Configuration

Basic

|@ PKI

vi

Algorithm * ECC_P256

SHA256WITHECDSA

Extensions

1 SubjectkeyD  * 252014 true

2 Authority Key 1D * 262035 true

Cancel

o Description of Basic information:

Information Description

Version The standard version and can't be modified.

Automatically parsed from the certificate content

Algorithm .

and can't be modified.
Signature Automatically parsed from the certificate content
Algorithm and can't be modified.

o Description of Subject DN information:
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Information Description

Common Name Name of certificate holder.
Organization (O) Organizational name.
Organizational Unit (OU) Organizational unit name.
Country Two ISO country codes.
State / Province State or province name.
Locality (L) City name.
Email User email.
Matter VID Matter vendor ID.

o Description of Extensions information:

Q e

If the Critical checkbox for a certain item is selected, the system
must recognize and support that item when processing the

certificate; otherwise, the certificate will be rejected.

Information Description

Basic o "
. Confirm if it is a CA certificate.
Constraints
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Information Description

Automatically parsed from the certificate content
Key Usage .
and can't be modified.

Extended Key Optional extended key usages, such as Server
Usage (EKU) Auth, Client Auth, and Code Signing.

3. After verifying that the information is correct, click Create to complete the

DAC template creation.

Q TP

By default, the certificate creator is set as the Admin. To change the
Admin, click the Options : icon for the Admin and select Transfer
Admin on the Member tab, then choose the new Admin and click

Confirm.
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Version: v3.3.0

How to create a certificate
based on the Google Cast

specification in OnBoard™
loT Security

This article will guide you on how to create a certificate based on the Google Cast

specification in OnBoard™ loT Security (OBIS).

Prerequisites

Before getting started, please ensure that you have OBIS role permissions as a

System Manager or Resource Manager.

Instructions

Q e

After a certificate template based on the Google Cast specification is created, it

can be selected when configuring Certificates for a product.

1. Signin to OBIS.

2. In the Core section of the left menu, click PKI, and then click Create on the PKI

page.
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Create a Google Root certificate based on the Google Cast specification

Create a Manufacturer certificate based on the Google Cast specification
Create a Model certificate based on the Google Cast specification

Create a Device template based on the Google Cast specification

Q TP

The default mode is simple mode, which requires only basic information. If
you need to configure additional fields for the system-generated certificate,
you can switch to advanced mode by clicking Advanced Mode in the top-

right corner of the page.

1. On the Basic Info section, select Generate by System or Bring Your Own

Certificate as needed.
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() OstBoard™ 1oT Security D @ Create Root Certificate H @ Q

. Basic Info
@ Product

Advanced Mode &

Google Cast

Google Root

Description of Google Root certificate basic information:

Information

Name

Environment

Specification

Level Name

Generate by . .
Bring Your Own Certificate
System

The Google Root certificate name must be unique in the
same environment.

Two environments can be selected: TEST and PROD.

Select the Google Cast specification.

Default is Google Root.
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Information

Generation
Method

Validity Period

Common

Name

Organization
(0)

Organizational
Unit (OU)

Country

Generate by
System

No file upload is

required.

You can choose
Duration, Specific
Date, or Never
Expires to set the
validity period as

needed.

Name of certificate

holder.

Organizational

name.

Organizational unit

name.

Two ISO country

codes.
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Bring Your Own Certificate

Click the Add + icon to select
and upload a Google Root
certificate in .pem format, or
directly drag your own Google
Root certificate into the upload

area.

Automatically parsed from the
certificate content and can't be

modified.

Automatically parsed from the
certificate content and can't be

modified.

N/A

N/A

N/A



Generate by

Information Bring Your Own Certificate
System
State / State or province
. N/A
Province name.
Locality (L) City name. N/A

Provide additional information related to the Google
Notes Root certificate, such as special requirements and

important notes.
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Vv The configuration of advanced mode

() Oebomws™1cT secunty @ Create Root Certificate
Advanced Configuration

Basic

Validation Service

Subject DN

Extensions

o Description of Basic information:

Information Description
Version The standard version and can't be modified.
. Automatically parsed from the certificate content
Algorithm

and can't be modified.
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Information Description

Signature Automatically parsed from the certificate content

Algorithm and can't be modified.

o Description of Validation Service information:

Information Description

s Automatically parsed from the certificate content, you
can set the Full Update Period.

o Description of Subject DN information:

Q TP

At least one Subject DN information must be provided.

Information Description
Common Name Name of certificate holder.
Organization (O) Organizational name.

Organizational Unit (OU) Organizational unit name.
Country Two ISO country codes.
State / Province State or province name.
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Information Description

Locality (L) City name.
Email User email.
Custom Add Custom OIDs can be added.

o Description of Extensions information:

Q e

If the Critical checkbox for a certain item is selected, the system
must recognize and support that item when processing the

certificate; otherwise, the certificate will be rejected.

Information Description

Basic o -
. Confirm if it is a CA certificate.
Constraints

Path Length Limits the number of sub-certificates.

Optional key usages, such as Digital Signature,

Key Usage . .
Key Cert Sign, and CRL Sign.

Extended Key Optional extended key usages, such as Server
Usage (EKU) Auth, Client Auth, and Code Signing.
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2. After verifying that the information is correct, click Create to complete the

Google Root certificate creation.

Q TP

By default, the certificate creator is set as the Admin. To change the
Admin, click the Options : icon for the Admin and select Transfer
Admin on the Member tab, then choose the new Admin and click

Confirm.

@ INFO

Before creating a Manufacturer certificate based on the Google Cast
specification, please ensure that at least one Google Root certificate based
on the Google Cast specification has been created so that it can be selected

and inherited during configuration.

Q TP

The default mode is simple mode, which requires only basic information. If
you need to configure additional fields for the system-generated certificate,
you can switch to advanced mode by clicking Advanced Mode in the top-

right corner of the page.

1. On the PKI page, click the Options : icon for the corresponding Google Root

certificate and select Add.
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> Foot_0803_) #HoD Root 7M_0803 2051-08-0317:03:50 o Active
(@ Device History N
root_0803 oo Root 7M_0803 2051-08-03 16:57:24 o Active
o . 2m_test_root ENS Root ZM_0803 2051-08-03 16:53:09 o Active
Accoun
2 Group test permission @S Custom-Root Custom_Yena 2051-07-27 15:50:58 * Active
> Testc D Root Cert Custom 9999-12-31 07:59:59 o Active
y Testi23 GO Google Root Google Cast 2046-07-0215:22.25 o Active
testjokak (oo Google Root Google Cast 9999-12-3116:00:00 o Active
isjsjks PRoo Root Cert Custom 2051-07-011118:06 * Active
testi34) @D Custom-4-root Custom-4 2051-06-26 10:04:06 o Active
> Poo EED PAA Matter 2036-06-1219:26:35 o Active
> googieroot Exl Google Root Google Cast 2036-06-1215:31:30 o Active
> Google-root (B Google Root Google Cast 2046-06-04 09:0221  » Active
Total: 88 30 /rPoge 1 < >

2. On the Basic Info section, select and enter the basic information.

o If the Manufacturer certificate is inherited from your own Google Root
certificate, you can select Generate by System or Bring Your Own

Certificate as needed
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6

Create Certificate

[Basic Info)

I@ PKI

Information

Name

Environment

Issuer
Specification

Level Name

NS

Generate by . .
Bring Your Own Certificate
System

Within the same certificate chain, certificate names

at the same hierarchy level must be unique.

The environment is inherited from the Google Root

certificate.

The inherited Google Root certificate.

Default is Google Cast.

Default is Manufacturer.
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Information

Generation
Method

Validity Period

Common

Name

Organization
(0)

Organizational
Unit (OU)

Generate by

System

No file upload

is required.

The validity
period will be
inherited from
the Google
Root

certificate.

Name of
certificate

holder.

Organizational

name.

Organizational

unit name.
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Bring Your Own Certificate

Click the Add + icon to select
and upload a Manufacturer
certificate in .pem format, or
directly drag your own
Manufacturer certificate into the

upload area.

Automatically parsed from the
certificate content and can't be

modified.

Automatically parsed from the
certificate content and can't be

modified.

N/A

N/A



Generate by

Information Bring Your Own Certificate
System
Two ISO
Country country N/A
codes.
State or
State / )
. province N/A
Province
name.
Locality (L) City name. N/A

Provide additional information related to the
Notes Manufacturer certificate, such as special

requirements and important notes.

o If the Manufacturer certificate is inherited from the system-generated

Google Root certificate
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Information

Name

Environment

Issuer

Specification

Level Name

Description

Within the same certificate chain, certificate names

at the same hierarchy level must be unique.

The environment is inherited from the Google Root

certificate.

The inherited Google Root certificate.

Default is Google Cast.

Default is Manufacturer.
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Information

Validity Period

Common

Name

Organization
(0)

Organizational
Unit (OU)

Country

State /

Province

Locality (L)

Notes

Description

You can choose Duration, Specific Date, or Never
Expires to set the validity period as needed. Setting
an expiration date beyond that of the inherited
certificate may result in certificate chain validation

failures, client trust issues, and audit risks.

Name of certificate holder.

Organizational name.

Organizational unit name.

Two ISO country codes.

State or province name.

City name.

Provide additional information related to the
Manufacturer certificate, such as special

requirements and important notes.
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¥ The configuration of advanced mode

(@) owboss~ o1 sucumy @ Create Certificate IS
Advanced Configuration

Basic

Validation Service

Subject DN

o Description of Basic information:

Information Description

Version The standard version and can't be modified.

Automatically parsed from the certificate content

Algorithm .

and can't be modified.
Signature Automatically parsed from the certificate content
Algorithm and can't be modified.
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o Description of Validation Service information:

Information Description

s Automatically parsed from the certificate content, you
can set the Full Update Period.

o Description of Subject DN information:

Q TP

At least one Subject DN information must be provided.

Information Description
Common Name Name of certificate holder.
Organization (O) Organizational name.

Organizational Unit (OU) Organizational unit name.
Country Two ISO country codes.
State / Province State or province name.
Locality (L) City name.
Email User email.
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Information Description

Custom Add Custom OIDs can be added.

o Description of Extensions information:

Q TP

If the Critical checkbox for a certain item is selected, the system
must recognize and support that item when processing the

certificate; otherwise, the certificate will be rejected.

Information Description

Basic o -
. Confirm if it is a CA certificate.
Constraints

Path Length Limits the number of sub-certificates.

Optional key usages, such as Digital Signature,

Key Usage . .
Key Cert Sign, and CRL Sign.

Extended Key Optional extended key usages, such as Server
Usage (EKU) Auth, Client Auth, and Code Signing.

3. After verifying that the information is correct, click Create to complete the

Manufacturer certificate creation.
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Q TP

By default, the certificate creator is set as the Admin. To change the
Admin, click the Options : icon for the Admin and select Transfer
Admin on the Member tab, then choose the new Admin and click

Confirm.

When creating a Manufacturer certificate issued by an external CA, you
must complete the CSR (Certificate Signing Request) configuration for
the Manufacturer certificate. Before the CSR configuration is completed,

the certificate will remain in the Pending status and can't be used.

CSR configuration steps for the Manufacturer certificate

Q TP

When creating a Manufacturer certificate, refer to the following steps to

complete the CSR configuration.

1. On the PKI page, expand the corresponding certificate chain, and then click

the corresponding Manufacturer certificate.

2. Locate the CSR Configuration section on the certificate page, click the
Download % icon to download the CSR file. Then, use your Root CA to sign
the file, thereby generate a Manufacturer certificate signed by the Root CA.
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Dottty @ @ 1P t0n SIS

< @ test v (FROD %
@ Product » google root

Overview Usage Audit

| © M © Your certificate creation process is almost complete, to finalize, please upload the signed CSR

Basic Details
B u-safe tost Manufocturer
483F16CB-(CHF-4302-979F~(0145A87E00B
o Ponding @ Admin
Locol 2026-06-16 139:37

Google Cast

CSR Configuration

4

Click or drag the file here to upload

3. After a Manufacturer certificate is generated, click the Add " icon in the
upload area, select and upload the Manufacturer certificate in .pem format, or

directly drag and drop your Manufacturer certificate into the upload area.

4. Click Submit. Once the configuration is completed, the Manufacturer

certificate status will change to Normal.

@ INFO

Before creating a Model certificate based on the Google Cast specification,
please ensure that at least one Manufacturer certificate based on the Google
Cast specification has been created so that it can be selected and inherited

during configuration.
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http://192.168.40.174:3000/obis/3.3.0/feature-guide/pki/create-a-certificate/google-cast-specification?id=Create+a+Manufacturer+certificate+based+on+the+Google+Cast+specification#manufacturer-certificate

Q TP

The default mode is simple mode, which requires only basic information. If

you need to configure additional fields for the system-generated certificate,

you can switch to advanced mode by clicking Advanced Mode in the top-

right corner of the page.

1. On the PKI page, expand the corresponding certificate chain, click the

Options
Add.

2. On the Basic Info section, select and enter the basic information.

Google Root
Manufacturer
Model

Root Cert
Root Cert
Google Root
Root

Root

Root
Custom-Root
Root Cert
Google Root
Google Root
Root Cert
Custom-4-root

PAA

Google Cast
Google Cast
Google Cast
Custom
Custom
Google Cast
ZM_0803
ZM_0803

M _0803
Custom_Yena
Custom
Google Cast
Google Cast
Custom
Custom-4

Matter

2046-08-1111:23:56 ® Active
2045-08-1111:25:15 ® Active
2044-08-11 11:25:57 ® Active
2051-08-1111:13:50 Actis

2051-05-08 23:59:59 ® Active
2026-08-10 23:59:59 Expired
2051-08-03 17:03:50 Active
2051-08-03 16:57:24 Acti

2051-08-03 16:53:09 o Active
2051-07-27 15:50:58 ® Active
9999-12-31 07:59:59 ® Active
2046-07-0215:22:25 ® Active
9999-12-3116:00:00 ® Active
2051-07-01 11:18:06 ® Active
20%51-06-26 10:04:06 Actl

2036-06-1219:26:35 ® Active

Total: 88 30/ Poge

icon for the corresponding Manufacturer certificate and select

Download Cert

o If the Model certificate is inherited from your own Manufacturer

certificate, you can select Generate by System or Bring Your Own

Certificate as needed
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Information

Name

Environment

Issuer

Specification

Level Name

Generate by . .
Bring Your Own Certificate
System

Within the same certificate chain, certificate names

at the same hierarchy level must be unique.

The environment is inherited from the Manufacturer

certificate.

The inherited Manufacturer certificate.

Default is Google Cast.

Default is Model.
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Information

Generation
Method

Validity Period

Common

Name

Organization
(0)

Organizational
Unit (OU)

Country

Generate by

System

No file upload

is required.

The validity
period will be
inherited from
the
Manufacturer

certificate.

Name of
certificate
holder.

Organizational

name.

Organizational

unit name.

Two ISO

country codes.
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Bring Your Own Certificate

Click the Add + icon to select
and upload a Model certificate in
.pem format, or directly drag
your own Model certificate into

the upload area.

Automatically parsed from the
certificate content and can't be

modified.

Automatically parsed from the
certificate content and can't be

modified.

N/A

N/A

N/A



Generate by

Information Bring Your Own Certificate
System
State or
State / )
. province N/A
Province

name.

Locality (L) City name. N/A

Provide additional information related to the Model
Notes certificate, such as special requirements and

important notes.

o If the Model certificate is inherited from the system-generated
Manufacturer certificate

() oo 7 ecurty @ Create Centificate o089

[(Basic mfo
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Information

Name

Environment

Issuer

Specification

Level Name

Validity Period

Common

Name

Organization
(0)

Organizational
Unit (OU)

Country

Description

Within the same certificate chain, certificate names

at the same hierarchy level must be unique.

The environment is inherited from the Manufacturer

certificate.

The inherited Manufacturer certificate.

Default is Google Cast.

Default is Model.

You can choose Duration, Specific Date, or Never
Expires to set the validity period as needed. Setting
an expiration date beyond that of the inherited
certificate may result in certificate chain validation

failures, client trust issues, and audit risks.

Name of certificate holder.

Organizational name.

Organizational unit name.

Two ISO country codes.
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Information

State /
Province

Locality (L)

Notes

Description

State or province name.

City name.

Provide additional information related to the Model
certificate, such as special requirements and

important notes.
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¥ The configuration of advanced mode

() Ovows™toT Security Create Centificate S I

Advanced Configuration

Bosic

Validation Service

Subject DN

Extensions

o Description of Basic information:

Information Description
Version The standard version and can't be modified.

When enabled, certificates can be renewed. The
Renew existing public key is retained, and a new certificate is

issued with an extended validity period.
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Information Description

. Automatically parsed from the certificate content and
Algorithm .
can't be modified.

Signature Automatically parsed from the certificate content and
Algorithm can't be modified.

o Description of Validation Service information:

Information Description

o Automatically parsed from the certificate content, you
can set the Full Update Period.

o Description of Subject DN information:

Q TP

At least one Subject DN information must be provided.

Information Description
Common Name Name of certificate holder.
Organization (O) Organizational name.

Organizational Unit (OU) Organizational unit name.
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Information Description

Country Two ISO country codes.
State / Province State or province name.
Locality (L) City name.
Email User email.
Custom Add Custom OIDs can be added.

o Description of Extensions information:

Q TP

If the Critical checkbox for a certain item is selected, the system
must recognize and support that item when processing the

certificate; otherwise, the certificate will be rejected.

Information Description

Basic o "
. Confirm if it is a CA certificate.
Constraints

Path Length Limits the number of sub-certificates.

Optional key usages, such as Digital Signature,

Key Usage ) .
Key Cert Sign, and CRL Sign.
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Information Description

Extended Key Optional extended key usages, such as Server
Usage (EKU) Auth, Client Auth, and Code Signing.

3. After verifying that the information is correct, click Create to complete the

Model certificate creation.

Q TP

By default, the certificate creator is set as the Admin. To change the
Admin, click the Options : icon for the Admin and select Transfer
Admin on the Member tab, then choose the new Admin and click

Confirm.

When creating a Model certificate, if the issuer is your own Manufacture
certificate, you must complete the CSR (Certificate Signing Request)
configuration for the Model certificate. Before the CSR configuration is
completed, the certificate will remain in the Pending status and can't be
used.

CSR configuration steps for the Model certificate

Q TP

When creating a Model certificate, if the issuer is your own Manufacture

certificate, refer to the following steps to complete the CSR configuration.

1. On the PKI page, expand the corresponding certificate chain, and then click
the corresponding Model certificate.
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2. Locate the CSR Configuration section on the certificate page, click the
Download % icon to download the CSR file. Then, use your Root CA to sign
the file, thereby generate a Model certificate signed by the Root CA.

|o m © Your certificate creation process is almost complete, to finalize, please upload the signed CSR

Model

CSR Configuration

Click or drag the file here to upload

3. After a Model certificate is generated, click the Add + icon in the upload
area, select and upload the Model certificate in .pem format, or directly drag

and drop your Model certificate into the upload area.

4. Click Submit. Once the configuration is completed, the Model certificate

status will change to Normal.

@ INFO

Before creating a Device template, please ensure that at least one Model
certificate based on the Google Cast specification has been created so that it

can be selected and inherited during configuration.
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http://192.168.40.174:3000/obis/3.3.0/feature-guide/pki/create-a-certificate/google-cast-specification?id=Create+a+Model+certificate+based+on+the+Google+Cast+specification#model-certificate
http://192.168.40.174:3000/obis/3.3.0/feature-guide/pki/create-a-certificate/google-cast-specification?id=Create+a+Model+certificate+based+on+the+Google+Cast+specification#model-certificate

Q TP

The default mode is simple mode, which requires only basic information. If

you need to configure additional fields for the system-generated certificate,

you can switch to advanced mode by clicking Advanced Mode in the top-

right corner of the page.

1. On the PKI page, expand the corresponding certificate chain, click the

Options : icon for the corresponding Model certificate and select Add.

() Ontioard™ 1oT Security D @ | PKI

Yanshou0811-8
0y Factory N Yanshou0811-9
& u-safe Yanshou0811-3 #so0

Yanshou08ll oo

isjsjks RO
testi341 #RoD

poa PRoO

2. On the Basic Info section, select and enter the basic information.

Google Root
Manufacturer
Mode!

Root Cert
Root Cert
Google Root
Root

Root

Root
Custom-Root
Root Cert
Google Root
Google Root
Root Cert
Custom-4-root

PAA
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Google Cast
Google Cast
Google Cast
Custom
Custom
Google Cast
ZM_0803
ZM_0803
M_0803
Custom_Yena
Custom
Google Cast
Google Cast
Custom
Custom-4

Matter

2046-08-11 11:23:56 ® Active
2045-08-1111:2515 o Active
2044-08-1111:25:57 ® Active
2051-08-1111:13:50 ® Active
2051-05-08 23:59:69 ® Active
2026-08-10 23:59:59 Expired
2051-08-03 17:03:50 ® Active
2051-08-03 16:57:24 ® Active
2051-08-03 16:53:09 ® Active
2051-07-27 15:50:58 ® Active
9999-12-31 07:59:59 Active
2046-07-0215:22:25 ® Active
9999-12-3116:00:00 ® Active
2051-07-01 11:18:06 ® Active
2051-06-26 10:04:06 o Active
2036-06-1219:26:35 ® Active

Total: 88 30 /Page -

1 Sortd
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(™) OeBoard™ 1oT Security 1 @ Create Certificate Template

Product Basic Info

Environment * o
Yanshou08N-9

Specification * Google Cost

Description of Device template basic information:

Information

Description

08

Advanced Mode &

+

Within the same certificate chain, certificate names at

Name

the same hierarchy level must be unique.

Environment The environment is inherited from the Model certificate.

Issuer The inherited Model certificate.

Specification Default is Google Cast.

Level Name Default is Device.
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Information

Validity Period

Common

Name

Organization
(0)

Organizational
Unit (OU)

Country

State /
Province

Locality (L)

Notes

Description

Set the validity period of the Device template. Setting
an expiration date beyond that of the inherited
certificate may result in certificate chain validation

failures, client trust issues, and audit risks.

Name of certificate holder.

Organizational name.

Organizational unit name.

Two ISO country codes.

State or province name.

City name.

Provide additional information related to the Device
template, such as special requirements and important

notes.
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¥ The configuration of advanced mode

(D) oveara™ sacury @ Create Certificate Template IS
Advanced Configuration

Basic

Subject DN

Extensions

252004

o Description of Basic information:

Information Description

Version The standard version and can't be modified.

Automatically parsed from the certificate content

Algorithm .

and can't be modified.
Signature Automatically parsed from the certificate content
Algorithm and can't be modified.

o Description of Subject DN information:
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Q TP

At least one Subject DN information must be provided.

Information Description
Common Name Name of certificate holder.
Organization (O) Organizational name.

Organizational Unit (OU) Organizational unit name.
Country Two ISO country codes.
State / Province State or province name.
Locality (L) City name.
Email User email.
Custom Add Custom OIDs can be added.

o Description of Extensions information:

Q TP

If the Critical checkbox for a certain item is selected, the system
must recognize and support that item when processing the

certificate; otherwise, the certificate will be rejected.
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Information Description

Basic o ..
Confirm if it is a CA certificate.

Constraints
Key Usage Optional key usages, such as Digital Signature.

Extended Key Optional extended key usages, such as Server
Usage (EKU) Auth, Client Auth, and Code Signing.

3. After verifying that the information is correct, click Create to complete the

Device template creation.

Q TP

By default, the certificate creator is set as the Admin. To change the
Admin, click the Options : icon for the Admin and select Transfer
Admin on the Member tab, then choose the new Admin and click

Confirm.
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Version: v3.3.0

How to create a certificate
based on the Custom
specification in OnBoard™
loT Security

This article will guide you on how to create a certificate based on the Custom

specification in OnBoard™ loT Security (OBIS).

Prerequisites

Before getting started, please ensure that you have OBIS role permissions as a

System Manager or Resource Manager.

Instructions

Q e

After a custom certificate template is created, it can be selected when

configuring Certificates for a product.

1. Signin to OBIS.

2. In the Core section of the left menu, click PKI, and then click Create on the PKI

page.
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se digitol identity certiicates for your device
KMS Narme evel Name specificat xpiry Time stat
I o f y Platform PAA for testing Test . ~ 9999-12-31 08:00:00 n—

Create aroot certificate = Create an intermediate certificate

Create an end entity template

Q T

The default mode is simple mode, which requires only basic information. If
you need to configure additional fields for the system-generated certificate,
you can switch to advanced mode by clicking Advanced Mode in the top-

right corner of the page.

1. On the Basic Info section, select Generate by System or Bring Your Own

Certificate as needed.
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Basic Info

|@ e

Create Root Certificate

Root Cert

Key Cert Sign

Cancel

Description of root certificate basic information:

Information

Name

Environment

Specification

Level Name

Bring Your Own
Generate by System L
Certificate

The root certificate name must be unique in the same

environment.

Two environments can be selected: TEST and PROD.

Select the Custom specification.

Default is Root Cert.
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Information

Generation
Method

Validity Period

Algorithm

Generate by System

No file upload is required.

You can choose
Duration, Specific Date,
or Never Expires to set
the validity period as

needed.

Available algorithms for
the certificates. Options
include:

o RSA_2048

o RSA_3072
o RSA_4096
o ECC_P384
o ECC_P256
o ECC_P521
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Bring Your Own

Certificate

Click the Add + icon to
select and upload a root
certificate in .pem format,
or directly drag and drop
your own root certificate

into the upload area.

Automatically parsed from
the certificate content and

can't be modified.

Automatically parsed from
the certificate content and

can't be modified.



Information

Signature

Algorithm

Common

Name

Organization
(0)

Organizational

Unit (OU)

Country

State /

Province

Locality (L)

Email

Generate by System

Signature algorithms for
the certificates. Options
include:

o SHA256WITHRSA

o SHA384WITHRSA
o SHAS512WITHRSA
o SHA256WITHECDSA
o SHA256WITHECDSA

Name of certificate
holder.

Organizational name.

Organizational unit name.

Two ISO country codes.

State or province name.

City name.

User email.

231/ 600

Bring Your Own

Certificate

Automatically parsed from
the certificate content and
can't be modified.

Automatically parsed from
the certificate content and

can't be modified.

N/A

N/A

N/A

N/A

N/A

N/A



Information

Key Usage

Notes

Generate by System

Optional key usages,
such as Digital
Signature, Non
Repudiation, and Key

Encipherment.

Bring Your Own

Certificate

Automatically parsed from
the certificate content and

can't be modified.

Provide additional information related to the root

certificate, such as special requirements and important

notes.
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Vv The configuration of advanced mode

() Onbeara™ T Sacurny @ Croate Root Certificate
Advanced Configuration
@ Product b
& = sasic
IO PRI
v
2 048
SEWITHRSA
Validation Service
P
Subject ON
Extensions

o Description of Basic information:

Information

Version The standard version and can't be modified.

233 /600
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Information Description

When enabled, certificates can be renewed. The
Renew existing public key is retained, and a new certificate is

issued with an extended validity period.

Available algorithms for the certificates. Options
include:
= RSA_2048

= RSA_3072
= RSA_4096
= ECC_P384
= ECC_P256
= ECC_P521

Algorithm

Signature algorithms for the certificates. Options
include:
= SHA256WITHRSA

= SHA384WITHRSA
= SHAS512WITHRSA
= SHA256WITHECDSA
= SHA256WITHECDSA

Signature

Algorithm

o Description of Validation Service information:
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Information Description

Automatically parsed from the certificate content, you
CRL can set the Full Update Period, Delta Update Period,

and Overlap Time.

S Automatically parsed from the certificate content, you
can set the Response Validity and Nonce.

When enabled, the issuing CA certificate download
CA Issuers
service will be provided.

o Description of Subject DN information:

Q TIP

At least one Subject DN information must be provided.

Information Description
Common Name Name of certificate holder.
Organization (O) Organizational name.

Organizational Unit (OU) Organizational unit name.
Country Two ISO country codes.
State / Province State or province name.
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Information Description

Locality (L) City name.
Email User email.
Custom Add Custom OIDs can be added.

o Description of Extensions information:

Q e

If the Critical checkbox for a certain item is selected, the system
must recognize and support that item when processing the

certificate; otherwise, the certificate will be rejected.

Information Description

Basic o -
. Confirm if it is a CA certificate.
Constraints

Path Length Limits the number of sub-certificates.

Optional key usages, such as Digital Signature,

Key Usage . .
Key Cert Sign, and CRL Sign.

Extended Key Optional extended key usages, such as Server
Usage (EKU) Auth, Client Auth, and Code Signing.
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2. After verifying that the information is correct, click Create to complete the

root certificate creation.

Q TP

By default, the certificate creator is set as the Admin. To change the
Admin, click the Options : icon for the Admin and select Transfer
Admin on the Member tab, then choose the new Admin and click

Confirm.

@ INFO

Before creating an intermediate certificate, please ensure that at least one
root certificate has been created so that it can be selected and inherited

during configuration.

Q TIP

The default mode is simple mode, which requires only basic information. If
you need to configure additional fields for the system-generated certificate,
you can switch to advanced mode by clicking Advanced Mode in the top-

right corner of the page.

1. On the PKI page, click the Options : icon for the corresponding root

certificate and select Add.
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http://192.168.40.174:3000/obis/3.3.0/feature-guide/pki/create-a-certificate/custom-specification?id=Create+a+root+certificate#test%23root-certificate

() Onsoard™ 1o Security D @ PKI H 9 Q

PKI .
dentity certificates § " V Fliter v = Columns  C Refresh It sortd

@ Product ssue digital ty certifical your d
£ xus Level Name Specification Expiry Time sta
> YanshouOBNl-7 #aoo Google Root Google Cast 2046-08-11 11:23:56 o Active
> Yanshouogn-3 &N Root Cert Custom 2081-08-111113:50 o Active (=
By Factory > Yonshouosl &XD Root Cort Custom 2051-05-08 23:59:59 » Active
& u-sofe Yanshou0810 (oD Google Root Google Cast 2026-08-1023:59:59 o Expired Download Cert
> Foot_0803_) #HoD Root 7M_0803 2051-08-0317:03:50 o Active
(@ Device History N
root_0803 oo Root 7M_0803 2051-08-03 16:57:24 o Active
o hecount 2m_test_root ENS Root ZM_0803 2051-08-03 16:53:09 o Active
Accoun
2 oroup test permission @S Custom-Root Custom_Yena 2051-07-27 15:50:58 o Active
> Testc D Root Cert Custom 9999-12-31 07:59:59 o Active
y Testi23 GO Google Root Google Cast 2046-07-0215:22.25 o Active
testjokak (oo Google Root Google Cast 9999-12-3116:00:00 o Active
isjsjks PRoo Root Cert Custom 2051-07-011118:06 * Active
testi34) @D Custom-4-root Custom-4 2051-06-26 10:04:06 o Active
> Poo EED PAA Matter 2036-06-1219:26:35 o Active
> googieroot Exl Google Root Google Cast 2036-06-1215:31:30 * Active
> Google-root (B Google Root Google Cast 2046-06-04 09:0221  » Active
Total: 88 30/Poge v 1 < >

2. On the Basic Info section, select and enter the basic information.

o If the intermediate certificate is inherited from your own root certificate,
you can select Generate by System or Bring Your Own Certificate as

needed
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i

R3A_2048

. Bring Your Own
Information Generate by System

Certificate

Within the same certificate chain, certificate names

Name ) i
at the same hierarchy level must be unique.
. The environment is inherited from the root
Environment .
certificate.
Issuer The inherited root certificate.

Specification Default is Custom.
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Information

Level Name

Generation
Method

Validity Period

Generate by System

Default is Sub Cert.

No file upload is required.

The validity period will be
inherited from the root

certificate.
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Bring Your Own

Certificate

Click the Add + icon
to select and upload a
intermediate
certificate in .pem
format, or directly
drag your own
intermediate
certificate into the

upload area.

Automatically parsed
from the certificate
content and can't be

modified.



Information

Algorithm

Signature
Algorithm

Common
Name

Generate by System

Available algorithms for

the certificates. Options

include:

RSA_2048
RSA_3072
RSA_4096
ECC_P384
ECC_P256
ECC_P521

Signature algorithms for

the certificates. Options

include:

SHA256WITHRSA
SHA384WITHRSA
SHA512WITHRSA
SHA256WITHECDSA
SHA256WITHECDSA

Name of certificate
holder.
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Bring Your Own

Certificate

Automatically parsed
from the certificate
content and can't be

modified.

Automatically parsed
from the certificate
content and can't be

modified.

Automatically parsed
from the certificate
content and can't be

modified.



Information

Organization

Generate by System

Bring Your Own

Certificate

Organizational name. N/A
(0)
Organizational o ]
. Organizational unit name.  N/A
Unit (OU)
Country Two ISO country codes. N/A
State / )
. State or province name. N/A
Province
Locality (L) City name. N/A
Email User email. N/A
Optional key usages, )
. Automatically parsed
such as Digital -
. from the certificate
Key Usage Signature, Non
o content and can't be
Repudiation, and Key .
) modified.
Encipherment.
Provide additional information related to the
Notes intermediate certificate, such as special

requirements and important notes.

o If the intermediate certificate is inherited from the system-generated root

certificate
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| Baskinfo

Information

Name

Environment

Issuer

Specification

Level Name

Description

Within the same certificate chain, certificate names

at the same hierarchy level must be unique.

The environment is inherited from the root

certificate.

The inherited root certificate.

Default is Custom.

Default is Sub Cert.
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Information

Validity Period

Algorithm

Signature

Algorithm

Common

Name

Description

You can choose Duration, Specific Date, or Never

Expires to set the validity period as needed. Setting

an expiration date beyond that of the inherited

certificate may result in certificate chain validation

failures, client trust issues, and audit risks.

Available algorithms for the certificates. Options

include:

RSA_2048
RSA_3072
RSA_4096
ECC_P384
ECC_P256
ECC_P521

Signature algorithms for the certificates. Options

include:

SHA256WITHRSA
SHA384WITHRSA
SHA512WITHRSA
SHA256WITHECDSA
SHA256WITHECDSA

Name of certificate holder.
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Information

Organization
(0)

Organizational
Unit (OU)

Country

State /

Province

Locality (L)

Email

Key Usage

Notes

Description

Organizational name.

Organizational unit name.

Two ISO country codes.

State or province name.

City name.

User email.

Optional key usages, such as Digital Signature,

Non Repudiation, and Key Encipherment.

Provide additional information related to the
intermediate certificate, such as special

requirements and important notes.
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¥ The configuration of advanced mode

() 00wt teT secunty ) Create Certificate
Advanced Configuration

Basic

Validation Service

Subject DN

Extensions

o Description of Basic information:

Information

Version

Description

The standard version and can't be modified.
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Information Description

When enabled, certificates can be renewed. The
Renew existing public key is retained, and a new certificate is

issued with an extended validity period.

Available algorithms for the certificates. Options
include:

= RSA_2048
= RSA_3072
Algorithm . RSA_4096
= ECC_P384
= ECC_P256

= ECC_P521

Signature algorithms for the certificates. Options
include:

« SHA256WITHRSA

Signature = SHA384WITHRSA

Algorithm
= SHA512WITHRSA
= SHA256WITHECDSA

= SHA256WITHECDSA

o Description of Validation Service information:
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Information Description

Automatically parsed from the certificate content, you
CRL can set the Full Update Period, Delta Update Period,

and Overlap Time.

S Automatically parsed from the certificate content, you
can set the Response Validity and Nonce.

When enabled, the issuing CA certificate download
CA Issuers
service will be provided.

o Description of Subject DN information:

Q TIP

At least one Subject DN information must be provided.

Information Description
Common Name Name of certificate holder.
Organization (O) Organizational name.

Organizational Unit (OU) Organizational unit name.
Country Two ISO country codes.
State / Province State or province name.
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Information Description

Locality (L) City name.
Email User email.
Custom Add Custom OIDs can be added.

o Description of Extensions information:

Q e

If the Critical checkbox for a certain item is selected, the system
must recognize and support that item when processing the

certificate; otherwise, the certificate will be rejected.

Information Description

Basic o -
. Confirm if it is a CA certificate.
Constraints

Path Length Limits the number of sub-certificates.

Optional key usages, such as Digital Signature,

Key Usage . .
Key Cert Sign, and CRL Sign.

Extended Key Optional extended key usages, such as Server
Usage (EKU) Auth, Client Auth, and Code Signing.

249 /600



3. After verifying that the information is correct, click Create to complete the
intermediate certificate creation.

Q TP

By default, the certificate creator is set as the Admin. To change the
Admin, click the Options : icon for the Admin and select Transfer
Admin on the Member tab, then choose the new Admin and click
Confirm.

When creating an intermediate certificate, if the issuer is your own root
certificate, you must complete the CSR (Certificate Signing Request)
configuration for the intermediate certificate. Before the CSR
configuration is completed, the certificate will remain in the Pending
status and can't be used.

CSR configuration steps for the intermediate certificate

Q TP

When creating an intermediate certificate, if the issuer is your own root

certificate, refer to the following steps to complete the CSR configuration.

1. On the PKI page, expand the corresponding certificate chain, and then click

the corresponding intermediate certificate.

2. Locate the CSR Configuration section on the certificate page, click the
Download Y. icon to download the CSR file. Then, use your Root CA
(Certificate Authority) to sign the file, thereby generating an intermediate
certificate signed by the Root CA.
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() onbows o1 secusty @ Yanshou081l-2 IS

< ® Yanshou0811-2 - (#g8 1
B e 1 Audit . ber

Overview

| © M © Your certificate creation process is almost complete, to finalize, please uplood the signed CSR

Basic Detalls

7E751F35-ADF3-4501-8247-8587908A7570

CSR Configuration

Click or drag the file here to uplood

3. After an intermediate certificate is generated, click the Add + icon in the
upload area, select and upload the intermediate certificate in .pem format, or

directly drag and drop your intermediate certificate into the upload area.

4. Click Submit. Once the configuration is completed, the intermediate

certificate status will change to Normal.

@ INFO

Before creating an end entity template, please ensure that at least one root
certificate or intermediate certificate has been created so that it can be

selected and inherited during configuration.
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http://192.168.40.174:3000/obis/3.3.0/feature-guide/pki/create-a-certificate/custom-specification?id=Create+a+root+certificate#root-certificate
http://192.168.40.174:3000/obis/3.3.0/feature-guide/pki/create-a-certificate/custom-specification?id=Create+a+root+certificate#root-certificate
http://192.168.40.174:3000/obis/3.3.0/feature-guide/pki/create-a-certificate/custom-specification?id=Create+an+intermediate+certificate#intermediate-certificate

Q TP

The default mode is simple mode, which requires only basic information. If

you need to configure additional fields for the system-generated certificate,

you can switch to advanced mode by clicking Advanced Mode in the top-

right corner of the page.

1. On the PKI page, expand the corresponding certificate chain, click the

Options
select Add.

2. On the Basic Info section, select and enter the basic information.

icon for the corresponding root or intermediate certificate and

@ | PKI

s YanshouOBIl-7 peoo

. YanshouOBI-3 oo

Yanshou0811-5

Yanshou0811-4

Testi23 moo
t ak OO
jsjks PROO

test134] o0

paa PRoO

Google Root
Root Cert

Leat Cert Template
Sub Cert

Root Cert

Google Root

Root

Root

Root

Custom-Root

Root Cert

Google Root
Google Root

Root Cert
Custom-4-root

PAA
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Google Cast
Custom
Custom
Custom
Custom
Google Cast
ZM_0803
ZM_0803

M _0803
Custom_Yena
Custom
Google Cast
Google Cast
Custom
Custom-4

Matter

2046-08-1111:23:56 Active
20%1-08-111:13:50 Active
2050-08-1 117212 Active
2050-08-1111:14:25 Active
2051-05-08 23:59:59 Active
2026-08-10 23:59:59 Expired
2051-08-03 17:03:50 ® Active
2051-08-03 16:57:24 * Active
2051-08-03 16:53:09 o Active
2051-07-27 15:50:58 ® Active
9999-12-31 07:59:59 ® Active
2046-07-0215:22:25 ® Active
9999-12-3116:00:00 ® Active
2051-07-0111:18:06 ® Active
20%51-06-26 10:04:06 ® Active
2036-06-1219:26:35 o Active

Total:88 30 /Poge -

Download Cert



() ovdeara T Secery @ Create Certificate Template SR

Cance Create

Description of end entity template basic information:

Information Description

Within the same certificate chain, certificate names at

Name ) )
the same hierarchy level must be unique.
. The environment is inherited from the root or
Environment i . .
intermediate certificate.
Issuer The inherited root or intermediate certificate.
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Information

Specification

Level Name

Validity Period

Algorithm

Description

Default is Custom.

Default is Leaf Cert.

Set the validity period of the end entity template.
Setting an expiration date beyond that of the inherited
certificate may result in certificate chain validation
failures, client trust issues, and audit risks.

Note: If the end entity template is inherited from your
own root or intermediate certificate, the validity period
will be inherited from the root or intermediate

certificate.

Available algorithms for the certificates. Options
include:
o RSA_2048

o RSA_3072
o RSA_4096
o ECC_P384
o ECC_P256
o ECC_P521
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Information Description

Signature algorithms for the certificates. Options
include:
o SHA256WITHRSA

SLIELE o SHA384WITHRSA
Algorithm

o SHA512WITHRSA

o SHA256WITHECDSA

o SHA256WITHECDSA
Common

Name of certificate holder.

Name

Organization o
(0) Organizational name.

Organizational o )
Organizational unit name.

Unit (OU)
Country Two ISO country codes.
State / ]
. State or province name.
Province

Locality (L) City name.

Email User email.

Optional key usages, such as Digital Signature, Non
Key Usage o .
Repudiation, and Key Encipherment.
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Information Description

Provide additional information related to the end entity
Notes certificate, such as special requirements and important

notes.
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¥ The configuration of advanced mode

(@ owaesra~ T securty ® Create Certificate Template S
Advanced Configuration
IO - Basic
Subject DN
o Description of Basic information:
Information Description
Version The standard version and can't be modified.
When enabled, certificates can be renewed. The
Renew existing public key is retained, and a new certificate is

issued with an extended validity period.
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Information Description

Available algorithms for the certificates. Options
include:
= RSA_2048

= RSA_3072
= RSA_4096
= ECC_P384
= ECC_P256
= ECC_P521

Algorithm

Signature algorithms for the certificates. Options
include:
= SHA256WITHRSA

= SHA384WITHRSA
= SHAS512WITHRSA

Signature

Algorithm

= SHA256WITHECDSA
= SHA256WITHECDSA

o Description of Subject DN information:

Q TP

At least one Subject DN information must be provided.

Information Description

Common Name Name of certificate holder.
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Information Description

Organization (O) Organizational name.
Organizational Unit (OU) Organizational unit name.
Country Two ISO country codes.
State / Province State or province name.
Locality (L) City name.
Email User email.
Custom Add Custom OIDs can be added.

o Description of Extensions information:

Q TP

If the Critical checkbox for a certain item is selected, the system
must recognize and support that item when processing the

certificate; otherwise, the certificate will be rejected.

Information Description

Basic o -
. Confirm if it is a CA certificate.
Constraints

Optional key usages, such as Digital Signature,

Key Usage . .
Key Cert Sign, and CRL Sign.
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Information Description

Extended Key Optional extended key usages, such as Server
Usage (EKU) Auth, Client Auth, and Code Signing.

3. After verifying that the information is correct, click Create to complete the

end entity template creation.

Q TP

By default, the certificate creator is set as the Admin. To change the
Admin, click the Options : icon for the Admin and select Transfer
Admin on the Member tab, then choose the new Admin and click

Confirm.

When creating an end entity template, if the issuer is your own root or
intermediate certificate, you must complete the CSR (Certificate Signing
Request) configuration for the end entity template. Before the CSR
configuration is completed, the template will remain in the Pending

status and can't be used.

CSR configuration steps for the end entity template

Q TP

When creating an end entity template, if the issuer is your own root or
intermediate certificate, refer to the following steps to complete the CSR

configuration.

1. On the PKI page, expand the corresponding certificate chain, and then click

the corresponding end entity template.
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2. Locate the CSR Configuration section on the certificate page, click the
Download *. icon to download the CSR file. Then, use your Root CA
(Certificate Authority) to sign the file, thereby generating an end entity
template signed by the Root CA.

(@) onbssss~ o1 sacuny @ Yanshou0811-2 09 ¢

< ® Yanshou0811-2 - (#&8 4

Basic Detalls

Yonshou08n-2

* Pending @ Admin

CSR Configuration

Click or drag the file here to upload

3. After an end entity template is generated, click the Add  icon in the upload
area, select and upload the end entity template in .pem format, or directly

drag and drop your end entity template into the upload area.

4. Click Submit. Once the configuration is completed, the end entity template
status will change to Normal.
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Version: v3.3.0

How to check certificates
in OnBoard™ loT Security

This article will guide you through the following operations in OnBoard™ loT Security
(OBIS):

e Check basic information

e Check usage count

e Check verification service

e Check end-entity certificate
o Check audit

e Check members

Prerequisites

Before getting started, please ensure that you have permissions for the

corresponding certificate.

Check basic information
1. Signin to OBIS.

2. In the Core section of the left menu, click PKI. Expand the corresponding

certificate chain, and then select the corresponding certificate.
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Q TIP

Click the Filter ¥, Sort =T, Refresh C, and Columns Options ‘= icons to

filter, sort, refresh data, and to customize which columns are shown and

how they are ordered.

E OnBoard™ loT Security 0 @ ' PKI

PKI

@ Product

- Name
) s
L KMs

I O s » YanshouO811-7 oo

Yanshou0811-3 Proo
(5 Factory » YanshouO8Il reco
& u-safe Yanshou0810 PRoD
root_0803_1 meco
root_0803 PRoo
zm_test_root #ao0

tost permission oo

Testc PROD
Testi23 proo
testjokak PRoo
Isjsjks #Ro0
tostl34] rroo
paa RO

» google root Proo

Google-root TEsT

J6 digital identity certificates for your devices

evel Name
Google Root
Root Cert
Root Cert
Google Root
Root

Root

Root

Custom-Root

Google Cast
Custom
Custom
Google Cast
2ZM_0803
ZM_0803
ZM_0803

Custom _Yena

Root Cert Custom
Google Root Google Cast
Google Root Google Cast
Root Cert Custom

C Custy

PAA Matter
Google Root Google Cast
Google Root Google Cast

Expiry

2046-08-1111:23:56

2051-08-1111:13:50

2051-05-08 23:59:59

2026-08-10 23:59:59

2051-08-0317:03:50

2051-08-03 16:57:24

2051-08-03 16:53:09

2051-07-27 15:50:58

9999-12-31 07:59:59

2046-07-0215:22:25

9999-12-3116:00:00

2051-07-0111:18:08

2051-06-26 10:04:06

2036-06-1219:26:35

2036-06-1215:31:30

2046-06-04 09:02:21

status

* Active

® Active

® Active

* Expired

® Active

® Active

® Active

* Active

* Active

® Active

® Active

® Active

* Active

® Active

® Active

® Active

Total: 88 30 /Page ~

Zt Sort

SR AE 2

On the Overview tab, you can check the certificate-related information (Basic

Details, Certificate Information, and Extension).
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() osBosra o7 Securty @ Yanshou0811-7

< ® Yanshou0811-7 v (#kop Actions -

@ Product
.
KMS

Basic Details
| © P
Yanshou08il-7 Google Root
BCAATEIB-ABCY-4C2F -ACFS-ABSCEEFIADF0 2046-08-11 11:23:56
* Active ¥ Admin
His
Local 2026-08-11 12357
) Google Cast
R t
Certificate Information
491b124d340¢410509782034526070819c6le40c CNeYanshou 081-7
V3
OBIFCDS74B:CON8:58:A3:66:64 B8:AEEFAT72:41.93 2026-08-11123:56
RSA_2048 2046-08-11 11:23:56
SHA256WIthRSA CN=Yanshou0sN-7

Extension

Check usage count

Q e

Certificate usage count can be used to view certificate dependencies and

impact scope.

1. Signin to OBIS.

2. In the Core section of the left menu, click PKI. Expand the corresponding

certificate chain, and then select the corresponding certificate.
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() onBoars™ 10T Security

@ P
@ Product

L KMs

(v Foctory

& u-safe

(@ Device History

A Account
25 Group

@ /PKI

PKI

s3ue digitol identity certificates for your devices
Name

Yanshou0811-7 Moo
» YanshouO8li-3 Pproo
Yanshou0811 reoo
Yanshou0810 pRop
5 root_0803_1 meco
root_0803 PROO
zm_test_root pRoo
test permission Moo
Testc PROD

y Testi23 proo
testjokak PRoO
Isjsjks #mo0
tosti34] proo

paa PROD

google root ProD

y Google-root Test

7 Filter v Columns

evel Name Specitication

Expiry T

me status

Google Root Google Cast 2046-08-1111:23:56 * Active
Root Cert Custom 2051-08-11 11:13:50 * Active
Root Cert Custom 2051-05-08 23:59:59 * Active
Google Root Google Cast 2026-08-10 23:59:59 * bxpired
Root ZM_0803 2051-08-0317:03:50 * Active
Root ZM_0803 2051-08-03 16:57:24 * Active
Root ZM_0803 2051-08-03 16:53:09 * Active
Custom-Root Custom _Yena 2051-07-27 15:50:58 * Active
Root Cert Custom 9999-12-31 07:59:59 * Active
Google Root Google Cast 2046-07-0215:22:25 ® Active
Google Root Google Cast 9999-12-3116:00:00 * Active
Root Cert Custom 2051-07-0111:18:08 * Active
Custom=-4-root Custom-4 2051-06-26 10:04:06 * Active
PAA Matter 2036-06-1219:26:35 * Active
Google Root Google Cast 2036-06-1215:31:30 * Active
Google Root Google Cast 2046-06-04 09:02:21 * Active
Total: 88 30 /Page ~

1 < >

3. Select the Usage tab, you can check the usage count (such as Usage Count,

First Used, and Last Used) for certificates used by users and products.

() onBosrs™ o7 Securty (]

@

Product

KMS

©

PKI

@

@

Factory

& u-safe

@ Device History

X

Account

Group

Jo

@ Snowball Matter UAT PAA 01

Snowball Matter UAT PAA 01 v

PROD

Overview m Audit  Member

Used by Product  Used by User
Product Name Usage Count
xddcc _blackorphan 1
Nordic_test 33
pro mg24 2
prolll 6
1zm 6
3 2
ruirvi.gorvo 2
SILICON-y02 1
SILICON-yO0! 2
SILICON-yn525 3

First Used
2026-08-05 15:19:51
2026-06-09 09:50:24
2026-06-0417:15:59
2026-06-04 16:39:59
2026-06-0415:53:58
2026-06-04 11:43:28
2026-06-0111:16:57
2026-05-28 19:46:12
2026-05-28 18:09:43

2026-05-28 14:48:12

Total:10 30/ Page
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ast Used

2026-08-05 15:19:51

2026-06-2510:23:47

2026-06-0417:19:31

2026-06-04 16:51:49

2026-06-0416:18:04

2026-06-04 14:53:28

2026-06-0111:31:58

2026-05-2819:46:12

2026-05-28 21:06:12

2026-05-2817:39:43

v 1

Actions

t sort-2

» Snowball Matter

test630

PAI Nameprod

PAI NameprodOl

» online pai0l

testderno



Check verification service

1.

2.

Q TP

« If no verification services are configured for the certificate, the Verification

Service tab is hidden.

» If only partial verification services are configured, only the corresponding

configured service modules are displayed.

Sign in to OBIS.

In the Core section of the left menu, click PKI. Expand the corresponding

certificate chain, and then select the corresponding certificate.

() onBoss™ 0T Security @ ' PKI
PKI
@ Prod o c¢
L KMs i
Yanshou0811-7
I@ pes s  Yanshou08N-7 oo Google Root
Yanshou0811-3 Proo Root Cert
Factory s YanshouO8Il reco Root Cert

u0810 (PoD Google Root

> Root
B fisto 803
root_0803 ProO Root
) zm_test_root PRoo Root
A t
o tost permission oo Custom-Root
Testc PROD Root Cert
y Testi23 proo Google Root
testjakak PRoO Google Root
Isjsjks PRo0 Root Cert

5t134
testi34] N Custom-4-root

y Ppoa PROD PAA
google root PRoD

Google Root

Google-root TesT Google Root
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Google Cast
Custom
Custom
Google Cast
ZM_0803
ZM_0803
ZM_0803
Custom _Yena
Custom
Google Cast
Google Cast
Custom
Custom-4
Matter
Google Cast

Google Cast

2046-08-1111:23:56 ® Active

2051-08-1111:13:50 ® Active

2051-05-08 23:59:59 ® Active

2026-08-10 23:59:59 * Expired

2051-08-0317:03:50 ® Active

2051-08-0316:57:24 ® Active

2051-08-03 16:53:09 ® Active

2051-07-27 15:50:58 ® Active

9999-12-31 07:59:59 ® Active

2046-07-0215:22:25 ® Active

9999-12-3116:00:00 ® Active

2051-07-01 11:18:08 ® Active

2051-06-26 10:04:06 ® Active

2036-06-1219:26:35 ® Active

2036-06-1215:31:30 ® Active

2046-06-04 09:02:21 ® Active

Total: 88  30/Page -

It sort
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3. Select the Verification Services tab, you can check the verification service
information (such as CRL, OSCP, and CA Issuers).

) root_0803_1 SRS

(8

< ® root_0803_1 v

CRL

|@ m
24 hours 2026-08-03 17.03:51

2026-08-1017:03:51

Check end-entity certificate

Q TP

The end-entity certificate displays all end-entity certificates issued from the

template, providing visibility into the template's actual issuance status.

1. Signin to OBIS.

2. In the Core section of the left menu, click PKI. Expand the corresponding
certificate chain, and then select the corresponding certificate template (DAC

Template, Device Template, and Leaf Cert Template).

267 /600


https://iot-security.snowballtech.com/

() onsowrs™ o7 Security (] @ /PKI 1 9 Q

£ ks Name ovel Name Specification Expiry Time Status
> YanshouO8ll-7 (oo Google Root Google Cast 2046-08-1111:23:56 o Active
> Yanshou08il-3 (o0 Root Cert Custom 2051-08-11 1113:50 * Active
(5 Factory > Yanshou08N #eco Root Cert Custom 2051-05-08 23:59:59 Active
@ u-sate Yanshou0810 (S Google Root Google Cast 2026-08-10 23:59:59 Expired
> foot_0803_) oo Root ZM_0803 2051-08-0317:03:50 o Active

[@ Device History
root_0803 (Peoo Root ZM_0803 2051-08-03 16:57:24 © Active
A Account zm_test_root #Roo Root M_0803 2051-08-0316:53:08  Active
@ Group test permission (Moo Custom-Root Custom_Yena 2051-07-27 15:50:58 * Active
> [Testc (oo Root Cert Custom 9999-12-31 07:59:59 * Active
> Tosti2 BB ) Google Root Google Cast 2046-07-0215:22:25 o Active
testjokak (00 Google Root Google Cast 9999-12-3116:00:00 * Active
Isjsjks €D Root Cert Custom 2051-07-01 11:18:06 * Active
testi3d] (#aco c 4 c 4 2051-06-26 10:04:06 ' Active
> Poo &9 PAA Matter 2036-06-1219:26:35 © Active
> 9oogleroot KD Google Root Google Cast 2036-06-1215:31:30 * Active
> Google-root TE Google Root Google Cast 2046-06-04 09:02:21  » Active
Total: 88  30/Poge ~ 1 < >

3. Select the End-Entity Certificate tab, you can check the relevant end-entity
certificate information (such as Serial Number, Subject CN, Not Before, and
Not After).

(D) ovtosws~oTSecurity () @ online dac02 1] 9 Q

online dac02 v (#&ep

@ Product » Snowball Matter UAT
Overview  Usage
L2 KMs tost1630
I @ P 7 Fiter v = Columns  C Refresh It Sortd PAI Nameprod
PAI Nomeprodal
Sorial Numbar Subject CN Not Before Not After
> snb create
& Foctory 6108a7d17817b498b27c3b049... DAC EOENXdcl 2026-06-04 06:13:18 2081-06-04 06:1318 s erecte pol
& u-sate 34ede3bcess712cBEddBaab.. DAC EOENXdcl 2025-07-15 15:48:19 2050-07-16 07:59:59 > test pro snb
3bclofoedd27abelableSelest. DAC ImXIQITA 2025-07-15 15:48:19 2050-07-16 07:59:59 prodenb
(@ Device History » FFF2-prod
3c9aa25a67193celdda3Tbde.. DAC ImXIQITA 2025-07-15 15:48:19 2050-07-16 07:59:59
FFF2-prod
a 566¢274392d735590¢00¢326... DAC vgDz02xi 2026-06-04 06:1318 2051-06-04 06:13:18
Account
2 Group 44dea’56528502(e47201a97b... DAC vgDzO2xi 2026-06-04 06:1318 2051-06-04 06:13:18 ’
35925994546b62bcedae083.. DAC vgDz02xi 2026-06-04 06:1318 2051-06-04 06:1318
29682238c441{ctded0161010d - DAC vgDz02xi 2025-07-15 15:48:19 2050-07-16 07:59:59 )
42fcacOTidi7ea76a%e64107d.. DAC EWJyIBI5 2025-07-15 15:48:19 2050-07-16 07:59:59
4d4aBl0220dc6e4daB50820.. DAC wkicIXtx 2025-07-15 15:4819 2050-07-16 07:59:59
1376a32d7abTeeddct479c24l... name 2025-07-15 15:48:19 2050-07-16 07:59:59
70451706852115171c541b4bI96... name 2025-07-15 15:4819 2050-07-16 07:59:59
2230b4b520d57850635adeq.. name 2025-07-15 15:4819 2050-07-16 07:59:59
76225cB008913029166b54814... name 2025-07-15 15:48:19 2050-07-16 07:59:59
Total: 27 30/Poge 1 < >
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Check audit

Q TP

Through the certificate logs, you can check the historical operations of the

certificate.

1. Signin to OBIS.

2. In the Core section of the left menu, click PKI. Expand the corresponding

certificate chain, and then select the corresponding certificate.

@ ostowa~ioTsecuty () @ /PKI IS 2
> YanshouO8ll-7 oo Google Root Google Cast 2046-08-1111:23:56 o Active
> Yanshou0si-3 ExB Root Cert Custom 2051-08-111113:50 o Active
(y Focto > Root Cert Custom 2051-05-08 23:59:59 o Active
& v-sat Google Root Google Cast 2026-08-10 23:59:59 * Expired
> root_0803_1 reco Root ZM_0803 2051-08-03 17:03:50 ® Active
G " root_0803 (oo Root ZM_0803 2051-08-03 16:57:24 o Active
zm_test_root o0 Root ZM_0803 2051-08-03 16:53:09 o Active
test permission (PO Custom=-Root Custom _Yena 2051-07-27 15:50:58 * Active
> Testc iPoo Root Cert Custom 9999-12-31 07:59:59  Active
> Testi23 EKD Google Root Google Cast 2046-07-0215:22:25  Active
testjokak (EHOD Google Root Google Cast 9999-12-31 16:00:00 o Active
isjsjks @D Root Cert Custom 2051-07-0111:18:06 * Active
testi34l (a0 Custom-4-root Custom-4 2051-06-26 10:04:06 ' Active
> Paa oo PAA Matter 2036-06-1219:26:35 o Active
> googleroot G Google Root Google Cast 2036-06-12 15:31:30 o Active
> Soogle-root @D Google Root Google Cast 2046-06-04 09:02:21  » Active

Total: 88 30 /Page ~ 1 >

3. Select the Audit tab, you can check the certificate's historical records (such as
Operator, Operation Type, and Operation Time).
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(@ ontostotsacuny @ 7K1 | Custom-extemal Ce®

< ® Custom-external - (Fioo Actions ~ >
& Product >

1ge Member

I@ - olum > Relre It Sort

Factory @ admine Admin Create- Import 2026-07-10 13:47:35

Check members
1. Signin to OBIS.

2. In the Core section of the left menu, click PKI. Expand the corresponding

certificate chain, and then select the corresponding certificate.
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() onBoars o7 Security

@ Product

L KMs

(4 Factory

& u-safe

@ Device History

R A

a

C

]

unt

2 Group

@ | PKI

PKI

se digital identity certificates for your devices

Name

Yanshou081)

Yanshou0811-7 Moo

YanshouO811-3 peoo

PROO

Yanshou0810 proo

5 root_0803_1

PROO

root_0803 PRoo

zm_test_root pRoo

tost permission oo

Testc PROD

, Testi23 oo

testjokak PRoO

Isjsjks #mo0
test]34] rroo

paa PRoD

Google-root

google root ProD

TEST

evel Name
Google Root
Root Cert
Root Cert

Google Root

Custom-Root

Google Cast

Custom

Custom

Google Cast

ZM_0803

ZM_0803

ZM_0803

Custom_Yena

Root Cert Custom
Google Root Google Cast
Google Root Google Cast
Root Cert Custom

C - Custy K
PAA Matter
Google Root Google Cast
Google Root Google Cast

? Filter v Col

Expiry Time

2046-08-1111:23:56

2051-08-1111:13:50

2051-05-08 23:59:59

2026-08-10 23:59:59

2051-08-0317:03:50

2051-08-03 16:57:24

2051-08-03 16:53:09

2051-07-2715:50:58

9999-12-31 07:59:59

2046-07-0215:22:25

9999-12-3116:00:00

2051-07-01 11:18:08

2051-06-26 10:04:06

2036-06-1219:26:35

2036-06-1215:31:30

2046-06-04 09:02:21

status

® Active

® Active

* Active

* Expired

* Active

© Active

* Active

* Active

* Active

® Active

® Active

® Active

* Active

® Active

* Active

® Active

Total: 88 30 /Poge ~

frost It sort

OIS AE

3. Select the Member tab , you can check the user permissions for the certificate

(such as Name, Role, and Permission).

() onBoars o7 Security

Product

@

©

KMS

PKI

@

(v Foctory

& u-safe

(@ Device History

R Ac

3
]

unt

2 Group

@ Custom-external

Custom-external PROD

Overview v

Name

@ admine

o

Admin
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Version: v3.3.0

How to manage
certificates in OnBoard™
loT Security

This article will guide you through the following operations in OnBoard™ IoT Security
(OBIS):

e Manage certificate permissions

e Download a certificate

Prerequisites

Before getting started, please ensure that you have permissions for the

corresponding certificate.

Manage certificate permissions

Q TP

By default, the certificate creator is set as the Admin. To change the Admin,
click the Options : icon for the Admin and select Transfer Admin on the

Member tab, then choose the new Admin and click Confirm.

You can adjust and set user permissions (View, Edit, Create Authorization, and Add

Member) for certificates by following these steps:
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1. Signin to OBIS.

2. In the Core section of the left menu, click PKI, and then expand the

corresponding certificate chain.

3. Select the corresponding certificate. On the certificate page, you can manage

the user permissions for the certificate on the Member tab.

® @ Custom-external SIS ) @
< ® Custom-external - (Fioo Actions -
vorview sage Audit
I @ P ter v Colur > Redrest zt sortl

@ Admin¢ Admin View  +3 Admin o Active

Download a certificate

Q TIP

Only certificates in the Active state can be downloaded, and the same user can

download the same certificate a maximum of 10 times per hour.

1. Signin to OBIS.
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2.

In the Core section of the left menu, click PKI.

certificate chain, and then click the Options

certificate and select Download Cert.

Custom-external oo
Custom Test

tostl moo

Test PROD

Custom Root ProD
Custom PRoD

Platform PAA for testing Test

Root Cert
Root Cert
Root Cert
Root Cert
Root Cert

Root Cert
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Custom

Custom

Custom

Custom

Custom

Custom

Expand the corresponding

icon for the corresponding

Expiry Time

2036-02-0410:15:12

2051-07-10 10:49:34

2051-06-1210:13:18

2051-06-12 09:22:35

2051-06-1118:24:21

2051-06-1118:21:55

9999-12-31 08:00:00

® Active

® Active

® Active

® Active

® Active

® Active

® Active

It sort

Ce®

=

Add

Download Cert



Version: v3.3.0

How to create a factory in
OnBoard™ loT Security

@ INFO

Currently, factories can't be deleted after creation.

This article will guide you on how to create a factory in OnBoard™ loT Security
(OBIS) to configure its basic information, preparing for configuring factory

managers, HSM U-Safe, |dentity U-Safe, and programming stations.

Factory type

OBIS supports the creation of local factories and cloud factories:

e Local factory: Requires an OnBoard Edge Service deployment on the factory
side, typically hosted on a local factory server, to provide on-site production
management capabilities. Each local factory is associated with a dedicated
OnBoard Edge Service. Once the batch information is synchronized to OnBoard
Edge Service, the factory can execute offline programming without requiring a
real-time network connection during the process.

e Cloud factory: Production management capabilities are provided through the
cloud. A real-time network connection is required during the programming
process to ensure batch information synchronization, production data upload,

and status updates.

275 /600



Q TP

You can contact Snowball for assistance in deploying OnBoard Edge Service.

Prerequisites

Before getting started, please ensure that you have OBIS role permissions as a
System Manager or Factory Manager.

Instructions
1. Signin to OBIS.

2. In the Ecosystem section of the left menu, click Factory, and then click Create.

(&) ovBoss™ iaT Security @ | Factory o9 e

Factory
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3. On the Create Factory panel, select and enter the required factory basic

information.

Cancel

Description of factory basic information:

Information = Mandatory Description
Factory ]
Yes The factory name must be unique.
Name
Type Yes Two types can be selected: Local and Cloud.

. It is recommended to provide the factory
Location No
address.
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4. Click Create to complete the factory creation. After creation, you can check the

factory-related information on the factory page.

Q TP

By default, the factory creator is set as the Admin. To change the Admin,
click the Options : icon for the Admin and select Transfer Admin on the

Member tab, then choose the new Admin and click Confirm.

After the factory is created, you can only modify the Factory Name and

Location in Settings.

o The initial status of a local factory is Pending. Once an HSM U-Safe is

added to the local factory, the status will change from Pending to

Normal. For more information, refer to the description of factory

status.

o The initial status of a cloud factory is Normal.
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() owosrs o7 Security ) Cloud Factory NI S ] @

< Cloud Factory (Nesmal © Settings A

Product

10341475413917696 kkkkkkkk ® C

2026-08-1215:52:33 2026-06-10 18:46:37
(= Factory

safe Overview Batch Station Member

Identity U-Safe
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Version: v3.3.0

How to configure and
manage factories in
OnBoard™ loT Security

This article will guide you through the following operations in OnBoard™ IoT Security
(OBIS):

e Add a Factory Manager

o Reset the Factory Admin or Factory Manager password
e Remove a Factory Manager

» Add an HSM U-Safe

e Lock or unlock an HSM U-Safe

e Add an Identity U-Safe

e Unbind, lock, or unlock an Identity U-Safe

e Lock or unlock a factory

Prerequisites

Before getting started, please ensure that:

» You have factory role permissions as a Factory Admin or Factory Manager.

e You have obtained the HSM U-Safe and Identity U-Safe required for identity

authentication from Snowball.
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Add a Factory Manager

Q TP

Factory managers can manage and operate factory-related business, and sign
in to OnBoard Edge Service using either the "Email + Password" or "Email +

Verification code" method.
Notes:

* When the Internet is disconnected, OnBoard Edge Service only supports
identity verification using the "Email + Password" method.

o After a Factory Manager is added, the system automatically generates an
initial password and sends it to the corresponding email address. Currently,
this randomly generated password can be reset, but custom modification is

not yet supported.

1. Sign in to OBIS.

2. In the Ecosystem section of the left menu, click Factory, and then select the

corresponding factory to navigate to the factory page.

3. Select the Member tab, and then click Add. In the Add Factory Manager

window, select and enter the email address of the new Factory Manager.

Q TIP

The Factory Manager being added must be an Active user within the same

tenant.
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Email Address *

4. Click Add to complete adding a Factory Manager.

Reset the Factory Admin or Factory
Manager password

Q TP

After the password is reset, the system automatically generates a random

password and sends it to the corresponding email address.

1. Signin to OBIS.

2. In the Ecosystem section of the left menu, click Factory, and then select the

corresponding factory to navigate to the factory page.
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g

4.

Select the Member tab, click the Options
Admin or Factory Manager and select Reset Password.

@ cvdowsTsecuty 0 @ Local Factory
< local Factory @D
(o) du
L KMs
10340131626024960 - *kkkkkkk ® C
© FK
2026-06-10 15:59:45 2026-06-10 15:59:45
| & Factory

8 u-sate Overview  Batch  Station

® Usero Foctory Manager

@ Admin & Admin

icon for the corresponding Factory

Ce®

© Settings A

=t sortl

In the Confirm Action window, click Confirm to reset the password.
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Confirm Action
. .

Remove a Factory Manager
1. Sign in to OBIS.

2. In the Ecosystem section of the left menu, click Factory, and then select the

corresponding factory to navigate to the factory page.

3. Select the Member tab, click the Options : icon for the corresponding Factory

Manager and select Remove.
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(D omdowrswoTsecurty (1 @ Local Factory O 9 @

Local Factory (D @ Settings A

@ Product

KMS

1034013162 96 - kkkkkkkk ® C &) Admin
@ px
] & 2026-06-10 15:59:45 2026-06-10 15:59:45

Factory

& u-safe
7 Filter v = Columns  C Refresh Zt sortl + Add
@ Device History
am. Role Status

2 Account ® Users Factory Manager o Active B
2 Group 0 Admin 8 Admin SN Reset Password

no

4. In the Confirm Action window, click Confirm to remove the Factory Manager.
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Add an HSM U-Safe

Q TP

The purpose of adding an HSM U-Safe is to bind it to the corresponding factory

and use it for signing in to OnBoard Edge Service. Meanwhile, secure key

storage and device programming support are achieved through the HSM U-

Safe management.

Once an HSM U-Safe is added to the factory, the factory status will change
from Pending to Normal.

1. Sign in to OBIS.

2. In the Ecosystem section of the left menu, click Factory, and then select the

corresponding factory to navigate to the factory page.

3. On the factory page, locate the HSM U-Safe section and then click Add.

286 / 600


https://iot-security.snowballtech.com/

(D) ostowsmwoTSecrity () @ Local Factory O 9 @

< Local Factory @D © Settings A

@ Product
L KMs
@ px

10340131626024960 - khkkkkkkk ® C

2026-06-10 15:59:45 - - 2026-06-10 15:59:45

]&: Factory

& U-safe Batch Station Member
T afe devices for secure key stor

(@ Device History

+ Add

R Account

25 Group

In the Add HSM U-Safe window, enter the Name (customizable) and Serial No.
(which can be found on the device) of the HSM U-Safe you want to bind.

Add HSM U-Safe

Name *
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5. Click Add to bind the HSM U-Safe.

Lock or unlock an HSM U-Safe

Q TP

Lock the HSM U-Safe to prevent its use and unbinding. Once locked, its status

will change to Locked.

1. Sign in to OBIS.

2. In the Ecosystem section of the left menu, click Factory, and then select the

corresponding factory to navigate to the factory page.

3. On the factory page, locate the HSM U-Safe section, and then click the Lock 8
or Unlock (& icon for the corresponding HSM U-Safe.

@ owonsotsecuty 0 @ Test0924_Factory IS 2
< Test0924 _Factory @emal O Settings A
du
L2 KMs
3101175633149952 Local *kkkkkkk ® C
© P
2026-08-1216:49:53 192.168.40.100 00003F007D466ASD | +2 2024-09-24 10:12:41
I (4 Factory
8 u-safo
® His
R Account 00010C008808Co82 - 2026-07-29 1315:38 « Normal
. Group 00003FO09ABOAGEC - 2026-07-29 13:15:46 ® Normal
0001BCO0BECA1281 @ se7swy0 e 2026-07-0111:38:55 o Locked

Identity U-Safe

10953F00A7090F69 @ se7sy0 0 2025-08-05 18:08:20 o Normal
10943F00A7090F69 @ ss7swy0 2025-08-05 18:08:20 o Normal
10239F00A7000F00 @ se7s0y0 e 2025-08-05 18:08:20 o Normol
10923F00A7090F69 @ serswyo e 2025-08-05 18:08:20 o Normal
10813F00A7000F60 @) 387sx0y0 & 2025-08-08 18:08:19 o Normol
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4. In the pop-up window, click Confirm to lock or unlock the HSM U-Safe.

Add an Identity U-Safe

Q TP

The purpose of adding an Identity U-Safe is to bind it to the corresponding
factory. After binding it to a programming station in OBIS or OnBoard Edge

Service, it can be used to sign in to the Programming Station client. Meanwhile,

login authentication for the programming station is achieved through the
Identity U-Safe management.

1. Signin to OBIS.

2. In the Ecosystem section of the left menu, click Factory, and then select the

corresponding factory to navigate to the factory page.

3. On the factory page, locate the Identity U-Safe section and then click Add.
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(&) owosra o7 Security ® Local Factory 089 @

< Local Factory @D @ Settings A

10340131626024960 - *kkkkkkk ® C &) Admin &

2026-06-1015:59:45 - - 2026-06-10 15:59:45

Identity U-Safe + Add
3% Kenlty U-Sate for station login authentication during programming

. In the Add Identity U-Safe window, enter the Name (customizable) and Serial
No. (which can be found on the device) of the Identity U-Safe you want to bind.

Q TP
o If a programming station has already been added, you can select and
bind the corresponding programming station.

o If a programming station hasn't been added yet, you can bind it when

adding a programming station.
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Add Identity U-Safe

5. Click Add to bind the ldentity U-Safe.

Unbind, lock, or unlock an Ildentity U-
Safe

Q TP

Lock the Identity U-Safe to prevent its use and unbinding. Once locked, its

status will change to Locked.

1. Signin to OBIS.

2. In the Ecosystem section of the left menu, click Factory, and then select the

corresponding factory to navigate to the factory page.
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3. On the factory page, locate the Identity U-Safe section, and then click the
Options : icon for the corresponding Identity U-Safe and select Unbind, Lock,
or Unlock.

() Oowrs™ o7 Securtty e Test0924_Factory SRS

< Test0924_Factory (Hemmal O Settings A

3101175633149952 Xkkkkkkk ® C

2026-08-12 16:49:53 192.168.40.100 00003F007D466A8D 2024-09-2410:12:41
(v Factory
8 u-sate Batch  Station  Member
HSM U-Safe T+ Ao
2 Account 00016C008505C 062 . 2026-07-291315:38 o Normal
2 Group pomtsbpm g - 2026-07-29 13:15:46 o Normol
00018C00B6CA1281 @ se7sy0 0 2026-07-0111:39:55 o Locked

[+ 501 ]

Update

10953F00A7090F69 @ 3875000 2025-08-05 18:08:20 o Normal
10943F00A7090F69 @ serswyoe 2025-08-05 18:08:20 o Normal
10933F00A7090769 @ 387s0y00 2025-08-05 18:08:20 * Normol
10923F00A7090F69 @ s87sy0 2025-08-05 18:08:20 o Normal
WAIF00AZ000F80 @) 387sx0y0 & 2025-08-08 18:08:19 o Normol

4. In the pop-up window, click Confirm to unbind, lock, or unlock the Identity U-
Safe.

Lock or unlock a factory
Q TP
Lock the factory to prevent its use. Once locked, its status will change to

Locked.

1. Signin to OBIS.
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2.

3.

In the Ecosystem section of the left menu, click Factory, and then click the
Options : icon for the corresponding factory and select Lock or Unlock to lock

or unlock the factory.

() OnBoars™ toT Security @ | Factory 09 @
.F.acer ) ) te > Refrost It sortl + Create
du Manage foctorie [ t
Cloud Factory - Local ’!_", Admin & © Normol E]
I[b Factory
u-safe

In the pop-up window, click Confirm to lock or unlock the factory.
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How to configure and
manage programming
stations in OnBoard™ loT
Security

Q e

You can configure and manage the programming station in OnBoard™ loT
Security (OBIS) or OnBoard Edge Service as needed.

This article will guide you through the following operations in OBIS:

e Create a programming station

e Bind an Identity U-Safe to a programming station

e Unbind an Identity U-Safe from a programming station
o Edit a programming station

e Delete a programming station

e Check the programming station password

Prerequisites

Before getting started, please ensure that:

e The factory has already been configured.
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* You have factory role permissions as a Factory Admin or Factory Manager.

e You have obtained the Identity U-Safe for identity authentication from Snowball.

Create a programming station

Q TP

After creating a programming station for the factory, you can assign specific

programming stations to batches in OnBoard Edge Service as needed. Before

programming a device, it is necessary to query and retrieve the corresponding
batch information and programming data based on the programming station ID.

Two programming methods are supported:

¢ Using the Programming Station client

¢ Using the OBIS Programming CLI

1. Signin to OBIS.

2. In the Ecosystem section of the left menu, click Factory, and then select the

corresponding factory to navigate to the factory page.

3. On the factory page, select the Station tab and then click Add.
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(D) ostowsmwoTSecrity () @ Local Factory O 9 @

< Local Factory @D © Settings A
@ Product
L KMs
10340131626024960 - *kkKkkkkk ® C
@ px
2026-06-10 15:59:45 = = 2026-06-10 15:59:45
l [ Factory

& Uu-safe Overview Batch Member

(@ Device History

Filter ~ = Columns  C Refresh =t sortl + Add

R Account

25 Group o

In the Add Station window, enter the Station Name and Line Number, and then
select the Login Method. The methods include: No Password, Password, or
Identity U-Safe.

Login Method *
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Q TIP

If the login method is Identity U-Safe, you can select an already added
Identity U-Safe from the Bind U-Safe drop-down list to bind it.

5. Click Add to create the programming station.

Bind an Identity U-Safe to a
programming station

Q TP

You can use the Identity U-Safe to sign in to the Programming Station client

after binding.

1. Signin to OBIS.
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2. Inthe Ecosystem section of the left menu, click Factory, and then select the

corresponding factory to navigate to the factory page.

3. On the factory page, select the Station tab, and then click the Options : icon

for the corresponding programming station and select Bind.

() Oowrs™ o7 Securtty e Test0924_Factory SRS

< Test0924_Factory (Hemmal O Settings A

3101175633149952 kkkkkkkk ® C

2026-08-1216:49:53 192.168.40.100 00003F007D466ASD  +2 2024-09-2410:12:41

8 u-safe Overview  Batch Member

T Fitor 1 v LW] ma: * Rofresh It Sort + Add
His
R I Test-3.11-0925 Identity U-Sofe - - - o Unavailable =]
® Grous station080500100 Identity U-Safe - 10003F00A7090F69 Sit-performance0001 o Avaloble ¢
$tation08050095 Identity U-Safe 10013F00A7090F69 - o availobie (o |
station08050096 Idontity U-Safo 10023F00A7090F 69 o Avolloble  Delete
station08050098 Identity U-Safe 10033F00A7090F69 o —
station08050099 \dentity U-Safe 10043F00A7090F69  Available
5tation08050097 Identity U-Safe . 10053F00A7090F69 o Avoliable
station08050091 Identity U-Safe 10063F00A7090F69 T —
station08050094 Identity U-Safe - 10073F00A7090F69 - * Available
5tation08050090 Identity U-Safe 10083F00A7090F69  Avallable
Total:130  30/Poge - 1 >

4. In the Bind Identity U-Safe window, select the Identity U-Safe you want to bind
and then click Save to bind it to the programming station.

298 / 600



Bind Identity U-Safe

U-Safe for Programming Station *

Unbind an Identity U-Safe from a
programming station

A\ WARNING

After unbinding, the Identity U-Safe can no longer be used to sign in to the

Programming Station client.

1. Signin to OBIS.

2. In the Ecosystem section of the left menu, click Factory, and then select the

corresponding factory to navigate to the factory page.

3. On the factory page, select the Station tab, and then click the Options : icon

for the corresponding programming station and select Unbind.
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@ owonrwtsecuty 0 @ Test0924_Factory ISR S I

Test0924_Factory (el O Settings A
@ Product
L KMs
5633149952 PO
@ px
2026-08-1216:49:53 192.168.40.100 00003F007D466ASD  +2 2024-09-2410:12:41
l [ Factory

& Uu-safe Overview Batch Member

V Filter 1 v @ = Columns  C Refresh =t sortl + Add
(@ Device History
Station Login Method Line Number u-Safe Name Assigned Botch Status
Test-3.11-0925 Identity U-Safe - - - * Unavailable
R Account
2 Group station080500100 Identity U-Safe B 10003F00A7090F69 Sit-performance0001 « Avalioble B
station08050095 Identity U-Safe - 10013F00A7080F69 - o Available g
station08050096 Identity U-Safe R 10023F00A7090F69 - « Availoble :]
station08050098 Identity U-Safe 10033F00AT090F 63 R o Avalioble:  Delete
station08050099 Identity U-Safe - 10043F00A7090F69 -  Available
station08050097 Identity U-Safe - 10053F00A7090F69 - * Available
station08050081 Identity U-Safe - 10063F00A7080F69 R T -
station08050094 Identity U-Safe - 10073F00A7090F69 - * Availsble
station08050090 Identity U-Safe - 10083F00A7090F69 -  Avallable
Total: 130  30/Poge ~ 1 < >

4. In the Confirm Action window, click Confirm to unbind the Identity U-Safe for

the programming station.

Confirm Action

Cancel
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Edit a programming station

Q TP

When the programming station status is Busy, the Edit option is grayed out and

unavailable. After unbinding the programming station from the batch, the

station status changes to Available, and the station can then be edited.

1. Signin to OBIS.

2. In the Ecosystem section of the left menu, click Factory, and then select the

corresponding factory to navigate to the factory page.

3. On the factory page, select the Station tab and then click the Options : icon

for the corresponding programming station and select Edit.

(@) omsonto sacuny ® Local Fatory Ce®

< Local Factory @D © settings A

10340131626024960 - *Xkkkkkkk ® C &) Admin&

2026-06-1015:59:45 - - 2026-06-10 15:59:45

station Password - - - o Availobie G
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4. In the Edit Station window, enter the Station Name and Line Number, select the
Login Method, and then click Save to edit the programming station.

Edit Station

Delete a programming station

A\ WARNING

Deleted programming stations cannot be recovered. Please proceed with

caution.

1. Signin to OBIS.

2. In the Ecosystem section of the left menu, click Factory, and then select the

corresponding factory to navigate to the factory page.
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3. On the factory page, select the Station tab, and then click the Options * icon

for the corresponding programming station and select Delete.

D osonsorsecny 0 @ Local Factory Ce®
< Local Factory @D @ Settings A
(o) du
P KMS
) 10340131626024960 - *kkkkkkk ® C
@ Px
2026-06-10 15:59:45
| & Factory
8 u-sate
5] i
2 Account Station Password * Availoble D
2 Group View Password
Edit

4. In the Confirm Action window, click Confirm to delete the programming station.
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Confirm Action

Check the programming station
password

Q TP

When the login method for the programming station is Password, the system
will generate a random password, which can be used to sign in to the

Programming Station client. Currently, the randomly generated password can't
be changed.

1. Signin to OBIS.

2. In the Ecosystem section of the left menu, click Factory, and then select the
corresponding factory to navigate to the factory page.
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3. On the factory page, select the Station tab, and then click the Options : icon

for the corresponding programming station and select View Password.

D) omtosws~oTsecurty () @ Local Factory o 9 @
< Local Factory @D O settings A~

@ Product

L2 KMs
10340131626024960 Local - KEXL RIS

@ fx
2026-06-1015:59:45 - - 2026-06-10 15:59:45

|(‘_-; Factory

8 u-sate Overview  Batch Member

v v i C Rotros h t sortl + Add
(@ Device History
Stotion Login Method Line Number U-safe Name Assigned Botch
Station Password - - - * Availoble [:]
R Account
A\ Group View Password
Edit

Delete

4. In the Password window, you can check and copy the sign-in password for the

programming station.
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Version: v3.3.0

How to configure and
manage factories in
OnBoard™ loT Security

This article will guide you through the following operations in OnBoard™ IoT Security
(OBIS):

e Add a Factory Manager

e Remove a Factory Manager

e Add an Identity U-Safe

e Unbind, lock, or unlock an Identity U-Safe

e Lock or unlock a factory

Prerequisites

Before getting started, please ensure that:

* You have factory role permissions as a Factory Admin or Factory Manager.

e You have obtained the Identity U-Safe required for identity authentication from

Snowball.
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Add a Factory Manager

Q TP

Factory managers can manage and operate factory-related businesses. After a
Factory Manager is added, the system automatically generates an initial
password and sends it to the corresponding email address. Currently, this
randomly generated password can be reset, but custom modification is not yet

supported.

1. Sign in to OBIS.

2. In the Ecosystem section of the left menu, click Factory, and then select the

corresponding factory to navigate to the factory page.

3. Select the Member tab, and then click Add. In the Add Factory Manager

window, select and enter the email address of the new Factory Manager.

Q TP

The Factory Manager being added must be an Active user within the same

tenant.
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Email Address *

4. Click Add to complete adding a Factory Manager.

Remove a Factory Manager
1. Sign in to OBIS.

2. In the Ecosystem section of the left menu, click Factory, and then select the

corresponding factory to navigate to the factory page.

3. Select the Member tab, click the Options : icon for the corresponding Factory
Manager and select Remove.
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Dowonrwtsey 0 @ Cloud Factory oe®

Cloud Factory © Settings A

@ Product
KMS

10341475413917696 Cloud - khkkkkkkk ® C &) Admin

@ px

2026-08-1216:13:49

]&; Factory
& u-safe Overview Batch Station

@ Device History

T Filter v = Columns (C Refresh =t Sort:l + Add

— Role Status
User & Foctory * Active
A Account @ ¢

2 Group @ Admin & Admin ® Active

4. In the Confirm Action window, click Confirm to remove the Factory Manager.
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Add an Identity U-Safe

Q TP

The purpose of adding an ldentity U-Safe is to bind it to the corresponding
factory. After binding it to a programming station, it can be used to sign in to

the Programming Station client. Meanwhile, login authentication for the

programming station is achieved through the Identity U-Safe management.

1. Signin to OBIS.

2. In the Ecosystem section of the left menu, click Factory, and then select the

corresponding factory to navigate to the factory page.

3. On the factory page, locate the Identity U-Safe section and then click Add.

(@) omsonto sacuny ® Cloud Factory Ce®

< Cloud Factory (Nesmel © Settings A

10341475413917696 Cloud - ®C &) Admin&

2026-08-1216:13:49 2026-06-10 18:46:37
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4. In the Add Identity U-Safe window, enter the Name (customizable) and Serial
No. (which can be found on the device) of the Identity U-Safe you want to bind.

Q TP
o If a programming station has already been added, you can select and
bind the corresponding programming station.

o If a programming station hasn't been added yet, you can bind it when

adding a programming station.

Add Identity U-Safe

Name *

Serial No. *

5. Click Add to bind the Identity U-Safe.
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Unbind, lock, or unlock an ldentity U-
Safe

Q TP

Lock the Identity U-Safe to prevent its use and unbinding. Once locked, its

status will change to Locked.

1. Signin to OBIS.

2. In the Ecosystem section of the left menu, click Factory, and then select the

corresponding factory to navigate to the factory page.

3. On the factory page, locate the Identity U-Safe section, and then click the
Options : icon for the corresponding Identity U-Safe and select Unbind, Lock,

or Unlock.
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() Oowrs™ o7 Securtty @ testXiandan0525Cioud SRS

< testXiandan0525Cloud (Heimal O Settings A

101563779162775552 guangdong Fhkhkhkkkkk @ ( &) xiandan &

2026-08-1216:59:53 2026-05-25 141911
(5 Factory
& u-safe Batch Station Member

Identity U-Safe

2 Account 00003F0078806C10 ¥ Admin ¢ 2026-08-05 14:33:24 « Normal =]

4. In the pop-up window, click Confirm to unbind, lock, or unlock the Identity U-
Safe.

Lock or unlock a factory

Q TP

Lock the factory to prevent its use. Once locked, its status will change to
Locked.

1. Signin to OBIS.

2. In the Ecosystem section of the left menu, click Factory, and then click the

Options : icon for the corresponding factory and select Lock or Unlock.
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3.

() onBoars o7 Security D @ | Factory

Factory
Manage foctories, stations,

@ Product

D wrse Narme
L KkMs
o Cloud Factory
© P
& u-safe

@ Device History

Cloud

Admin
@ admin 2

© Normal

In the pop-up window, click Confirm to lock or unlock the factory.
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Version: v3.3.0

How to configure and
manage programming
stations in OnBoard™ loT
Security

This article will guide you through the following operations in OnBoard™ loT Security
(OBIS):

o Create a programming station

e Bind an Identity U-Safe to a programming station

e Unbind an Identity U-Safe from a programming station
» Edit a programming station

e Delete a programming station

e Check the programming station password

Prerequisites

Before getting started, please ensure that:

e The factory has already been configured.
e You have factory role permissions as a Factory Admin or Factory Manager.

e You have obtained the Identity U-Safe for identity authentication from Snowball.
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Create a programming station

Q TP

After creating a programming station for the factory, you can assign specific

programming stations to batches as needed. Before programming a device, it is

necessary to query and retrieve the corresponding batch information and

programming data based on the programming station ID.
Two programming methods are supported:

¢ Using the Programming Station client

¢ Using the OBIS Programming CLI

1. Signin to OBIS.

2. In the Ecosystem section of the left menu, click Factory, and then select the

corresponding factory to navigate to the factory page.

3. On the factory page, select the Station tab, and then click Add.
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() onsowrs™ o7 Security (]

@ Product
L KMs
@ px

l&; Factory
& u-safe

(@ Device History

R Account

25 Group

@ Cloud Factory

< Cloud Factory (Nesmel

10341475413917696 Cloud

2026-08-1217:04:57 2026-06-10 18:46:37

Overview  Batch Member

SN )

© Settings A

*kkkkkkk ® C

Filter = Columns  C Refresh zt sortl + Add

4. In the Add Station window, enter the Station Name and Line Number, and then

select the Login Method. The methods include: Password or Identity U-Safe.

Login Method *




Q TIP

If the login method is Identity U-Safe, you can select an already added
Identity U-Safe from the Bind U-Safe drop-down list to bind it.

5. Click Add to create the programming station.

Bind an Identity U-Safe to a
programming station

Q TP

You can use the Identity U-Safe to sign in to the Programming Station client

after binding.

1. Signin to OBIS.
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2. Inthe Ecosystem section of the left menu, click Factory, and then select the

corresponding factory to navigate to the factory page.

3. On the factory page, select the Station tab, and then click the Options : icon
for the corresponding programming station and select Bind.

() Oowrs™ o7 Securtty @ testXiandan0525Cioud SRS

< testXiandan0525Cloud (Heimal O Settings A

10153779162775552 guangdong *hkkkkKkk%k © C &) xiandan &

2026-08-1217:02:25 2026-05-25 141911

7 Fier 1 v 'l > Refresh It Sortl + Add
e gned Batch
. I Test-3.1-0825 Identity U-Safe . - - o Unavaiable (H]
. $tation080500100 identity U-Safe 10003F00A7090F69 sit-performance0001 o Available ¢
5tation0B0S009S \dentity U-Safe - 10013F00A7090F 69 - o avallable. [ )
station0B050096 Identity U-Safe B, 10023F00A7090F69 - o Available  Delete
station08050098 \dentity U-Safe - 10033F00A7090F69 - * Available
station08050099 \dentity U-Safe R 10043F00A7090F69 « Avaliable
station08050097 identity U-Safe - 10053F00A7080F69 - * Available
5tation08050091 Identity U-Safe - 10063F00A7090F69 -  Avallable
station08050094 \dentity U-Safe 10073F00A7090F69 o Available
station08050090 \dentity U-Safe - 10083F00A7090F69 - * Available

Total:130 30/ poge 1

4. In the Bind Identity U-Safe window, select the Identity U-Safe you want to bind
and then click Add to bind it to the programming station.
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Bind Identity U-Safe
U-Sote for Programming Station *

Unbind an Identity U-Safe from a
programming station

A\ WARNING

After unbinding, the Identity U-Safe can no longer be used to sign in to the

Programming Station client.

1. Signin to OBIS.

2. In the Ecosystem section of the left menu, click Factory, and then select the

corresponding factory to navigate to the factory page.

3. On the factory page, select the Station tab, and then click the Options : icon

for the corresponding programming station and select Unbind.
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Dowonrwtsey 0 @ testXiandan0525Cioud SRS

testXiandan0525Cloud (Heimsl O Settings A
@ Product
KMS
10163779162775552 Cloud guangdong *kkkkkkkk ® C &) xiandan
@ px
2026-08-1217:02:25
] [ Factory

8 u-sate Overview  Batch Member

7 Filter v = Columns  C Refresh =t Sort:l + Add
@ Device History

Stotion Login Method Line Number u-Safe Name As! ed Botch Status
2 Account Test_Usafe Identity U-Safe - 00003F0078809CI0 B — B

Accou

2 Group TEST 0731 Password 23 - COPY_xddcc_0805_b0 * Busy Edit

csat0525 Password dww - - * Avalloble [:

Delete

4. In the Confirm Action window, click Confirm to unbind the Identity U-Safe for

the programming station.

Confirm Action

Cancel
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Edit a programming station

Q TP

When the programming station status is Busy, the Edit option is grayed out and
unavailable. After unassigning the programming station from the batch, the
station status changes to Available, and the station can then be edited.

1. Signin to OBIS.

2. In the Ecosystem section of the left menu, click Factory, and then select the

corresponding factory to navigate to the factory page.

3. On the factory page, select the Station tab, and then click the Options : icon

for the corresponding programming station and select Edit.

(2 owtons 17 securty 6 Cloud Factory Ce®

< Cloud Factory (Nesmel © Settings A

&) Admine

10341475413917696 Cloud

2026-08-1217:04:57 2026-06-10 18:46:37

Station Password - - - * Avalioble [j
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4. In the Edit Station window, enter the Station Name and Line Number, select the
Login Method, and then click Save to edit the programming station.

Edit Station

Delete a programming station

A\ WARNING

Deleted programming stations cannot be recovered. Please proceed with

caution.

1. Signin to OBIS.

2. In the Ecosystem section of the left menu, click Factory, and then select the

corresponding factory to navigate to the factory page.
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3. On the factory page, select the Station tab, and then click the Options * icon

for the corresponding programming station and select Delete.

D osonsorsecny 0 @ Cloud Factory Ce®
< Cloud Factory (Nesmel © Settings A
(o) du
£ KMs
10341475413917696 - *khkkkkkk ® C
© e
2026-08-1217:04:57 2026-06-10 18:46:37
Ib Factory
8 u-safe
=t Sortl + Add
5] i
Station P "
P asswor « Avaltie )
2, Group View Password
Edit

4. In the Confirm Action window, click Confirm to delete the programming station.
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Confirm Action

Check the programming station
password

Q TP

When the login method for the programming station is Password, the system
will generate a random password, which can be used to sign in to the

Programming Station client. Currently, the randomly generated password can't
be changed.

1. Signin to OBIS.

2. In the Ecosystem section of the left menu, click Factory, and then select the
corresponding factory to navigate to the factory page.
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3. On the factory page, select the Station tab, and then click the Options : icon

for the corresponding programming station and select View Password.

D) omtosws~oTsecurty () @ Cloud Factory o 9 @
< Cloud Factory (Nesmel © Settings A

@ Product

L2 KMs
10341475413917696 Cloud = R

@ fx
2026-08-1217:04:57 2026-06-10 18:46:37

| (4 Factory

8 u-safe Overview  Batch Member

T fiter v = Columns  C Refresh 3t Sortl + Add
(@ Device History
station Login Method Line Number U-safe Name Assigned Botch
a . Station Password - - - * Avalioble D
Accoun
Edit
Delete

4. In the Password window, you can check and copy the sign-in password for the

programming station.
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Version: v3.3.0

How to manage a batch
and assignh a programming
station in OnBoard Edge
Service

This article will guide you through the following operations in OnBoard™ loT Security
(OBIS):

e Check batch status
e Assign a programming station to a batch
e Unassign a programming station from a batch

e Turn off, turn on or delete a batch

Prerequisites

Before getting started, please ensure that:

e The factory has already been configured.

e You have factory role permissions as a Factory Admin or Factory Manager.

Check batch status

1. Signin to OBIS.
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In the Ecosystem section of the left menu, click Factory, and then select the

corresponding factory to navigate to the factory page.

On the factory page, select the Batch tab, and then you can check the batch
status.

() Oowrs™ o7 Securtty @ testXiandan0525Cioud SRS
< testXiandan0525Cloud (Heimal O Settings A
e du
L M
10153779162775552 guangdong *hkkkkKkk%k © C &) xiandan &
@ Pxi
2026-08-12 16:35:05 2026-05-25 14:19:1
(5 Factory
8 u-sate

21 Sortd

. . COPY_xddce_mg24_b2 xddee_mg24_v2 PROD ! 2026-09-1123:59:59  Running
o COPY_COPY_COPY_— 4= yor_with_region PROD budad 2026-09-06 23:59:59 * Running
COPY_COPY_xddcc.. 4o yer_with_region PROD o 2026-09-06 23:59:59 o Running

shao_1_cloud_bo shao_1_cloud PROD n 2026-09-04 23:59:59 o Finished

COPY_COPY_secure_on socure_on_v0 TEST o 2026-09-04 23,59:59 o Running

COPY_xddce_0805.. %L yor_with_region PROD o 2026-09-04 23:59:59 o Running

batch_with_longnot. 4= yar_with_region PROD puad 2026-09-03 23:59:59 * Runaing

batch_with_region Jety ver_with_region PROD e 2026-09-03 23:59:59  Running

b_stopped_0 ver_approved_1 PROD e 2026-09-03 23:59:59 o Stopped

used Kkoy——used TEST ol 2026-08-19 23:59:59 o Runaing

Totakl  30/Poge ~ 1

Description of batch status:

Can
be .
Status Description
turned

on

S The default state after creating a batch. You can bind
unnin -
g it to a programming station.
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Can
be

turned

Status

on

Stopped Yes

Finished No

Expired No

Description

The batch is currently turned off. You can turn it on to

bind it to a programming station.

The status after batch programming is completed.

The batch has expired before the programming was
completed.

Note: After a batch expires, most functions related to
that batch will no longer operate normally, including
programming in the Programming Station client. It is

recommended to delete the expired batches.

Assign a programming station to a batch

Q TP

A batch can be assigned to multiple programming stations, while a

programming station can only program one batch at the same time.

Assign a programming station with the Available status to a batch for programming:

1. Signin to OBIS.
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2.

In the Ecosystem section of the left menu, click Factory, and then select the

corresponding factory to navigate to the factory page.

On the factory page, select the Batch tab and click the batch to navigate to the
batch page.

In the Assign Station section of the batch page, confirm that the batch status is

Running, and then select the programming station with the Available status for

() Oowrs™ o7 Securtty e COPY_xddce_0B05_b0 SRS

< COPY_xddcc_0805_b0 (elly Actions v

U
Basic Info
s  Foctory OrderNumber: 1348 081389
(4 Factory * Running testxiandan 0525Cloud
B uUsate = Baehsynee ©®  Syne od 026-09-04 23:59:5
aaaaaaaa ofio
2026-08-05 1017:3
Assign Station 7 Fitter olumr * Refre =t sortd
: : O

TEST 0731 PossWOn d 2 COPY_xddcc_0805_b0 o busy

€5at0525 Passwor g dww - o Avaliable

In the Confirm Action window, click Confirm to complete the assignment of the
programming station. After the assignment, the programming station status will

change to Busy.
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Confirm Action

Unassign a programming station from a
batch

A\ WARNING

After unassignment, the corresponding programming station can no longer be
used for programming this batch.

1. Signin to OBIS.

2. In the Ecosystem section of the left menu, click Factory, and then select the

corresponding factory to navigate to the factory page.

3. Onthe factory page, select the Batch tab and click the batch to navigate to the
batch page.
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4. In the Assign Station section of the batch page, find the corresponding batch

and uncheck the programming station with the Busy status.

COPY_xddcc_0805_b0

< COPY_xddcc_0805_b0 (Jally

Basic Info

Assign Station

Test_Usafe
TEST 0731

cs5at0525

2608051017310015

* Running
synced

No Records

1_regi

Identity U-Safe
Password

Password

Actions v
13481081389
testXiondan0525Cloud
2026-09-04 23:59:59
o/
2026-08-05 10:17:31
Zt Sortd
- - * Avalloble
2 COPY_xddce_0805_bO
- * Avalioble

5. In the Confirm Action window, click Confirm to complete the unassignment of
the programming station. After unassignment, the programming station status

will change to Available.
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Confirm Action
Do you want t nassign the stat

Turn off, turn on or delete a batch

@ INFO

After a batch is deleted, any programming stations assigned to that batch will

be automatically unassigned.

—_—

. Sign in to OBIS.

2. In the Ecosystem section of the left menu, click Factory, and then select the

corresponding factory to navigate to the factory page.

3. On the factory page, select the Batch tab and click the batch to navigate to the
batch page.

4. On the batch page, click Actions and then select Turn Off, Turn On or Delete.
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Q TP

A batch can only be deleted when it is in @a non-running status.

@ owonsrotseuny 0 @

COPY_xddee _0805_b0

< COPY_xddcc_0805_b0 (Jally

@ Product

P KMS Basic Info
@ Px
I (4 Factory

& Uu-safe

(® Device History

R ount

2 uj

Assign Station
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TEST 0731
cs5at0525

2608051017:

310015

© Running

synced

No Records

Identity U-Safe
Password

Password
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How to check factories in
OnBoard™ loT Security

This article will guide you on how to check factory information, factory status,
programming station information, and batch information in OnBoard™ IoT Security
(OBIS).

Prerequisites

Before getting started, please ensure that you have factory role permissions as a

Factory Admin or Factory Manager.

Check factory status
1. Signin to OBIS.

2. In the Ecosystem section of the left menu, click Factory. On the Factory page,

the Status column will display three statuses: Normal, Locked, and Pending.
Q e
The factory list only displays the factories you are involved in.

Click the Filter ¥, Sort =1, Refresh C, and Columns Options ‘= icons to
filter, sort, refresh data, and to customize which columns are shown and

how they are ordered.
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@ | Factory 09 @

Factory

(8

Cloud @ admine * Normal

Local Factory - Local @ admine  Pending

Description of factory status:

Status Description

The factory can be selected when creating a batch.
o Local factory: Once an HSM U-Safe is added to the local

Normal . .
factory, the status will change from Pending to Normal.

o Cloud factory: The initial status of a cloud factory is Normal.

Locked The factory has been locked, and can't be used normally.

The factory status after the factory creation but without adding
an HSM U-Safe, and the factory can't be selected when creating
a batch.

Note: This status applies only to local factories.

Pending
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Check the factory information

1.

2.

3.

Sign in to OBIS.

In the Ecosystem section of the left menu, click Factory, and then you can
check the factory list on the Factory page.

() OnBoars™ toT Security @ | Factory 089 ®

.

Factory

Cloud @ Admin o Normal

Local 1", Admin * Pendi ng

Select the corresponding factory to navigate to the factory page, and then you
can check the factory-related information (such as Factory ID, Type, and
Location).
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Q TP

For a local factory, after contacting Snowball for assistance in deploying
OnBoard Edge Service, the corresponding service address can be found in
the factory information. This service address will be used to sign in to

OnBoard Edge Service and the Programming Station client.

o ®

@ Cloud Factory

8

< Cloud Factory (Hesmal

kkkkkkkk ® C

10341475413917696 Cloud

2026-06-10 18:46:37

2026-08-1216:13:49
| & Factory
Mer

2 safe Overview  Batch  Station smber
[ +0aa }
jin authent Juring progr )

Identity U-Safe

Check the programming station
information

1. Signin to OBIS.

2. In the Ecosystem section of the left menu, click Factory, and then select the

corresponding factory to navigate to the factory page.
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3. On the factory page, select the Station tab, and then you can check the

programming station information (such as Login Method, Status, and Assigned
Batch).

(8
B

Cloud Factory Ce®

< Cloud Factory (Nesmel

10341475413917696 Cloud Khkkhkkkk @ (

2026-08-1217:04:57 2026-06-10 18:46:37

Check the batch information

Local factory = Cloud factory

Q TP

After selecting the corresponding factory when creating a batch, the Batch

tab on the factory page will synchronize the batch data.

1. Signin to OBIS.
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1.

2.

In the Ecosystem section of the left menu, click Factory, and then select the

corresponding factory to navigate to the factory page.

On the factory page, select the Batch tab, and then you can check the batch

information (such as Batch, Version, and Production Progress).

() OnBoard™ 1T Security D @ Test0924_Factory . @ Q

< Test0924_Factory (Heimal © Settings A

3101175633149952 Local *kkkkkkkx ® C

2026-08-1216:40:21 192168.40.100 00003F007D466ASD  +2 2024-09-2410:12:41

=t Sortd
stor
- batch-301-812 version-301 TEST ohos 2026-09-11 23:59:59 * Running
COPY_1_MG24 1 TEST Vs 2026-09-11 23:59:59 ® Running
COPY_xddcc xddee _mg24 _v2 PROD . 2026-09-11 23:59:59 o Finished
Batch-telink-0812-3 Version-telink TEST ;”““ 2026-09-11 23:59:59  Running
Silicon-0812 version-silicon TEST :’ e 2026-09-11 23:59:59  Running
! 1 TEST "'_ 2026-09-11 23:59:59 o Finished
Batch-telink-0812-2 Version-telink TEST :"” 2026-09-11 23:59:59 o Running
xddee_0805_b0 sy ver_with_region PROD huded 2026-09-04 23:59:59 o Running
COPY_MG24 usa Version Test1.0 TEST aied 2026-09-02 23:59:59 o Running
-—
COPY_Batch-CopyV-01 COPY_v1.0.0-sr¢ TEST ohos 2026-08-27 23:59:59 * Running
Totat 283 30/ Page [ >

Q TP

After selecting the corresponding factory when creating a batch, the Batch

tab on the factory page will synchronize the batch data.

Sign in to OBIS.

In the Ecosystem section of the left menu, click Factory, and then select the

corresponding factory to navigate to the factory page.
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3. On the factory page, select the Batch tab, and then you can check the batch

information (such as Batch, Version, and Production Progress).

() Ostioard™ 1oT Security ] @ testXiondan0525Cloud

< testXiandan0525Cloud (Nesmal
10153779162775552

2026-05-25 14:19:11

Overview Station  Member

a . COPY_xdd: g24_b xddcc_mg24 _v2
" >OPY_COPY_COPY_.. 4 ver_with_region
COF IPY _xdd: & ver_with_region

shao_1_cloud_b0 shao_1_cloud

COPY_COPY_secure_on. secure_on_vo0

COPY_xddce _0805.. el ver_with_region

batch_with_longnot.. 4 ver_with_region

batch_with_reglon Jey ver_with_region
b_stopped_0 ver_approved_1
Koy _used Kkey——used

guangdong

PROD
PROD
PROD
PROD
TEST

PROD
PROD
PROD
PROD

TEST

S

© Settings A

*hkkkkkkk ® C &) xiandan &

2026-09-11 23:58:59

2026-09-06 23:59:59

2026-09-06 23:59:59

2026-09-04 23:59:59

2026-09-04 23:59:59

2026-09-04 23:59:59

2026-09-03 23:59:59

2026-09-03 23:59:59

2026-09-03 23:59:59

2026-08-19 23:59:59

Totat: N 30 [ Page

 Running

* Running

© Running

o Finished

© Running

* Running

© Running

* Running

* Stopped

* Running

21 Sortd

4. Select the corresponding batch to navigate to the batch page, and then you

can check the batch-related information.
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How to check U-Safes Iin
OnBoard™ loT Security

This article will guide you on how to check the parameters and status of the U-Safe
bound to the factory in OnBoard™ loT Security (OBIS).

Prerequisites

Before getting started, please ensure that:

e The factory has been created and that the HSM U-Safe and Identity U-Safe

have been bound.

e You have OBIS role permissions as a System Manager.

Instructions
1. Signin to OBIS.

2. In the Ecosystem section of the left menu, click U-Safe. On the U-Safe page,

you can check all the U-Safe information bound to factories within the tenant.
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Q TP

Click the Filter ¥, Sort =1, Refresh C, and Columns Options ‘= icons to
filter, sort, refresh data, and to customize which columns are shown and

how they are ordered.

You can click the Options : icon for the corresponding U-Safe and select

Lock or Unlock to lock or unlock the U-Safe.

00003F008285CE52 Factory2.0 HSM U-Sate $ Admin & o Normol (=]

Total:1  30/Page 1

Description of U-Safe status:

Status Description

The U-Safe status after adding the HSM U-Safe and Identity U-
Normal Safe during factory configuration, and the U-Safe can be used

normally.
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Status Description

Locked The U-Safe has been locked, and can't be used normally.
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How to check device
history in OnBoard™ loT

Security

This article will guide you on how to check the device history records within the

tenant in OnBoard™ loT Security (OBIS).

Prerequisites

Before getting started, please ensure that:

e The device has already been programmed.
e You have either the product role permissions for the relevant product, or the

factory role permissions for the relevant factory.

Instructions

1. Signin to OBIS.

2. In the Records section of the left menu, click Device History, and then you can

check the device history records on the Device History page.
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Q TP

Click the Filter ¥, Sort =1, Refresh C, and Columns Options ‘= icons to
filter, sort, refresh data, and to customize which columns are shown and

how they are ordered.

@ / Device History

(8

Device History 7 FRer) v

(@ showing devices manutactured in the last 7 days, Modity date range via Filter to view more

721133b4ct3cabBa373732484¢552bet 2026-08-1214:06:00 Version-telink Batch-telink-0812-2 Test0924_Factory * Success

I (@ Device History

Description of device history information:

Information Description

Device ID Device identifier.

Manufacture The date and time of device manufacture, in the format
Time YYYY-MM-DD HH:MM:SS.

Product ) ) i
. The version name of the corresponding device.
Version
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Information Description
Batch The batch name of the corresponding device.
Factory The factory name of the corresponding device.

The status of the device programming result, such as
Status .
Success and Fail.

3. Select the corresponding Device ID to navigate to the device page, where you

can check the device-related information.

Q TP

Hover the mouse over the QR code &4 icon to display the device QR code,

which is used for secure and fast commissioning.

o The Matter Detail section displays the DAC information (such as DAC
Serial No., Not Before, and Not After). The DAC Serial No. can be
used to revoke the certification of the corresponding device.

o The DAC Certificate section displays the encoding of the CA
certificate. By parsing the encoding of the CA certificate, key
certificate attributes such as the issuer information, validity period, and

public key can be extracted.

o System and Extend fields

o Chip Config

o Matter Config (Matter Detail and Configuration)
o Certificate (DAC Certificate)

o Firmware
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o Factory Data

o Programming Station File

o Attachment File

Lotest Profie won-ou-n wra

g e—
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How to create an account
in OnBoard™ loT Security

This article will guide you on how to create an account in OnBoard™ loT Security

(OBIS) so that you can add users to access and operate OBIS.

Prerequisites

Before getting started, please ensure that you have OBIS role permissions as a

System Manager.

Instructions
1. Signin to OBIS.

2. In the Admin section of the left menu, click Account, and then click Create.
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() onBoars™ ioT Security (] @ | Account 1 @ @

Account

@ Product Manage your team members and their permissions

D KMS User Email User Role Created Time Stotus

L KMs

© X ® User com SystemMonager  +4  2026-08-1114:40:10 o Active
@ 2dmin i incom  Systom M +8  2026-06-0917:05:33 o Active

3. Onthe Create Account panel, enter and select the user-related information.

Q TP

For more information, refer to the Role classification and permission
description.
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Create Account

Cancel

Description of user information:

Information Mandatory Description

User email, used to receive notifications and

verification information; it must be real, valid,
Email Yes and unique.

Note: After the account is created, the email

can't be changed.

Name Yes User name, which does not need to be unique.
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Information  Mandatory Description

A user can be assigned multiple roles. User
roles determine the user's access and

User Role Yes operation permissions. For more information,
refer to the Role classification and permission

description.

Provide an additional contact method besides

Phone No. No ) o
email for easy communication.
Provide additional information related to the
Notes No user, such as special requirements and

important notes.

4. Click Create to complete the account creation.
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How to check accounts in
OnBoard™ loT Security

This article will guide you on how to check account information, AK (Access Key),

and SK (Secret Key) in OnBoard™ loT Security (OBIS).

Instructions

1. Signin to OBIS.

2. In the Admin section of the left menu, click Account to navigate to the Account

page.

3. On the Account page, select the corresponding user.
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(&) owosra o7 Security @ / Account

Ce®
Account -
rodu Manogs i oo
KM
o P & User test@domain.com System Manager  +4 2026-08-1114:40:10 * Active
@ ~dmin admin@domain.com System Manager  +8 2026-06-09 17:05:33 o Active

On the user page, you can check the account-related information (such as User
Role, Basic Information, and Audit).

Q TP

In the Access Keys section, you can view or reset the AK or SK. AK and SK
can be used for authentication and API calls.
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(@ otowraioTSecuty (D @/ Account | User

core

)
[

* User Created T A Created B
@ Product < . test@domain.com ¢ B o o o ’
2026-08-1114:40:10 @ admine
P s User Role
Notes
@ e " " 9 2
tcosvsTim o
(3 Factory AccessKeys = O Reset AK/SK
v ) )
Access Key (AK Secret Key (5K
L] L}
stcoaos y
(@ Device History
Basic Information
ADM
B Tenant %, Phone
I R Account Admin -
2\ Group
Audit
V Filter v = Columns C Refresh =t Sort
Operator Organization Operation Type Operation Time
@ admine Admin Edit User 2026-08-1116:35:20
@ admine Admin Create 2026-08-1114:40:10
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How to manage accounts
in OnBoard™ loT Security

This article will guide you through the following operations in OnBoard™ loT Security

(OBIS) to manage user access and permissions for OBIS:

e Edit the information of an account
e Lock or unlock an account

e Delete an account

Prerequisites

Before getting started, please ensure that you have OBIS role permissions as a

System Manager.

Edit the information of an account

1. Signin to OBIS.

2. In the Admin section of the left menu, click Account to navigate to the Account

page.

3. On the Account page, click the Options : icon for the corresponding account

and select Edit.
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() onBosrs™ 0T Security D @ | Account

Ce®

focount tor v = Coumms G Retisn 51 Sond
& Product Ve o ter 1 e par
@ P & User test@domain.com System Manager  +4 2026-08-1114:40:10 ® Active D

@ amin admin@domaincom  SystemMonager +8  2026-08-0917.0633 e Active
Factory
@ v-sate Dol
B jist
- Iroup

On the Edit Account panel, change the account information (Name, User Role,
Phone No., and Notes), and then click Save.

Q TP

A user can be assigned multiple roles. User roles determine the user's

access and operation permissions. For more information, refer to the Role
classification and permission description.
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Lock or unlock an account

Q TP

Lock the account to prevent its sign-in and use. Once locked, the account

status will change to Disabled.

1. Signin to OBIS.

2. In the Admin section of the left menu, click Account to navigate to the Account

page.

3. On the Account page, click the Options : icon for the corresponding account

and select Lock or Unlock.
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(8
124
»

ccccc t Ce®

Account

® User test@domain.com SystemManager +4  2026-08-1114:40:10 o Active
@ Admin admin@domain.com SystomManager  +8 2026-06-09 17:05:33 * Active

4. Inthe pop-up window, click Confirm to lock or unlock the account.

Delete an account

A\ WARNING

Deleted accounts cannot be recovered. Please proceed with caution.

1. Signin to OBIS.

2. In the Admin section of the left menu, click Account to navigate to the Account

page.

3. On the Account page, click the Options : icon for the corresponding account

and select Delete.
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4.

@ | Account o 9 @
Account . .
Produ Manage your pe
D KMS ~
© fx ® User test@domain.com SystemManager  +4  2026-08-1114:40:10 o Active D
@:.dmm admin@domain.com System Manager  +8 2026-06-09 17:05:33 * Active Edit
Factory
B Hist

In the Confirm Action window, click Confirm to delete the account.

Q e

If the user has admin rights for some resources, those resources must be
transferred to another active user before the account is deleted.
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This user has admin rights for the resources below, transfer
resources to another active user before deletion.

Product

Target Admin *

Cancel

361/600



Version: v3.3.0

How to create a group in
OnBoard™ loT Security

This article will guide you on how to create a user group in OnBoard™ loT Security

(OBIS) for centralized user management.

Prerequisites

Before getting started, please ensure that you have OBIS role permissions as a

System Manager.

Instructions
1. Signin to OBIS.

2. In the Admin section of the left menu, click Group, and then click Create.
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() onoara™ 0T Security (D @ | Group

Group

° . 7 Fiter v = Columns C refresh It Sortl
@ Product Group your team and assign permissions together

£ xms Group Name Member Member Count Admin Created Time

@ e

(v Factory

& u-sate

(@ Device History

R Account

A, Group

3. On the Create Group panel, enter the user group related information.

x

Group Nome *

Notes

conee!

Description of user group information:
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Information  Mandatory Description

Group )
Yes The user group name must be unique.
Name
Provide additional information related to the
Notes No user group, such as special requirements and

important notes.

4. Click Create to complete the user group creation.
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How to check groups in
OnBoard™ loT Security

This article will guide you on how to check group details in OnBoard™ loT Security
(OBIS).

Instructions
1. Signin to OBIS.

2. In the Admin section of the left menu, click Group to navigate to the Group
page.

3. On the Group page, select the corresponding group.
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Product

KMS

PKI

Factory

u-safe

Device History

Account

sated Time

o

2026-08-1217:35:58

4. On the group page, you can check the group related information (such as
Member, Linked Product, and Audit).

(@) ovsows o7 secuty

Product

® Group
< Group
U Admin©

Member Linked Product

User
@ acmine

Audit

2026-08-1217:35:58
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How to manage groups in
OnBoard™ loT Security

This article will guide you through the following operations in OnBoard™ loT Security

(OBIS) to manage the access and permissions of user group members for OBIS:

» Edit the information of a user group
e Add a user group member

o Update the user group member role
e Remove a user group member

e Delete a user group

Prerequisites

Before getting started, please ensure that you have OBIS role permissions as a

System Manager.

Edit the information of a user group
1. Signin to OBIS.

2. In the Admin section of the left menu, click Group to navigate to the Group

page.

3. On the Group page, select the Options : icon for the corresponding user group

and select Edit.
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@ outonsoTsecuty (0 @/ Group o0 ®

Group 7 Filter = Columns C Refresh It Sort:)
@ Product Group your team and GEsign permissions together
O KMs Group Name Member Member Count Admin Created Time
9 Group ) 1 @ admine 2026-08-1217:36:58 =]
(3 Foctory Delete
& u-safe

(@ Device History

R Account

A, Group

4. On the Edit Group panel, change the user group information (Group Name,
Admin, and Notes), and then click Save.

,

Group Nome * Group
Admin Admin(admin@domain.com)

Notes

Cancel
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Add a user group member

—_—

. Signin to OBIS.

2. In the Admin section of the left menu, click Group to navigate to the Group

page.
3. On the Group page, select the corresponding user group.

4. On the group page, click Add.

s Admin = 2026-08-1217:35:58

1 + Add

A A umt r R erator pdate L
2, Grou
@ Acmin Admin @ admine 2026-08-1217:35:58

5. In the Add Member window, enter the email address and assign the
corresponding roles. Then, click Add to complete adding the user group

member.
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Email Address *

Assign Role *

Update a user group member role

1.

Sign in to OBIS.

In the Admin section of the left menu, click Group to navigate to the Group

page.
On the Group page, select the corresponding user group.

On the group page, click the Options : icon for the corresponding member and
select Edit Role.
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5.

() onoara™ 0T Security (D

@ Product

L KMs

(v Factory

& u-safe

(@ Device History

R Account

A, Group

@ Group

< Group

s Admin &

Member Linked Product

& Usere

@ admine

3 Created Time
2026-08-1217:35:58

Audit

User Role

Normal Member

Admin

Operator
0 Admin &

@ admine

T Filter v = Columns  C Refresh

Update Time

2026-08-1217:3711

2026-08-1217:35:68

o8

g

Remove

In the Edit User Role window, select the corresponding roles. Then, click Save

to update the user group member role.
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Remove a user group member
1. Signin to OBIS.

2. In the Admin section of the left menu, click Group to navigate to the Group

page.
3. On the Group page, select the corresponding user group.

4. On the group page, locate the Group Member section and then click the

Options : icon for the corresponding member and select Remove.

2 @ s o X
Group
W Admin 2026-08-1217:35:58
Member Linked Product Audit
+ Add
R Account . - Jate o
2, Grou
@ User Noemol Member @ admine 2026-08-1217:37:11 D
@ admines Admin @ admine 2026-08-1217:35:58 Edit Role

5. After verifying that the information is correct in the pop-up window, click

Confirm to remove the user group member.
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Delete a user group

A\ WARNING

Deleted user groups cannot be recovered. Please proceed with caution.

1. Signin to OBIS.

2. In the Admin section of the left menu, click Group to navigate to the Group

page.

3. On the Group page, click the Options : icon for the corresponding user group

and select Delete.
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@ outonsoTsecuty (0 @/ Group o0 ®

Group @ fiter v = Columas  C Refresh It Sotd
® Product Group your team and ossign permissions together o - _
Group Name Member Member Count Admin Created Time
L KMs P
o i Group 6] 2 @ admine 2026-08-1217:35:58 =
pro— Edit
> rocr

& u-sate

Rce

(@ Device History
ADMIN

A Account

4. In the Confirm Action window, click Confirm to delete the user group.
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Overview of OnBoard Edge
Service

@ INFO

Operations in OnBoard Edge Service are applicable only to local factories, while
operations for cloud factories can be performed directly in OnBoard™ IoT

Security (OBIS). Please contact Snowball for assistance with the deployment.

OnBoard Edge Service manages Production Batches at the factory level, enforces
authorization constraints locally, and enables intranet-connected Programming
Stations to perform production execution. It provides an intranet-accessible web
portal through which factory managers can monitor production status and perform
administrative operations. OnBoard Edge Service provides the following core

capabilities:

Production Batch Management

It supports concurrent Production Batch operations from one or more OEMs. Factory
managers monitor batch status, allocate batches to Programming Stations, and

manage batch lifecycle through the web portal.

Programming Station Management

Factory managers can manage Programming Stations through the web portal,

including:
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o Create and configure Programming Stations, including secure authentication
method for connections to OnBoard Edge Service (ldentity U-Safe, password, or
no password)

» Allocate batches to Programming Stations from OnBoard Edge Service
(alternatively, operators can specify a Batch ID or Production Order ID directly

from Programming Station Software)

o Deliver the associated Programming Station Software package to Programming

Stations

Production Device Record Management

OnBoard Edge Service generates per-device production records from Programming
Stations and submits them to the OBIS cloud platform. It can also interoperate with
existing factory systems—such as MES and factory testing systems—to exchange
production records. OnBoard Edge Service does not have access to product key
materials at any point. All cryptographic key material processing occurs exclusively

within the EdgeHSM hardware boundary.
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How to sign in to OnBoard
Edge Service

Th

@ INFO

Operations in OnBoard Edge Service are applicable only to local factories, while
operations for cloud factories can be performed directly in OnBoard™ IoT
Security (OBIS).

is article will guide you on how to sign in to OnBoard Edge Service using either

the "Email + Password" or "Email + Verification code" method.

P

rerequisites

Before getting started, please ensure that:

The factory has been created and configured. For detailed instructions, refer to
the steps for creating a factory, configuring a factory, and configuring a

programming station.
You have factory role permissions as a Factory Manager.
Have contacted Snowball for assistance in deploying of OnBoard Edge Service.

You have obtained the HSM U-Safe for identity authentication from Snowball,
and inserted the corresponding HSM U-Safe (added during factory

configuration) into the local factory server.

Your sign-in device is within the factory service intranet environment.
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Q TP

The factory server requires at least 1 HSM U-Safe. Inserting multiple HSM U-
Safes can improve server performance, and the quantity can be purchased

according to the needs of the production line.

Method one: Password

@ INFO

* When the Internet is disconnected, OnBoard Edge Service only supports

identity verification using the "Email + Password" method.

o After a Factory Manager is added, the system automatically generates an
initial password and sends it to the corresponding email address. Currently,
this randomly generated password can be reset, but custom modification is

not yet supported.

1. Enter the following address in the browser address bar: http://<Service
Address>:32334/login.

Q TP

Replace <Service Address> with the actual service IP. For more

information, refer to how to check service address.

2. On the OnBoard Edge Service sign-in page, select Password, enter your email

and password, and then click Sign In.
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e OnBoard Edge Service @ english v

OnBoard Edge Service

Verification Code

Email is required

3. After a successful sign-in, the page will navigate to the home page of OnBoard

Edge Service.

e OnBoard Edge Service %] o G User
= Factory
Batch
SNOWBALL FACTORY DEMO04
Station
Factory ID Nome Type Location
3290228821327872 O SNOWBALL FACTORY DEMO04 Local m
APl Secret Key Creator Creation Time
kkkkkkkk © Michael 2024-10-10 17:28:36 UTC+08:00
Factory Manager EX
Email Q  Name Phone No. Status
carlxda@domain.com Corl +678 17712341234 ® Active
Zy@domaincom Zytest +678 17712341234 o Active
userl@domain.com User - ® Active
wooyuluo@domain.com xiaoyu ® Active
c17612120344@domain.com €176121203441222@ domain.com +1176121203441222 ® Active
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Method two: Verification code

1. Enter the following address in the browser address bar: http://<Service
Address>:32334/login.

Q TP

Replace <Service Address> with the actual service IP. For more

information, refer to how to check service address.

2. Onthe OnBoard Edge Service sign-in page, select Verification Code, enter your

email, and then click Send Code.

© onsoardedge service @ english ~

OnBoard Edge Service

Password | Verification Code 3 e
\ .‘\
-~

3. Sign in to your email, check the verification email from OBIS which contains a

six-digit verification code.
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4. On the OBIS sign-in page, enter the six-digit verification code you received in

your email, and then click Sign In.

5. After a successful sign-in, the page will navigate to the home page of OnBoard

Edge Service.

©) onsoard edge service @ o fip User
= Factory
Botch
SNOWBALL FACTORY DEMO04
Station
Factory ID Nome Type Location
3290228821327872 & SNOWBALL FACTORY DEMO04 Local m
API Secret Key Creator Creation Time
Hk kR kR kK © Michael 2024-10-10 17:28:36 UTC+08:00
Factory Manager s C
Email Q Name Phone No. Status
carlxdo@domain.com Carl +678 17712341234 *® Active
Zy@domaincom zytest +678 17712341234 *® Active
userl@domain.com User - e Active
waoyuluo@domain.com xaoyu - e Active
c17612120344@domain.com €176121203441222@ domain.com +1176121203441222 e Active
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Version: v3.3.0

How to manage factories in
OnBoard Edge Service

@ INFO

Operations in OnBoard Edge Service are applicable only to local factories, while
operations for cloud factories can be performed directly in OnBoard™ IoT
Security (OBIS).

This article will guide you through the following operations in OnBoard Edge Service:

Reset the Factory Manager password

Delete a Factory Manager

Lock or unlock an HSM U-Safe

Lock or unlock an Identity U-Safe

Prerequisites

Before getting started, please ensure that you can sign in to OnBoard Edge Service.

382 /600



Reset the Factory Manager password

Q TIP

After the password is reset, the system automatically generates a random

password and sends it to the corresponding email address.

1. Sign in to OnBoard Edge Service.

2. Inthe left menu, click Factory. Locate the Factory Manager section, and then
click the Options : icon for the corresponding Factory Manager and select
Reset password.

6 OnBoard Edge Service ) o i User

Batch

SNOWBALL FACTORY DEMO0412
Station

Factory ID Name Type Location

3290228821327872 7 SNOWBALL FACTORY DEMOO0412 Local CN

AP1 Secret Key Creator Creation Time

Fhkkhkkkkk © Michael 2024-10-10 17:28:36 UTC+08:00

Factory Manager

Email Q Nome Phone No. Status

carlxia@domain.com Carl +678 17712341234 ® Active D
2y@domain.com zytest +678 17112341234 o Active
userl@domain.com User - *® Active o
xiaoyuluo@domain.com xiGoyu - ® Active

€17612120344 @domain.com cl78121203441222@ domaincom +1176121203441222 ® Active

3. In the Confirm Reset window, click Confirm to reset the password.
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O Confirm Reset

Do you want to reset the password?

Delete a Factory Manager

1. Sign in to OnBoard Edge Service.

2. Inthe left menu, click Factory. Locate the Factory Manager section, and then
click the Options : icon for the corresponding Factory Manager and select

Remove.
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© onsoard edge service @ o G user

Factory
Batch
SNOWBALL FACTORY DEMO0412
Station
Factory ID Name Type Location
3290228821327872 7 SNOWBALL FACTORY DEMOO0412 Local CN
AP Secrot Key Creator Creation Time
KhkkhkK kK © Michael 2024-10-10 17:28:36 UTC+08:00

Factory Manager sc

Email Q Nome Phone No. Status

carlxio@domain.com Carl +678 17712341234 ® Active D
zy@domain.com ytest +678 17712341234 * Active Reset password
userl@domain.com User - ® Active

xiaoyu.luo@domain.com xiaoyu o Active

¢17612120344@domain.com €176121203441222@ domain.com +1176121203441222 ® Active

3. In the Confirm Remove window, click Confirm to delete the Factory Manager.

©  Confirm Remove

Do you want to remave this Factory Manager?

Cancel
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Lock or unlock an HSM U-Safe

Q TIP

Lock the HSM U-Safe to prevent its use and unbinding. Once locked, its status

will change to Locked.

1. Sign in to OnBoard Edge Service.

2. Inthe left menu, click Factory. Locate the HSM U-Safe section, and then click
the Options : icon for the corresponding HSM U-Safe and select Lock or
Unlock.

e OnBoard Edge Service @ 9] i User
Batch
SNOWBALL FACTORY DEMO0412
Station

U-Safe Name Q U-Safe Serial No. Q Status v Added By Update Time ¢

00003F00549D4B44 00003F00549D4844 e Normal Feng Zhang 2025-12-19 16:59:36 UTC.. |
00003F00970226€EA 00003F00970226€A e Normal Feng Zhang 2025-11-1718:24:14 UTC+..
00003FO0A7090FE9 00003F00A7090F69 * Normal Feng Zhang 2025-11-06 18:58:03 UTC..
00003FO08F76DD74 00003F008F76DD74 * Normal qgianxie 2025-10-24 20:09:32 UT..
0001BCON4822389 0001BCON4822389 ® Normal qlanxie 2025-10-24 20:08:07 UT..

Identity U-Safe

U-Safe Name Q  U-Safe Serial No. Q  Status vV  Added By Update Time &

0001BCO0BBCA1281 00018C0O0BSCA1281 e Normal Feng Zhang 2025-12-3017:29:34 UTC.

3. In the pop-up window, click Confirm to lock or unlock the HSM U-Safe.
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Lock or unlock an Identity U-Safe

Q TP

Lock the Identity U-Safe to prevent its use and unbinding. Once locked, its

status will change to Locked.

1. Sign in to OnBoard Edge Service.

2. Inthe left menu, click Factory. Locate the Identity U-Safe section, and then
click the Options : icon for the corresponding Identity U-Safe and select Lock

or Unlock.

e OnBoard Edge Service %] (4 i User
Batch
SNOWBALL FACTORY DEMO0412
Station
U-Safe Name Q U-Safe Serial No. Q Status Added By Update Time <
00003F00549D4844 00003F0054904844 * Normal Feng Zhang 2025-12-19 16:59:36 UTC..
00003F00970226€A 00003700970226€A * Normal Feng Zhang 2025-11-1718:2414 UTC+.
00003FO0A7080FE9 00003F00A7090F69 o Normal Feng Zhang 2025-11-06 18:58:03 UTC..
00003F008F768DD74 00003F008F76DD74 * Normal qianxie 2025-10-24 20:09:32 UT.
0001BCON4822389 0001BCONN4822389 * Normal qgianxie 2025-10-24 20:08:07 UT..

Identity U-Safe

U-Safe Name Q  U-Safe Serial No. Q  Status vV  Added By Update Time &
0001BCO0BEC41281 0001BC0O0BECA1281 * Normal Feng Zhang 2025-12-30 17:29:34 UTC..
00003F0074)0BDFO 00003F007410BDFO e Normal gionxie 2025-12-18 20:3222 UTC..

3. In the pop-up window, click Confirm to lock or unlock the ldentity U-Safe.
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Version: v3.3.0

How to manage a batch
and assignh a programming
station in OnBoard Edge
Service

@ INFO

Operations in OnBoard Edge Service are applicable only to local factories, while
operations for cloud factories can be performed directly in OnBoard™ loT
Security (OBIS).

This article will guide you through the following operations in OnBoard Edge Service:

e Check batches
e Assign a programming station to a batch
e Unassign a programming station from a batch

e Turn off or delete a batch

Prerequisites

Before getting started, please ensure that you can sign in to OnBoard Edge Service.
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Check batches

1. Sign in to OnBoard Edge Service.

2. Inthe left menu, click Batch to navigate to the Batch page.

©) onsoard edge service @ o wp user
Factory
SNOWBALL FACTORY DEMO04
Station
Factory ID Factory Name Service Type Sync Time
3200228821327872 0 SNOWBALL FACTORY DEMO04 Local 2025-12-26 11:46:07 UTC+08:00
Service IP Address Local HSM List
192168.40.107 000IBCON4822389  +1
Batch List sc

NotRunning  Running

Batchl.Q Batch . Env v Factor. Produc..Q Status ¥ Total Produc Remai Expi - Record. Creatio.8
833625.. wgrwq.. TEST - Product.. ® Finis. 2 2 0 2026-01. - 2025-12
833620 234234.. TEST - Product.. ® Runn. 222 0 222 2026-01 -, 202512
8336162 234234 TEST - Product e Runn, 12,344 2 12,342 2026-01.. Uploa.. 2025-12
833355.. test000.. TEST - I@HS%. ® Runn. 1 [ 1 2026-01. - 202512
8331763.. TEST-B.. TEST - Product.. ® Runn. 3 0 3 2026-01.. A - 2025-12..

Description of batch status:

Can
be o
Status Description
turned

on

RUNNi The default state after creating a batch. You can bind it to
unnin -
. a programming station.
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Can
be

turned

Status

on

Stopped Yes

Finished No

Expired No

Description

The batch is currently turned off. You can turn it on to bind

it to a programming station.

The status after batch programming is completed.

The batch has expired before the programming was
completed.

Note: After a batch expires, most functions related to that
batch in OnBoard Edge Service will no longer operate
normally, including programming in the Programming
Station client. It is recommended to delete the expired

batches.

1. On the Batch page, locate the Batch List section, and then select the

corresponding batch to navigate to the batch page.
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e OnBoard Edge Service @ I Gy user

& Factory

Batch
SNOWBALL FACTORY DEMO04 [0

Station
Factory ID Factory Name Service Type Sync Time
3290228821327872 0 SNOWBALL FACTORY DEMO0O4 Local 2025-12-26 11:46:07 UTC+08:00
Service IP Address Local HSM List

192.168.40.107 0001BCON4822389 +1

= C
Al NotRunning  Running
Batchl.Q Batch . Q Env v Factor.. Produc..Q Status ¥ Total Produc.. Remai.. Bxpi. 3 Record.. Creatio.8
833625.. wqQrwg.. TEST B Product.. ® Finis.. 2 2 0 2026-01. Uploda. 2025-12..
833620.. 234234, TEST - Product.. ® Runn. 222 o 22 202601 No Re— 2025-12..
8336162.. 234234 TEST - Product.. ® Runn. 12,344 2 12,342 2026-01.. Uploa.. 2025-12..
833355.. test000.. TEST - 1@HS%. ® Runn. 1 [ 1 2026-01. No Re. 2025-12..
8331753.. TEST-B.. TEST - Product.. ® Runn. 3 0 3 2026-01.. No Re.. 2025-12..
2. On the batch page, you can check the batch-related information.
© onsoard edge service @ o Gy User
& Factory
TEST-BATCH-MG24-10
Batch
< TEST-BATCH-MG24-10 TEST eiete
Station

Batch ID Factory Order Number Product Name Expiry Date

8331753638854656 - Producti216 2026-01-15 23:59:59 UTC+08:00

Total Produced Remaining

3 0 3

Assign Station sc
Station ID Q Station Nam.Q Sign In Meth_.v U-Safe Nam.. U-Sofe Stat. v U-Safe Seria.. Batch Name Status v
00383238 station1226e. No Password - - - - Available
17138435 station1226 No Password - - - - Available
16328728 stationl124 No Password - - - - Available
15341788 ttt No Password - - - - Available
03924941 testStation12.. Password - - - - Availat

= 08607623 tost u-safe Identity U-Sa. 00003F0074, * locked 00003F00741. - Unavailable
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Assigh a programming station to a batch

Q TIP

A batch can be assigned to multiple programming stations, while a

programming station can only program one batch at the same time.

Assign a programming station with the Available status to a batch for programming:
1. Sign in to OnBoard Edge Service.

2. Inthe left menu, click Batch, and then select the corresponding batch to

navigate to the batch page.

3. On the batch page, confirm that the batch status is Running, and then select the

programming station with the Available status for assignment.

© oneoard edge service @ ot user

Factory

TEST-BATCH-MG24-10

Batch
< TEST-BATCH-MG24-10 | IR
Station
Batch ID ber Product Name Expiry Date
8331753638854656 - Producti218 2026-01-15 23:59:58 UTC+08:00
Total Produced Remaining
3 0 3
Assign Station
Station ID Q Station Nom.Q Sign In Meth._.v U-Safe Nam. U-Sofe Stat. w U-Safe Seria Batch Name Status
00383238 station1226e. No Password
17138435 station1226 No Password
16328728 stationll24 No Password
15341788 e No Password
03924941 testStation]2.. Password
08607623 tost u-safe Identity U-Sa. 00003F0074. Llocked 00003700741 - Unavailable
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4. In the Confirm Assignment window, click Confirm to complete the assignment
of the programming station. After the assignment, the programming station

status will change to Busy.

© Confirm Assignment

Do you want to assign the station
"station1226edge01” to program the batch “TEST-

BATCH-MG24-10"?

cel Confirm

Unassign a programming station from a
batch

A\ WARNING

After unassignment, the corresponding programming station can no longer be

used for programming this batch.

1. Sign in to OnBoard Edge Service.
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2. Inthe left menu, click Batch, and then select the corresponding batch to

navigate to the batch page.

3. In the Assign Station section of the batch page, find the corresponding batch
and uncheck the programming station with the Busy status.

9 OnBoard Edge Service @ O g User
Factory
Batch
< batchl215 LELREE ist t
Station
Batch ID Factory Order Number Product Name Expiry Date
8289436857008128 B Producti215 2026-01-14 23:59:59 UTC+08:00
Total Produced Remaininy 9
100 2 98
Assign Station
Station ID StationNem_Q  SigninMeth.¥  U-Safe Nam U-safe Statu.w  U-Safe Seria. Batch Name Status
12938827 cloud No Password - - - batchl2IS D IE]

4. In the Confirm Unassignment window, click Confirm to complete the
unassignment of the programming station. After unassignment, the

programming station status will change to Available.
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© Confirm Unassignment

Do you want to unassign the station “cloud"? The
station will stop programming the batch "batch1215"
after unassiy ignment.

Cancel Confirm

Turn off or delete a batch

@ INFO

After a batch is deleted, any programming stations assigned to that batch will

be automatically unassigned.

1. Sign in to OnBoard Edge Service.

2. Inthe left menu, click Batch, and then select the corresponding batch to

navigate to the batch page.

3. On the batch page, click Turn Off or Delete.
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Q TP

If the Delete button appears grayed out, it is currently unavailable. Please

click Turn Off to turn off the batch. Once the batch is in a non-running

status, it can be deleted.

e OnBoard Edge Service

W Factory
TEST-BATCH-MG24-10

Batch
< TEST-BATCH-MG24-10 TEST

Station
Batch ID Factory Order Number
8331753638854656 -
Total Produced
3 0
Assign Station

Station ID Q Station Nam..Q

00383238 station1226e.

17138435 station1226

16328728 stationll24

15341788 tte

039824941 testStationi2..
= 08607623 tost u-safe

sSignIn Methv  U-Safe Nam.
No Password

No Password

No Password

No Password

Password

Identity U-Sa. 00003F0074,
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Product Name

Producti218

Remaining

3

U-Safe Stat. w U-Safe Seria..

* locked 00003F00741.

Expiry Date
2026-01-15 23:59:59 UTC+08:00

Batch Name Status

Unavailable



Version: v3.3.0

How to configure and
manage programming
stations in OnBoard Edge
Service

@ INFO

Operations in OnBoard Edge Service are applicable only to local factories, while
operations for cloud factories can be performed directly in OnBoard™ loT
Security (OBIS).

Q e

You can configure and manage the programming station in OnBoard Edge

Service or OBIS as needed.

This article will guide you through the following operations in OnBoard Edge Service:

Create a programming station

e Bind an Identity U-Safe to a programming station

e Unbind an Identity U-Safe from a programming station
e Delete a programming station

e Check the programming station information

e Check the programming station password
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Prerequisites

Before getting started, please ensure that:

e You can sign in to OnBoard Edge Service.

e You have obtained the Identity U-Safe for identity authentication from Snowball.

Create a programming station

Q TP

After creating a programming station for the factory, you can assign specific

programming stations to batches in OnBoard Edge Service as needed. Before

programming a device, it is necessary to query and retrieve the corresponding

batch information and programming data based on the programming station ID.
Two programming methods are supported:

¢ Using the Programming Station client

¢ Using the OBIS Programming CLI

1. Sign in to OnBoard Edge Service.

2. In the left menu, click Station, and then click Create on the station page.
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e OnBoard Edge Service

= Factory

Batch

SNOWBALL FACTORY DEMO04

StationID Q

08970190

00383238

17138435

16328728

15341788

03924941

08607623

1496092

16684125

1302652

Station Na.Q

test

station!22..

station1226

stationli24

testStation..

test u-safe

station2-z1

tosts

stationdd

identity U-..

No Passwo..

No Passwo..

No Passwo.

No Passwo..

Password

identity U-..

No Passwo..

No Passwo.

No Passwo..

Sign In Me..¥

Status v

Unavailabl

Available

Available

Available

Available

Available

Unavailabl

Available

Available

Available

Line Num.. @ U-Saofe Na
2 -
testi234 00003F007..

Tasal 40

U-Safe St

B

Locked

v

U-safe Se..

00003F007...

Batch Na.

10 ] e ~as

3. In the Add window, enter the Station Name and Line Number, and then select

the Sign In Method. The methods include: No Password, Password, or Identity

U-Safe.

Station Name *

Line Number

Sign In Method *
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Q TIP

If the sign-in method is Identity U-Safe, you can select an already added
Identity U-Safe from the Bind U-Safe drop-down list to bind it, or you can

bind it after adding the programming station.

O Add Station

Identity U-Safe

Bind U-Safe

4. Click Confirm to create the programming station.

Bind an Identity U-Safe to a
programming station

Q TP

You can use the Identity U-Safe to sign in to the Programming Station client

after binding.
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1. Sign in to OnBoard Edge Service.

2. In the left menu, click Station. On the station page, click the Options : icon for
the corresponding programming station and select Bind.
9 OnBoard Edge Service %] o iy User
Factory
Batch
SNOWBALL FACTORY DEMO04 5 C

StationlD Q  StationNa.Q  SigninMe.¥  Status ¥ LUneNum.Q U-SaofeNa U-SafeSt. ¥ U-Safe Se. Batch Na.
08970190 test Identity U-.. Unavailabh - - - - - D
00383238 station122.. No Passwo. Available 2121 - - - -
17138435 station1226 No Passwo.. Available o
16328728 stationli24 No Passwo. Available
15341788 nt No Passwo.. Available
03924941 testStation.. Password Available
08607623 test u-safe Identity U-.. Unavailabl testi234 00003F007.. * locked 00003F007..
1496092 station2-21 No Passwo.. Available
16684125 tosts No Passwo. Available
1302652 stationdd No Passwo.. Available

3. In the Select U-Safe for Station window, select the Identity U-Safe you want to
bind and then click Add to bind it to the programming station.
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O Select U-Safe for Station

U-Safe for Station *

Unbind an Identity U-Safe from a
programming station

A\ WARNING

After unbinding, the Identity U-Safe can no longer be used to sign in to the

Programming Station client.

1. Sign in to OnBoard Edge Service.

2. In the left menu, click Station. On the station page, click the Options : icon for

the corresponding programming station and click Unbind.
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e OnBoard Edge Service

%] g User

@ Factory
Batch
SNOWBALL FACTORY DEMO04 sc
StationID Q Station Na.Q Sign In Me..v Status v Une Num.. @ U-Safe Na. U-Safe St. v U-Safe Se.. Batch Na.
08970190 test identity U-_. Unavailabh
00383238 station122.. No Passwo.. Available 2212 - - - -
17138435 station1226 No Passwo.. Available
16328728 stationli24 No Passwo. Available - - - - -
15341788 ut No Passwo.. Available - - - - -
03924941 testStation..  Password Available
08607623 test u-safe Identity U-.. Unavailabl testl234 00003F007.. o Locked 00003F007.. -
11496092 station2-2f No Passwo.. Available
16684125 tosts No Passwo. Available - - - - -
1302652 stationdd No Passwo.. Available

Tasal 40 , a B . B . 10 ] e ~as

3. In the Confirm Unbind window, click Confirm to unbind the Identity U-Safe for
the programming station.

© Confirm Unbind

Do you want to unbind?

Cancel C n
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Delete a programming station

A\ WARNING

Deleted programming stations cannot be recovered. Please proceed with

caution.

1. Sign in to OnBoard Edge Service.

2. In the left menu, click Station. On the station page, click the Options : icon for

the corresponding programming station and select Delete.

©) onsoard edge service @ o wp user

Factory

Batch
- SNOWBALL FACTORY DEMO04 [ Cveote % C
EX=x)
StationID Q  StationNo.Q  SigninMe.¥  Status ¥ lneNum. Q  U-Safe Na U-sofeSt. v U-Safe Se. Batch Na.
08970190 test identity U-.. Unavaitabh - - - . . D
00383238 station]22 No Passwo. Available 12121 Bind
17138435 station1226 No Passwo.. Available
16328728 stationl124 No Passwo. Available
15341788 ut No Passwo.. Available
03924941 testStation..  Password Available
08607623 test u-safe Identity U- Unavailabl testi234 00003F007. Locked 00003F007.
11496092 station2-zf No Passwo.. Available
16684125 tosts No Passwo. Available
11302652 stationdd No Passwo.. Available

3. In the Confirm Delete window, click Confirm to delete the programming station.
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O Confirm Delete

Do you want to delete?

Check the programming station
information

1. Sign in to OnBoard Edge Service.

2. Inthe left menu, click Station. On the station page, you can check the
programming station information (such as Station ID, Station Name, and Sign In
Method).
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© oneoard edge service
Factory

Batch

StationlD Q  StationNa.Q  SigninMe.¥  Status 7 UlneNum.Q U-SofeNa U-sofest. ¥  U-Safe Se. Batch Na.
08970190 test Identity U-_. J abl

00383238 station22. No Passwo. Available 2212

17138435 station1226 No Passwo.. Availabl

16328728 stationli24 No Passwo. Available

15341788 ut No Passwo.. Availabl

03924941 testStation. Password Available

08607623 test u-safe Identity U- Unavailabh testi234 00003F007. Locked 00003F007.
11496092 station2-21 No Passwo.. Available

16684125 tosts No Passwo. Available

11302652 stationd4 No Passwo.. Available

SNOWBALL FACTORY DEMO04

] 35 g User

Check the programming station
password

Q TP

When the sign-in method for the programming station is Password, the system

will generate a random password, which can be used to sign in to the

Programming Station client. Currently, the randomly generated password can't

be changed.

1. Sign in to OnBoard Edge Service.

2. In the left menu, click Station. On the station page, click the Options : icon for

the corresponding programming station and select View Password.
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%] g User

e OnBoard Edge Service

@ Factory
Batch
SNOWBALL FACTORY DEMO04 sc
StationID Q Station Na.Q Sign In Me..v Status v Une Num.. @ U-Safe Na. U-Safe St. v U-Safe Se.. Batch Na.
08970190 test identity U-_. Unavailabh
00383238 station|22.. No Passwo.. Available 2212 - - - -
17138435 station1226 No Passwo.. Available
16328728 stationli24 No Passwo. Available - - - - -
15341788 ut No Passwo.. Available - - - - -
03924941 testStation..  Password Available - - - . - D
08607623 test u-safe Identity U-.. Unavailabl testi234 00003F007. o Locked 00003F007.. -
Delete
1496092 station2-21 No Passwo.. Available
16684125 tosts No Passwo.. Available - - - - -
11302652 stationdd No Passwo.. Available

Tasal 40 , a B . B . 10 ] e ~as

3. In the Confirm Password window, you can check and copy the sign-in

password for the programming station.

© Confirm Password

Password

64240883
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Version: v3.3.0

Overview of Programming
Station

@ INFO

Currently, the Programming Station client is available only on Windows.

The Programming Station is the last-mile execution endpoint where devices are
physically programmed and provisioned. Programming Station Software is the
tooling software used to connect to the devices to be programmed and execute
various chip programming tasks. As a key part of the chip programming process that
directly interfaces with the operator, it offers a clean and user-friendly operating
environment, allowing operators to complete all chip programming tasks easily

without in-depth knowledge of complex underlying technologies.

Programming Station Software wraps and governs existing chip vendor and
programmer vendor tooling through a layered component architecture, enabling
flexibility across different chips and product requirements, as summarized in the

following table:
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Component Provider Role

User interface for programming engineers
e Execute an assigned Production Batch, or
manually enter either a Production Batch
identifier or a Production Order identifier to

Programmin
< < download the associated Programming

Station OBIS Station Software package, which combines
Application the Execution Process Control Scripts CLI
and Chip Adaptation CLI tools
e Configure channel settings and USB port-
to-channel mapping
Execution
Process S OEM-developed scripts, orchestrate
Control programming and provisioning flows
Scripts CLI
Chip Chip vendor provided tooling software,

Adaptation Chip vendor  supports chip-specific programming and

CLI provisioning interfaces

(If applicable) Programmer vendor provided
Programmer Programmer

drivers and tools (e.g., J-Link), interfaces
CLI vendor

directly with physical programming hardware

This layered architecture allows OBIS to support a wide range of chip platforms and
programmer hardware while maintaining a consistent, centralized governance model

for all provisioning operations.
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Version: v3.3.0

How to install
Programming Station

@ INFO

Currently, the Programming Station client is available only on Windows.

This article will guide you on how to install the Programming Station client.

Prerequisites

Before getting started, please ensure that you have obtained the installation
package for the Programming Station client from Snowball.

Instructions

1. Run the installation package of the Programming Station client to start the
installation.

2. In the Choose Install Location window, click Browse to specify an installation
location (or use the default path) for the client, and then click Install.
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. -~ . - N/
@Prﬂ:tu:;'mt‘n‘|nc] Station Setup = A

Choose Install Location
Choose the folder in which to install Programming Station. 9

Setup will install Programming Station in the following folder. To install in a different folder,
dick Browse and select another folder. Click Install to start the installation.

Destination Folder

[C:\Drogram Files\Programming Station I { Browse...

Space required: 529.9 M8
Space available: 834.8 GB

Programming Station 3.2.2

nstal || | cancel

3. In the pop-up window, select the Run Programming Station check box as

needed, and then click Finish.
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@ Programming Station Setup

Completing Programming Station
Setup

Programming Station has been installed on your computer.

Click Finish to dose Setup.

[2 Run Programming Station

< Back Finish Cancel

4. If the Run Programming Station check box is selected, the Programming Station

client will start automatically.
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a
© rrogramming Station @ English v - < X

Programming Station

Local Cloud
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Version: v3.3.0

How to sigh in to
Programming Station

@ INFO

Currently, the Programming Station client is available only on Windows.

This article will guide you on how to sign in to the Programming Station client using

either the "No Password", "Password", or "ldentity U-Safe" method.

Prerequisites

Before getting started, please ensure that:

e A programming station has been added in OnBoard™ loT Security (OBIS) (local

factory & cloud factory) or OnBoard Edge Service.

e The Programming Station client has been installed.

Local factory

Q e

Please ensure that you have contacted Snowball for assistance with the
deployment of OnBoard Edge Service, and that your sign-in device is within the

factory service intranet environment.
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Method one: No Password

1. Start the Programming Station client, and then select Local.

2. Enter the IP address (for example, 192.168.0.1) in the IP Address field. For more

information, refer to how to check service address.

© rrogramming Station @ English v - o X

Programming Station

Local| Cloud

IP Address
[ 192.168.40.107 ]

~ Station ID
‘ 15483592

© This station uses password-free sign in. Click sign

in to continue.

5

3. Enter the corresponding programming station ID and then click Sign In. Once
signed in, the page will navigate to the main window of the Programming Station

client.
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http://192.168.40.174:3000/obis/3.3.0/feature-guide/factory/check-factories?id=Local+factory#service-address

S Programming Station

Programming  Batch Detail ~ Channel Configuration

TEST-QORVO-... #ron = TEST-QORVO-QPG6200-LOCAL-0219
Batch ID:

8806735210872832 Total Produced
Order Number: 10 5
LOS-ANGELES-001

Script:

Qorvo-0115-v1.0.zip [0 @

Ready

]

© The current batch is not -
completed. You can
continue programming. 03

About
SNOWBALL
322

@ Concurrency Load: 0% (O New batch is updated
Method two: Password

Q TP

02

04

Remaining

5

English v

The initial sign-in password is randomly generated by the system after a

programming station is added to the factory. You can check the sign-in

2x2 {3

password in OBIS or OnBoard Edge Service. Currently, the randomly generated

password can't be changed.

1. Start the Programming Station client, and then select Local.
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2. Enter the IP address (for example, 192.168.0.1) in the IP Address field. For more

information, refer to how to check service address.

© Programming Station @ English v - o X

Programming Station

Local| Cloud

IP Address

(192.168.40.107 ]
Station ID

[ 12360568 ]

© Please enter your 8-digit numeric password.

il

3. Enter the corresponding programming station ID and password, and then click
Sign In. Once signed in, the page will navigate to the main window of the

Programming Station client.
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http://192.168.40.174:3000/obis/3.3.0/feature-guide/factory/check-factories?id=Local+factory#service-address

S Programming Station

Programming  Batch Detail ~ Channel Configuration
TEST-QORVO-... #ron = TEST-QORVO-QPG6200-LOCAL-0219
Batch ID:
8806735210872832 Total Produced
Order Number: 10 5
LOS-ANGELES-001
Script:
Qorvo-0115-v1.0.zip [0 @

Ready

© The current batch is not -
completed. You can
continue programming. 03
L
About
SNOWBALL
322

]

@ Concurrency Load: 0% (O New batch is updated

Method three: Identity U-Safe

@ INFO

02

04

Remaining

5

English v 2X2 {33

When signing in using the ldentity U-Safe method, you need to obtain the

Identity U-Safe used for identity authentication from Snowball, and insert the

corresponding Identity U-Safe (added during factory configuration) into the

device that has installed the Programming Station client. After insertion, if the

Identify U-Safe is already bound to the programming station, the client will

recognize the station ID.

Only one Identify U-Safe can be inserted at a time; otherwise, sign-in will fail.
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1. Start the Programming Station client, then select Local and insert the Identity U-
Safe.

2. Enter the IP address (for example, 192.168.0.1) in the IP Address field. For more

information, refer to how to check service address.

© Programming Station @ English v - - X

Programming Station

Local] Cloud

IP Address
[ 192.168.40.190 ]

3. Click Sign In. Once signed in, the page will navigate to the main window of the

Programming Station client.
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http://192.168.40.174:3000/obis/3.3.0/feature-guide/factory/check-factories?id=Local+factory#service-address

S Programming Station

Programming  Batch Detail ~ Channel Configuration
TEST-QORVO-... #ron = TEST-QORVO-QPG6200-LOCAL-0219
Batch ID:
8806735210872832 Total Produced
Order Number: 10 5
LOS-ANGELES-001
Script:
Qorvo-0115-v1.0.zip [0 @

Ready

© The current batch is not
completed. You can
continue programming.

About
SNOWBALL
322

@ Concurrency Load: 0% (O New batch is updated

Cloud factory
Method one: Password

Q TP

01

03

02

04

Remaining

5

English v

The initial sign-in password is randomly generated by the system after a

programming station is added to the factory. You can check the sign-in

password in OBIS. Currently, the randomly generated password can't be

changed.
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1. Start the Programming Station client, select Cloud, and then enter the

corresponding factory ID.

© Programming Station @ English v - o X

Programming Station

Local | Cloud

Factory ID

[3290228821327872 ]
Station ID

[ 19299899 ]

© Please enter your 8-digit numeric password.

il

2. Enter the corresponding programming station ID and password, and then click
Sign In. Once signed in, the page will navigate to the main window of the

Programming Station client.
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S Programming Station

Programming  Batch Detail ~ Channel Configuration
TEST-QORVO-... #ron = TEST-QORVO-QPG6200-LOCAL-0219
Batch ID:
8806735210872832 Total Produced
Order Number: 10 5
LOS-ANGELES-001
Script:
Qorvo-0115-v1.0.zip [0 @

Ready

lIIIIIIHHHHIIII

© The current batch is not -
completed. You can
continue programming. 03
L
About
SNOWBALL
322

]

@ Concurrency Load: 0% (O New batch is updated

Method two: Identity U-Safe

@ INFO

02

04

Remaining

5

English v 2X2 {33

When signing in using the ldentity U-Safe method, you need to obtain the

Identity U-Safe used for identity authentication from Snowball, and insert the

corresponding Identity U-Safe (added during factory configuration) into the

device that has installed the Programming Station client. After insertion, if the

Identify U-Safe is already bound to the programming station, the client will

recognize the station ID.

Only one Identify U-Safe can be inserted at a time; otherwise, sign-in will fail.
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1. Start the Programming Station client, select Cloud, then enter the corresponding
factory ID and insert the Identity U-Safe.

© Programming Station @ English v - o X

Programming Station

Local | Cloud
Factory ID : =
[3290228821327872 ] \)
» N
. ik

2. Click Sign In. Once signed in, the page will navigate to the main window of the

Programming Station client.
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S Programming Station

Programming  Batch Detail ~ Channel Configuration

TEST-QORVO-... #roo = TEST-QORVO-QPG6200-LOCAL-0219
Batch ID:

8806735210872832 Total Produced
Order Number: 10 5

LOS-ANGELES-001
Script:
Qorvo-0115-v1.0.zip 0@

© The current batch is not
completed. You can
continue programming.

About
SNOWBALL
322

@ Concurrency Load: 0% () New batch is updated

ol

03
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«
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Remaining

5
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Version: v3.3.0

How to execute device
programming in
Programming Station

@ INFO

Currently, the Programming Station client is available only on Windows.

This article will guide you on how to use the Programming Station client to execute
device programming.

Prerequisites

Before getting started, please ensure that you can sign in to the Programming
Station client.

Instructions

1. Sign in to the Programming Station client, and then verify that the device status
is Ready.
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Q TP

If the programming script is not selected when creating a batch, or if you

want to select a different programming script, you can click the Folder -
icon to select the required programming script (any script format is
supported, and the maximum supported file size is 512 MB). Additionally,
you can click the Settings @3 icon in the bottom-right corner and select

Script Download Path to customize the default script download path.
If the programming station is not yet assigned to a batch:

o Click the Edit Z icon to the right of the Batch ID area, then enter the
batch ID to retrieve the corresponding batch information.

o Click the Edit Z icon to the right of the Order Number area, enter the
order number, and then select the associated batch name to retrieve

the corresponding batch information.
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S Programming Station

Programming  Batch Detail ~ Channel Configuration

TEST-QORVO-... #woo = TEST-QORVO-QPG6200-LOCAL-0219
Batch ID:

8806735210872832( | Total a  Produced
Order Number: 10 5

LOS-ANGELES-001( ]
Script:
Qorvo-0115-v1.0.zip [£1)@

© The current batch is not
completed. You can
continue programming.

About
SNOWBALL
322

@ Concurrency Load: 0% () New batch is updated

[0)]

03

Ready

02

04

Remaining

5

English v

2x2 {33

On the Batch Detail tab, you can check batch-related information (such as

Protocol, VID, and PID).
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<

S Programming Station

Programming Batch Detail Channel Configuration

TEST-QORVO-QPG6200-LOCAL-0219

Batch Name:
Batch ID:
Order Number:
Protocol:

PID:

VID:

Product Name:
Chip Part:
Version:
Script:

Total:
Produced:

Remaining:

TEST-QORVO-QPG6200-LOCAL-0219

8806735210872832
LOS-ANGELES-001

[ Matter

0x8001

OxFFF2

Product0129

QPG6200
TEST-QORVO-QPG6200
Qorvo-0115-v1.0.zip 0@
10

5

5

@ Concurrency Load: 0% () New batch is updated

English v

2x2 {33

In the main window, select the Channel Configuration tab and then set the

number of programmer connections in the Layout area as needed.
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Q TP

The number of connections determines how many devices can be
programmed simultaneously. The system currently supports a number of
connections based on the product of rows and columns in the layout area,

which must satisfy the following conditions:

o Both rows and columns must be integers.
o Rows x Columns = 24.
o Neither rows nor columns may exceed 16.

o If the number of rows exceeds 4, the number of columns can only be 1

or 2.

Ports can be dragged and reordered between the In Use and Available
ports, or you can update the order by downloading and modifying the Excel
template (Template.xlsx) and then uploading it. Changes take effect after
uploading.
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S Programming Station - e X

Programming Batch Detail | Channel Configuration l

TEST-QORVO-QPG6200-LOCAL-0219
Layout Row * Column *
2 X 2
01 :: 1200000508 ® Online
[
No data found
Total : 1
© Only In Use ports will be used for programming.
Update Batch Order Download Template B Template.xisx
X Upload File
@ Concurrency Load: 0% () New batch is updated English v 2X2 @

4. After verifying that the information is correct, click Start in the main window to

execute device programming.
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Q TP

The Concurrency Load displayed in the bottom-left corner of the client
indicates the server load when multiple programming stations are

simultaneously programming:
o Load = 90%:

= Message: "Concurrency limit nearly reached. Please contact the

factory administrator to check the server".

= You can continue programming.

o Load =100%:

= Message: "Concurrency limit reached. Please contact the factory

administrator to check the server".

= You can continue programming.

During programming, switching to the Channel Configuration tab is not

allowed.
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S Programming Station

Programming  Batch Detail ~ Channel Configuration

TEST-QORVO-... #ron = TEST-QORVO-QPG6200-LOCAL-0219
Batch ID:

8806735210872832 @ Total Produced
Order Number: 10 5
LOS-ANGELES-001

Script:

Qorvo-0115-v1.0.zip 0@

|IIIIEIHHHHIIII

© The current batch is not
completed. You can
continue programming.

About
SNOWBALL
322

@ Concurrency Load: 0% () New batch is updated

[0)]

03

Ready

02

04

Remaining

5

English v

2x2 {33

5. After programming is completed, click the corresponding port to check the

device programming details.

Q TP

You can also check the device profile and related log information in

OnBoard™ loT Security (OBIS).
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S Programming Station

Programming  Batch Detail

TEST-QORVO-... rroo

Batch ID:
8806735210872832
Order Number:
LOS-ANGELES-001

Script:
Qorvo-0115-v1.0.zip [ @

» Start

© The current batch is not
completed. You can

Channel Configuration

= 1200000508 3

100%

Success

Details

e P S i e S TSN N R A
hex"

“C:\Users \maryw\ AppData\Roaming \ SNB\ ppcli\ programmings \ Qorvo \matter _factory _data_1200000508 hex
1518:42] hexmerge

[15:18:42] [F’VOgress] 80% Executing command 9: program-hex

“C:\Users \maryw\ AppData\Roaming \ SNB\ ppcli\ programmings \ Qorvo \ gorvo_merged _QPG6200_1200000508.
hex” --device QPG6200 --emulator-serialnumber 1200000508 --emulator-logs

“C:\Users\maryw\ AppData\Roaming \ SNB\ Qorvo\emulator_logs”

[15 19 04] output:Programming

continue programming. C:\Users\maryw\AppData\Roaming\ SNB\ ppcli\ programmings\ Qorvo\qorvo_merged _QPG6200_1200000508.h
ex Programming took 20.52 seconds. [Progress|:90%
[15:19:08] [Progress):100% [Finish]
[15:19:08] out:b'{\r\n "success™: true,\r\n “respCode” "8000",\r\n “respMsg”: "NoError’, \r\n “respData” null,\r\n
F pMsg F
“respTime™: 1770189547 \r\n}\r\n
About [15:19:08] [ExIT] O
SNOWBALL [QRCode]: MT:634J0-C714EPGS7WEID
322 QRcode link
@ Concurrency load: 0% (D New batch is updated English v 2X2 @
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Version: v3.3.0

How to uninstall
Programming Station

@ INFO

Currently, the Programming Station client is available only on Windows.

This article will guide you on how to uninstall the Programming Station client.

Instructions

1. Right-click the client icon on the desktop or the Start menu, and then click Open
file location.

2. In the installation location, find the file named Uninstall Programming Station
and double-click to run it.

3. In the pop-up window, click Uninstall to start the uninstallation.

434 /600



(S) Programming Station Uninstall - X

Welcome to Programming Station
Uninstall

Setup will guide you through the uninstallation of
Programming Station.

Before starting the uninstallation, make sure Programming
Station is not running.

Click Uninstall to start the uninstallation.

4. After the client is uninstalled, click Finish to complete the uninstallation.
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@ Programming Station Uninstall

Completing Programming Station
Uninstall

Programming Station has been uninstalled from your
computer,

Click Finish to dose Setup.

< Back [ Cancel
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Version: v3.3.0

Factory Edge Service API - v1.5

1. Revision Record

X Modified
Version Notes
Date
2025/ "
v1.0 Initial release
03/26
2025/12/ . . . . .
V1.1 - Added "Query Device Details" API, which can be used to retrieve programming status
« Updated the required parameter validation and parameter descriptions of the "Query Device Details" API
2025/12/ (Supports using the Matter QR code as a query condition to retrieve device information)
vl
22 « Added API exception status code definitions
« Added an error code list
2026/01/ o Deprecated "Query Device Data" and "Update Device Info" APIs
V1.3
26 « Added "Update Devices Profile" API
2026/ . .
v1.4 Added the "Upload Device Production Data" API.
09/10
« Updated the "Query Device Details", "Update Devices Profile", and "Upload Device Production Data" APlIs.
+ Added "Query Device Information", "Recover Matter QR Code", "Upload Device Test File", "Connection
Heartbeat", "Query Login Options", "Query Programming Station Login Method", "U-Safe Pre-login",
"Programming Station Login", "Programming Station Logout", "Query Batches by Order Number", "Assign
- Programming Station Batch", "Query Programming Station Batch Information", "Get Dynamic Programming
1
V1.5 o/ Data", "Get Batch Metadata", "Get Full Programming Data" (compatibility API), "Submit Intermediate
16

Programming Request Data", "Report Programming Result", "SE APDU Stepwise Programming", "Get
Programming Script URL", "Download File", "Upload Device Event Logs", "Generate Matter Verifier",

"Generate Matter Onboarding Payload", and "Generate Matter Unique ID" APIs.
« Added compatibility notes for the deprecated "Query Device Data" and "Update Device Info" APIs.

« vAdded common call conventions and error code descriptions.

2. Overview

Factory Edge Service API supports Programming Station login, production batch management, device programming, production data
upload, device data queries, and device profile updates. These APIs use HTTP for data transmission, and all requests and responses are
encoded in UTF-8.

This document describes the API conventions and common request headers, and provides request parameters, response parameters, and

call examples for each API.
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3. Common Request Headers

These APIs use the following keys (all lowercase):

Key Mandatory Description
content-type Yes Content type, unless otherwise specified, should always be application/json;charset=utf-8
x-snbps-factory-id No Factory ID
X-snbps-timestamp No Request time. For example, 2021-09-17T16:47:05.132+0800
x-snbps-lang No Language code, default is English: en-US, supports Simplified Chinese: zh-CN
Xx-shbps-request-id No Request tracelID

3.1 API Call Conventions and Authentication
3.1.1Service Address and Request Format

The service prefix is {BASE_URL}/api/iot-factory-edge-service. {BASE_URL} is the actual Edge address, including protocol, IP
address or domain name, and port; it must not already include the service prefix. Paths below are relative to this prefix. JSON requests use

UTF-8 encoding. Pass GET parameters in the URL query string; the client generates the boundary for multipart file uploads.

3.1.2 Programming Station Session and API Validation

After a Programming Station (PS) calls /1login, retrieve the session token from respData.token and send itinthe x-snbps-session
header of subsequent requests. The station session token is distinct from a programming traceId or vuid. x-snbps-request-id is only

for request tracing and cannot replace the business traceld .
The session lifetime is deployment-dependent and is refreshed when a protected APl is called.

UkeyPermissionFilter enforces session validation for the following APIs:

/assignBatch
/queryPPCBatchInfo
/v1/queryBatchByOrderNumber
/getPPData
/getProgrammingData
/uploadRequestData
/programmingResult
/executeApdu
/vl/eventLog/upload
/vl/matter/onboarding-payloads/recover
/vl/device/information/query
/vl/testFile/upload
/v1l/deviceData/upload

If validation data is missing or invalid, the service returns HTTP 200 with business code 8050 .
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3.1.3 Platform Authentication and Factory Context

Platform authentication is controlled separately by deployment configuration. In the current repository, application.yml does not exempt

the following API paths from platform authentication:

e /vl/device/detail

e /vl/updateDevicesProfile

e /vl/deviceData/upload

e /executeApdu

e /vl/eventLog/upload

e /vl/queryBatchByOrderNumber
e Thethree /generatex API paths

When platform authentication is enabled in the target environment, these calls also require x-snbps-auth-token . Check the target
environment's authentication configuration before integration testing; a valid station session token alone does not establish that all
authentication requirements are met.

x-snbps-factory-id carries common factory information. The current factory context is primarily resolved from platform login

information or a valid station session; this header alone cannot switch factories.

3.2 Unified Response and Error Handling

Factory Edge Service API generally uses a unified JSON response format, with the following fields:

i Mandatory / L.
Field Type . Description
condition
success boolean Response true indicates business success.
respCode string Response 8000 indicates success; see the appendix for other business error codes.
respMsg string Response Status description, affected by the selected language.
object / array / Business data for the API; usually nyll when no data is returned or the business
respData Response . .
null operation fails.
respTime integer (int64) Response Unix timestamp in seconds, not a string.

3.2.1 Response Example

{
"success": true,
"respCode": "8000",
"respMsg": "NoError",
"respData": null,
"respTime": 1792108800
Iy
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3.2.2 Error Handling

Business exceptions ( ClientApiException) and expired station sessions are returned with HTTP 200. Callers must check success and

respCode rather than relying on the HTTP status alone.

Parameter binding errors, Bean Validation failures, platform authentication failures, and gateway errors are not guaranteed to return HTTP

200. Handle the actual HTTP status and response content.

3.2.3 Special Responses

On success, /download returns a file stream directly rather than the unified JSON format.

4. APl Index (29 APIs)

This section lists the current 29 Factory Edge Service APIs, including method, relative path, purpose, and caller identity requirements. See

API Call Conventions and Authentication for authentication rules.

Request . i
Relative Path API Name Caller Identity
Method
. . . . Platform authentication depends on deployment
51 POST /v1/device/detail Query Device Details ] .
configuration.
. . . . Platform authentication depends on deployment
5.2 POST /v1/updateDevicesProfile Update Devices Profile . .
configuration.
. . . Station session; see common conventions for
583 POST /v1/deviceData/upload Upload Device Production Data o
platform authentication.
/v1/device/information/ . . Station session; see common conventions for
5.4 POST Query Device Information L
query platform authentication.
/v1/matter/onboarding- Station session; see common conventions for
515) POST Recover Matter QR Code L
payloads/recover platform authentication.
. . . Station session; see common conventions for
5.6 POST /Vv1/testFile/upload Upload Device Test File L
platform authentication.
5.7 GET /heartBeat Connection Heartbeat Before login / initialization.
5.8 GET /queryLoginOptions Query Login Options Before login / initialization.

. Query Programming Station o
5.9 POST /queryLoginType . Before login / initialization.
Login Method

5.0 GET /preLogin U-Safe Pre-login Before login / initialization.
511 POST /login Programming Station Login Before login / initialization.
512 POST /logout Programming Station Logout Provide station context as required.
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513

5.14

5.15

5.16

517

5.18

519

5.20

5.21

5.22

5.23

5.24

5.25

5.26

5.27

5.28

5.29

Request
Method

GET

POST

GET

GET

GET

GET

POST

POST

POST

POST

GET

POST

POST

POST

POST

POST

POST

Relative Path

N
queryBatchByOrderNumber

/assignBatch

/queryPPCBatchlinfo

/getProgrammingData

/getMetadata

/getPPData

/uploadRequestData

/programmingResult

/executeApdu

/getScriptFile

/download

/v1/eventLog/upload

/generateVerifier

/generateOnboardingData

/generateUniqueld

/queryDeviceData

/updateDevicelnfo

API Name

Query Batches by Order
Number

Assign Programming Station
Batch

Query Programming Station
Batch Information

Get Dynamic Programming
Data

Get Batch Metadata

Get Full Programming Data
(Compatibility API)

Submit Intermediate
Programming Request Data

Report Programming Result

Execute SE APDU Stepwise

Programming

Get Programming Script URL

Download File

Upload Device Event Logs

Generate Matter Verifier

Generate Matter Onboarding

Payload

Generate Matter Unique ID

Query Device Data
(Deprecated)

Update Device Info
(Deprecated)
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Caller Identity

Station session; see common conventions for
platform authentication.

Station session; see common conventions for

platform authentication.

Station session; see common conventions for

platform authentication.

Station session; see common conventions for
platform authentication.

Provide station context as required.

Station session; see common conventions for

platform authentication.

Station session; see common cdeploymentns
for platform authentication.

Station session; see common conventions for
platform authentication.

Station session; see common conventions for

platform authentication.

Provide station context as required.

Provide station context as required.

Station session; see common conventions for
platform authentication.

Platform authentication depends on deployment
configuration.

Platform authentication depends on deployment

configuration.

Platform authentication depends on deployment

configuration.

Provide station context as required.

Provide station context as required.



4.1 API Scope

This index covers the 29 external routes currently registered by ProgrammingStationController and ExternalSystemController. It

excludes administration controllers, the debugging TestController, and the entirely commented-out UsbKeyController .

/vl/testData/upload remains in some filter or authentication exclusion configurations, but no current controller registers it. Upload

device production data through /v1/deviceData/upload .

5. API List

5.1 Query Device Details

Query device profiles using locator and filter conditions combined with AND logic, and return the groups or fields specified by queryKeys .

If no local record matches, query historical data and then cloud data. If multiple results refer to different products or deviceId values,

return error code 8102 . If multiple records belong to the same product and device, return the most recent by production time.

5.1.1 Request Method
POST

5.1.2 Request URL

{BASE_URL}/api/iot-factory-edge-service/v1/device/detail

5.1.3 Request Body

The request body contains the following parameters:

Q e

device matching.

Name

devicelocator

——chipUid

F——bleMac

——serialNumber

——matterQrcode

——matterManualCode

Type

object

string

string

string

string

string

Mandatory

Yes

No

No

No

No

No

At least one non-empty value is required among chipUid, bleMac, serialNumber, matterQrcode, and matterManualCode in
devicelLocator . Other parameters are auxiliary query conditions. All conditions are combined using AND logic. Provide sufficiently

precise parameters to identify the target device. queryKeys only selects returned data groups or fields; it does not participate in

Description

Used to retrieve basic device information. When devicelocator is selected
as a query condition, at least one of the following parameters must be
provided: chipUid, bleMac, serialNumber, matterQrcode, or

matterManualCode

mcuId inthe programmed device chip

Bluetooth MAC address of the chip

Device serial number assigned during programming

Matter commissioning QR code

Matter manual commissioning code
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Name Type Mandatory Description
filters object No Auxiliary filter conditions used to improve device identification accuracy

Device programming production start time. Date format:

——productionTimeStart string No
2025-12-16T12:02:58+08:00

Device programming production completion time. Date format:

——productionTimeEnd string No
2025-12-17T12:02:58+08:00
——=batchld string No Production batch number
. Matter-related device parameters. Providing this parameter helps improve
matter object No
query accuracy
——pid string No Matter PID. Including this parameter helps improve device query accuracy
F——vid string No Matter VID. Including this parameter helps improve device query accuracy
. Custom filter parameters. For details, refer to the description of
customParams object No
customParams parameter.
Pass a string array naming groups (such as matterData) or fields (such as
) chipData.chipUid). If a local device profile matches but queryKeys is
queryKeys string[] Recommended

omitted or empty, the API returns an empty object {} rather than all fields

by default. See the queryKeys V2 list for supported keys.

Description of customParams Parameter

This APl accepts custom query conditions in customParams for more flexible filtering. To query fields uploaded for a business use case,

add the field names and expected values to this object as key-value pairs.
Parameter structure

o Type: JSON object (key-value collection).
o Key: The extension field name to match (for example, "customData").

o Value: The expected value for this field (for example, "customDataValue" ).
Example
{"customDatal": "customDataValuel", "customData2": "customDataValue2"}

This example indicates querying device records where the reported data customDatal equals "customDataValue1" and customData2 equals
"customDataValue2".

Name Type Mandatory Description

. Used to query the basic key values in the device profile information. The available keys are either
key string Yes . .
system-generated or a set of custom keys uploaded during the programming process

value  string Yes Each key corresponds to the value of the query parameter
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5.1.4 Response Parameters

Q T
The following table shows the data returned when querying all queryKeys . In practice, querying only the required keys can help

improve API performance.

Name Type Description

8000 indicates success; any other value indicates an error. Detailed error information

respCode string
can be found in respMsg
respMsg string Response messages, such as NoError Or DataNotFound
respData object Query result data
——matterData object  Matter data related
——iterations string Iteration count
——commissioningFlows string Commissioning flow
——discoverableMode string Device discoverable mode
F——vid string Vendor ID
——pid string Product ID
——discriminator string Discriminator

f——enableRotatingDeviceld string Enable rotating device identifier

——manualCode string Manual pairing code

——passcode string Pairing code

——qrcode string Matter commissioning QR code

——salt string Salt

——saltLength string Salt length

F——uniqueid string Unique device identifier

——verifier string Password verifier

——serialNumber string Matter device programming serial number
——dacCertMd5 string DAC certificate MD5

F——cdFileMd5 string  CD file MD5
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Name Type Description

——cdFileName string CD file name

——paiCertMd5 string PAI certificate MD5
——factoryData object Factory data configuration related

——vendorName string Vendor name

——hardwareVersion string Hardware version

——hardwareVersionString string Hardware version string

——partNumber string Part number

}—productUrI string Product URL

——productLabel string Product label

——productName string Product name

——startAddress string Start address
——programmingData object Device programming results related

Device programming status

e Success: success

——programmingStatus string .
o Failure: failure
¢ Pending: pending
———programmingLog string Programming log
——programmingTime string Programming time
———chipData object Chip data related
———chipUid string mucld in the programmed device chip
——DbleMac string Bluetooth MAC address of the chip
——firmwareData object[] Firmware related
——fwName string Firmware name
——-+FfwMd5 string Firmware MD5
——customData object Custom data reported by the customer during production
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5.1.5 Request Example

"devicelLocator": {
"chipUid": "f9e203b4cf3ce632363736425055F321",
"bleMac": "f9:e2:03:b4:cf:3c:e6:32",
"serialNumber": "8360224622727172372"

}l

"filters": {
"productionTimeStart": "2025-12-16T12:02:58+08:00",
"batchId": "7603594830282752"

o

"matter": {
"pid": "86001",
"vid": "FFF2"

}-l

"customParams": {
"customDatal": "nPK3DqGQQwdE3fYxaofURw=",
"customData2": "1"

o

"queryKeys": [
"matterData.vid",
"matterData.pid",
"matterData.manualCode",
"matterData.passcode",
"matterData.qrcode",
"matterData.salt",
"matterData.uniqueid",
"matterData.verifier",
"matterData.serialNumber"
"matterData.dacCertMd5",
"matterData.paiCertMd5",
"factoryData.vendorName",
"factoryData.hardwareVersion",
"factoryData.hardwareVersionString",
"factoryData.partNumber",
"factoryData.productUrl",
"factoryData.productLabel",
"factoryData.productName",
"programmingData.programmingStatus",
"chipData.chipUid",
"chipData.bleMac",
"firmwareData.fwName",
"firmwareData.fwMd5"

5.1.6 Response Example

Note: This response example shows all result data. In practice, use queryKeys to retrieve only the required data.

"success": true,
"respCode": "8000",
"respMsg": "NoError",
"respData": {
"matterData": {
"vid": "FFF2",
"pid": "8@001",
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5.1.7 Current Implementation Notes

» Supported data groups: matterData. factoryData. programmingData. chipData. firmwareData. customData. seDatao

o Field return rules: seData can be returned only as a whole group; specifying seData.xxx does not filter its subfields. Unknown

groups in queryKeys add no data. If a requested field is empty or has not been stored, its value may be empty.

e Programming data: programmingData.programmingStatus supports success, failure, and pending. The current local data

construction logic does not populate programmingLog with actual log content; do not rely on it for programming logs.

» Authentication: UkeyPermissionFilter does not enforce station session validation for this API. See API Call Conventions and

Authentication for platform authentication requirements.

5.2 Update Devices Profile

After a factory modifies device programming data, it can use this API to synchronize the updates to OBIS for centralized management.

5.2.1 Request Method

POST

5.2.2 Request URL

{BASE_URL}/api/iot-factory-edge-service/v1/updateDevicesProfile

5.2.3 Request Body

The request body contains the following parameters:

Name

devicelocator

——chipUid
F——bleMac
F——serialNumber
——matterQrcode
——matterManualCode

filters

——productionTimeStart

——productionTimeEnd

——batchld

Type

object

string

string

string

string

string

object

string

string

string

Mandatory

Yes

No

No

No

No

No

No

No

No

No

Description

Used to retrieve basic device information. When devicelocator is selected as
a query condition, at least one of the following parameters must be provided:

chipUid, bleMac, serialNumber, matterQrcode, Or matterManualCode

mculd in the programmed device chip

Bluetooth MAC address of the chip

Device serial number assigned during programming

Matter commissioning QR code

Matter manual commissioning code

Auxiliary filter conditions used to improve device identification accuracy

Device programming production start time. Date format:
2025-12-16T12:02:58+08:00

Device programming production completion time. Date format:
2025-12-17T12:02:58+08:00

Production batch number
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Name Type Mandatory Description

Matter-related device parameters. Providing this parameter helps improve

matter object No
query accuracy
——pid string No Matter PID. Including this parameter helps improve device query accuracy
——vid string No Matter VID. Including this parameter helps improve device query accuracy
. Custom filter parameters. For details, refer to the description of customParams
customParams object No
parameter.
Pass updates as an array. Each item contains type, key, and value, all
updateParams object[] No strings. An empty array does not update fields. See the updateParams

description for supported keys and operations.

Description of updateParams Parameter

This APl accepts system-supported keys in updateParams to modify specified fields in a device record. Provide the field name, target
value, and operation type (type) together as an array.

Parameter structure

e Type: JSON array.
* When type is add, a new field record corresponding to the key will be created; if the key already exists, its field value will be updated.
» Some device data supports deletion. When type is delete, the field record corresponding to the key will be deleted.

» For details about the keys supported by this parameter, refer to the updatable keys list (updateDevicesProfile).

Example
[

{
"type": "add",
"key": "qgrcode",
"value": "MT:XXX-SOXXXX"

}l

{
"type": "delete",
"key": "factoryData.productURL"

o

{
"type": "add",
"key": "factoryData.qgbb",
"value": "abcd"

5o

{
"type": "add",
"key": "firmwareData.bootloader-xxx-1.1.s37",
"value": "00000001"

+

]

The above example indicates:

1. Add the grcode field and set its value to MT:XXX-SOXXXX; if the field already exists in the device, the existing value will be
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overwritten.
2. Delete the productURL field from factoryData of the device.
3. Add the qqbb field to factoryData of the corresponding device and set its value to abcd .

4. Add the firmware bootloader-xxx-1.1.s37 to the firmware list of the device and set its startAddress to 00000001 . If a firmware with

the same name already exists in the device, update its start address to this value.

5.2.4 Response Parameters

Name Type Description

respCode  string 8000 indicates success; any other value indicates an error. Detailed error information can be found in respMsg

success bool True indicates success

respMsg string  Response messages, such as NoError Or DataNotFound

5.2.5 Request Example

{
"deviceLocator": {
"chipUid": "f9e203b4cf3ce632363736425055F321"
}I
"filters": {
"productionTimeStart": "2025-12-16T12:02:58+08:00",
"batchId": "7603594830282752"
o
"matter": {
"pid": "8001",
"vid": "FFF2"
o
"customParams": {
"customDatal": "nPK3DqGQQwdE3fYxaofURw="
}-I
"updateParams": [
{
"type": "add",
"key": "grcode",
"value": "MT:XXX-SOXXXX"
}I
{
"type": "delete",
"key": "factoryData.productURL",
"value": ""
}I
{
"type": "add",
"key": "factoryData.qqbb",
"value": "abcd"
o
{
"type": "add",
"key": "firmwareData.bootloader-xxx.s37",
"value": "000000GQ"
+
1
+
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5.2.6 Response Example

{
"success": true,
"respCode": "8000",
"respMsg": "NoError",
"respTime": 1765768529
+

5.2.7 Operation Rules and Limits

The following requirements apply to fields in updateParams:

i Mandatory / .
Field Type . Description
condition

. ) add creates or overwrites; delete applies only to collection fields that

updateParams[].type  string By operation .
support deletion.

updateParams[].key string Yes A system key or collection prefix listed in Appendix 3.

. Only strings are accepted. Date and integer text must meet the target field
updateParamsl].value  string For add

format requirements.

Device Location and Update Scope

The device location rules for devicelLocator, filters, matter, and customParams are the same as for Query Device Details. Updates

affect local device profiles only; they do not query historical or cloud data.

Field Value Rules
e The environment value supports only test and prod.
* programmingStatus supports Complete, Failed, and Unreported. Other values are currently treated as incomplete.

Field Update and Deletion Rules

» Deletable fields: factoryData.*, firmwareData.*, otherFile.*, attachment.x, and programmingScript .
» Fields that cannot be deleted: scalar keys and extend.* are currently assigned directly from value; delete is not supported.

« Unknown fields: unknown keys are currently skipped and do not necessarily produce a parameter error.

Other Processing Rules

» If updateParams is an empty array, no fields are updated, but the service still attempts to read the target device profile and metadata.

« After an update, the record is marked as awaiting synchronization. Receiving the HTTP response does not mean cloud synchronization

is complete.

5.3 Upload Device Production Data

Factories can use this API to upload programming, test, and assembly data generated during device production and maintain the
corresponding production record by traceld. At the end of programming, the API reuses the programmingResult processing logic. Test

and assembly data are synchronized by a subsequent asynchronous flow.
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5.3.1 Request Method

POST

5.3.2 Request URL

{BASE_URL}/api/iot-factory-edge-service/v1/deviceData/upload

5.3.3 Request Body

The Content-Type forthis APlis application/json. In addition to the common request headers, provide the following header:

Field Mandatory Description

x-snbps-session Yes Station session token returned by /login.

5.3.4 Request Body

The request body contains the following parameters:

Mandatory / .
Name Type . Description
condition
Production record trace ID; vuid is an accepted alias. In the programming scenario,
. . use the yuid returned by /getProgrammingData . If omitted, a new record may be
traceld string By scenario

created. A supplied value must refer to an existing production record or file task;

otherwise the APl returns 8006 .

Required for Production scenario name, for example RF-Test. The assembly batch uses assembly,
scenarioType string test or custom  and an existing programming session uses programming . Other scenarios return 8069

scenarios if this field is absent.

Required for
. . test or . . .
deviceld string Device MCU ID. If omitted, deviceRecord.deviceId is used.
assembly

integration

Required for . . L . -
Production batch ID. Only a numeric string is treated as an ID. Assembly is identified by

batchld string assembly -
) ) batch type, not by scenarioType=assembly alone.
integration
. ) . Existing device profile ID; it must correspond to devicelId . If omitted, the service
deviceProfileld string No o . .
matches an existing profile by device ID.
. . Programming Station code. If omitted, the station in the current session is used. It need
stationld string No .
not be numeric.
. Factory ID. For new records, only a numeric string takes effect; otherwise the factory
factoryld string No o
from the current session is used.
deviceSn string No Device serial number.
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Name

result

failureReason

timestamp

status

deviceRecord

Type

boolean

string

string

string

object

Mandatory /
condition

Recommended
for
programming

No

No

No

Per scenario
integration
contract

5.3.5 deviceRecord Parameters

Description

Programming result: true for success, false for failure. If omitted at the end of

programming, it is treated as failure.

Failure reason, stored in the production record.

This API does not use this field to set the production record time; the server generates

the creation time.

Custom status. Programming and assembly may generate and overwrite it from the
system result; other nonempty values are stored in customStatus -

Device production data; deviceProfile is an accepted alias. See deviceRecord

parameters for its fields.

deviceRecord contains data produced by the device at the current production stage.

Name

deviceld

firmwareVersion

seid

cplc

matterData

factoryData

customData

Type

string

string

string

string

map

map

map

Required /
Condition

Conditionally
required

As needed
for

programming

As needed
for SE

programming

As needed
for SE

programming

As needed
for Matter
programming

No

No

Description

Device MCU ID; used when top-level deviceId in the request body is empty.

Firmware version

SEID; use lowercase for the field name.

CPLC data

Matter data actually programmed.

Factory Data actually programmed. Field names must be nonempty and values must be
strings.

Custom data, up to 50 fields. Field names must be nonempty and no longer than 64
characters, and values must be strings; otherwise 8002 is returned. This upload replaces

all existing customData -
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Name

testData

Required /

Description

Test data; also accepts the legacy field name diagnosticData. Values may be text or

lists of file references. Fields with the same name are appended when both values are

lists; otherwise the new value overwrites the old one.

Type
e Condition
Required for
test/
map
assembly
integration

5.3.6 Scenario Handling Rules

Parameter requirements and handling rules for different production scenarios are as follows:

Scenario

Programming

Test /
Custom

Assembly

traceld and Batch

Use the existing programming session
traceld, usually from

/getProgrammingData .

The first upload may omit tracelId; later
uploads use the traceld returned in the

response. scenarioType is required.

batchId identifies the assembly batch.
traceId may come from

/getProgrammingData or a file task; a new

record can also be created if the first upload

omits it.

Parameter Length and Format Limits

Database field length limits are as follows:

Field

traceld

deviceld

deviceSn

failureReason

status / scenarioType

Data and Status

Provide deviceRecord based on the actual programmed content and
explicitly pass result. At completion, the API reuses
/programmingResult handling. Merely setting
scenarioType=programming does not create a complete

programming flow.
Provide deviceId and deviceRecord.testData as specified by the
integration contract. If a matching device profile exists, it is associated;

otherwise only a production record may be created and

deviceProfileId is null.

Provide deviceId and deviceRecord.testData. The scenario is
fixed to assembly. testData.result affects result status and output
counts. The current implementation deduplicates successful assembly
records for the same device in the same batch.

Maximum Length

64 characters

128 characters

64 characters

1024 characters

64 characters

These length limits do not mean that the API automatically validates every request field. ID values must fall within the Java Long range.

Overlong fields, invalid number formats, or violations of database constraints may cause data persistence to fail. Numeric strings must also

satisfy the applicable length and value limits.
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Other Handling Rules

» Programming data: The integration contract requires at least one of deviceRecord.firmwareVersion, deviceRecord.seid,

deviceRecord.cplc, or deviceRecord.matterData, but the current API does not enforce this requirement.

o Test and assembly data: Upload test data in deviceRecord.testData. A top-level customData field in the request body is not

recognized as deviceRecord.customData .
5.3.7 Request Example
Programming Scenario

Use the yuid returned by /getProgrammingData as traceId, and submit the programming result and device data.

{
"traceId": "<uuid returned by getProgrammingData>",
"deviceId": "DEVICE-001",
"result": true,
"deviceRecord": {
"firmwareVersion": "1.2.3",
"matterData": {
"grcode": "<actual commissioning payload>"
o
"customData": {
"mac": "AA:BB:CC:DD:EE:FF"
+
}
+

Test Scenario

The first test report may omit traceId. Specify the test scenario through scenarioType and submit the test datain testData.

{
"scenarioType": "RF-Test",
"deviceId": "DEVICE-001",
"status": "success",
"deviceRecord": {
"testData": {
"voltage": "3.3",
"result": "success"
5o
"customData": {
"fixture": "AO1"
+
b
Iy

Assembly Scenario

Use batchId to specify the assembly batch. The first report may omit traceld.

"batchId": "<actual assembly batch ID>",
"deviceId": "DEVICE-001",
"deviceRecord": {

"testData": {
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5.3.8 Associate Files with Production

To associate a test file, first upload it with POST /v1/testFile/upload and save the returned tracelId. Then call this APl with the same

tracelId and reference the file through fileName in testData.

If an existing production record has a tracelId, you may pass it when uploading the file. fileTraceId is an internal association field and

need not be added to the top level of this APl request.

Request example:

{
"traceId": "<traceIld returned by testFile/upload>",
"scenarioType": "RF-Test",
"deviceId": "DEVICE-001",
"deviceRecord": {
"testData": {
"report": [
{
"fileName": "report.txt"
I
1
+
b
+

5.3.9 Response Parameters

This API uses the standard JSON response format. See "Standard Response and Error Handling" for common response fields. respData

contains the following fields:

Field Type Description
traceld string Trace ID ultimately used by the server. Pass it unchanged on subsequent uploads.
deviceProfileld integer (int64) / null  Associated device profile ID; nuyll if none is associated.
programmingRecordid integer (int64) Device production record ID

5.3.10 Response Example

{
"success": true,
"respCode": "8000",
"respMsg": "NoError",
"respData": {
"traceId": "example-trace-id",
"deviceProfileId": 200,
"programmingRecordId": 11
o
"respTime": 1792108800
}
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5.3.11 Main Error Codes

Error Code Description
8002 Custom field does not meet requirements.
8006 traceld is not associated with an existing production record or file task.
8007 Data persistence failed.
8032 Batch does not exist.
8037 Device profile creation failed.
8050 Programming Station session expired.
8069 scenarioType is missing for a test or custom scenario.

5.3.12 HTTP Call Example and Subsequent Uploads

The following curl example uploads test data for the first time. BASE_URL contains only the scheme, host, and port, for example
http://edge-host:8005. SESSION is the session token returned by /1login for the Programming Station. If platform authentication is

enabled in the target environment, also supply the x-snbps-auth-token header.

curl -X POST "$BASE_URL/api/iot-factory-edge-service/vl/deviceData/upload" \
-H "Content-Type: application/json;charset=utf-8" \
-H "x-snbps-session: $SESSION" \

=(] |.{
"scenarioType": "RF-Test",
"deviceId": "DEVICE-001",
"status": "success",

"deviceRecord": {
"testData": {"voltage": "3.3", "result": "success"},
"customData": {"fixture": "AO1"}
+
}I

Subsequent Upload Rules and Notes

» Trace ID: After the first successful upload, save respData.traceId from the response. Pass that value at the top level of subsequent
uploads to the same production record, and continue to supply scenarioType . Independent tests must not reuse an existing

traceld.

« Identifiers: x-snbps-request-id is only for request tracing and cannot replace the business traceId.Passing a tracelId that does

not exist and is not associated with a file task returns 8006 .

o Test data: Under the same traceld, list fields with the same name in testData are appended. Repeated requests may create

duplicate attachment references.
o Custom data: Each upload replaces all existing customData . On a subsequent upload, include every custom field you need to retain.

» Repeated requests: After a network timeout, do not assume that the previous request did not run or that repeated uploads are fully
idempotent.
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5.4 Query Device Information

This API queries general information, Matter data, and specified custom data in the local device profile. Unlike /v1/device/detail, it

cannot select returned fields through queryKeys .

5.4.1 Request Method

POST

5.4.2 Request URL

{BASE_URL}/api/iot-factory-edge-service/v1/device/information/query

5.4.3 Request Headers

In addition to the common request headers, this API requires the following header:

Field Required Description

x-snbps-session Yes Programming Station session token returned by /login.

5.4.4 Request Body

The request body contains the following parameters. Supply at least one nonempty device identifier.

. Required / .
Field Type . Description
Condition
. . At least one . . . . .
deviceld  string . Exact match against deviceId in the device profile; maximum 128 characters.
required
At least one i . . § i
chipld string . Exact match against chipuid in the device profile; maximum 128 characters.
required
. . At least one Match uniquelId, uniqueid, or the corresponding snake_case fields in Matter data;
uniqueld  string . .
required maximum 128 characters.

5.4.5 Notes

* Query conditions: Multiple nonempty device identifiers are combined with AND; all conditions must match.
* Query scope: Only local device profiles are queried, not the historical database or cloud. If no record matches, the API returns 8101 .

* Query result: If multiple records match, the first result is returned. This does not guarantee identifier uniqueness or that the returned

device was programmed successfully.

» Programming status: provisionStatus currently always returns Success and cannot, by itself, establish the device's actual
programming status.

5.4.6 Request Example

"deviceId": "DEVICE-G601"
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5.4.7 Response Parameters

This APl uses the standard JSON response format. respData contains the following data objects:

Field Type Description
generalData object Device identity, programming information, and product version information.
matterData object / null Matter certificate and commissioning data; may be null for non-Matter devices.
customData object Device serial number, business identifier, MAC address, and test and calibration data.

Fields without recorded values may be empty.

5.4.8 Response Example

{
"success": true,
"respCode": "8000",
"respMsg": "NoError",
"respData": {
"generalData": {
"deviceId": "DEVICE-001",
"provisionStatus": "Success",
"provisionTime": "2026-10-16T02:00:00Z",
"sourceProgramingBatchId": "10",
"provisionFactoryId": "20",
"provisionStationId": "30",
"productId": "40",
"productName": "sample product",
"productVersionId": "50",
"productVersionName": "1.0"
o
"matterData": null,
"customData": {
"serialNumber": "SN-001",
"customId": "CUSTOM-001",
"macAddress": "AA:BB:CC:DD:EE:FF",
"factoryTestData": null,
"calibrationParams": null
I
o
"respTime": 1792108800
Ir

5.4.9 Response Field Descriptions

generalData: General information

Q T

sourceProgramingBatchId is the actual response field name; retain the original " Programing " spelling.

Field Type Description

deviceld string  Device ID
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Field Type Description

provisionStatus string  Programming status; currently always returns Success .
provisionTime string  Programming time in UTC ISO 8601 format.
sourceProgramingBatchid string  Source programming batch ID
provisionFactoryld string  Programming factory ID
provisionStationld string  Programming Station ID; corresponds to the station primary key in the device profile.
productld string  Product ID

productName string Product name

productVersionld string  Product version ID

productVersionName string  Product version name

matterData: Matter data

Field Type Description
dacCert string DAC certificate in its stored Base64 DER or PEM format.
paiCert string PAI certificate in its stored Base64 DER or PEM format.

certDeclaration string Certification Declaration (CD), Base64 encoded.
discriminator integer Matter Discriminator as a decimal number.

spake2plterationCount integer SPAKE2+ iteration count.
passcode string Matter commissioning passcode.
manualPairingCode string Matter manual pairing code.

setupPayload string Matter commissioning payload.

spake2pVerifier string SPAKE2+ verifier; retain the stored value.
spake2pSalt string SPAKE2+ salt; retain the stored value.

customData: Custom data

Q e

Before returning factoryTestData and calibrationParams, the API recursively removes defined credential fields and does not

return the device private key.
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Field Type Description

serialNumber string Device serial number
customld string Business identifier
macAddress string MAC address
factoryTestData JSON Factory test data
calibrationParams JSON Device calibration parameters

5.4.10 Main Error Codes

Error Code Description
8002 All query parameters are empty.
8007 Stored data could not be parsed.
8050 Authentication failed.
8101 No matching device found.

See the appendix for other error codes.

5.5 Recover Matter QR Code

During assembly, this API uses the input programming batch associated with the assembly batch, Matter VID, PID, Discriminator, and the
Rotating Device Identifier (RDI) in BLE advertising to find a successfully programmed local device profile and recover its Matter onboarding
data.

5.5.1 Request Method

POST

5.5.2 Request URL

{BASE_URL}/api/iot-factory-edge-service/v1/matter/onboarding-payloads/recover

5.5.3 Request Body

In addition to the common request headers, this API requires the following header:

Parameter Required Description

X-shbps-session Yes Programming Station session token returned by /login.

5.5.4 Request Body

The request body contains the following parameters:
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Field Type Required Description

Assembly batch ID. It must be associated with an input programming batch, have

batchld string Yes .
RUNNING status, and not be expired.
. Matter PID as a hexadecimal string without a 0x prefix. Do not use productId or pid
matterProductld string Yes .
as the field name.
. Matter VID as a hexadecimal string without a gx prefix. Do not use vendorId or vid
matterVendorld string Yes .
as the field name.
Hexadecimal string whose parsed value is in the range 0x000-0xFFF , for example
discriminator string Yes . .
OF00 . Do not pass a decimal string.
RDI from BLE advertising: 18 bytes (36 hexadecimal characters), without a ax prefix.
rotatingDeviceldentifier  string Yes .
Use the actual advertised value.
5.5.5 Notes

» Query scope: Only successfully programmed local device profiles in the input programming batch associated with the assembly batch
are queried. The API does not look up RDI in the cloud.

« Device matching: The device is matched using VID, PID, Discriminator, and RDI. An RDI mismatch or no matching device returns 8101 .

» Data format: VID and PID are matched against their text values in the database. Use the same format as the batch data.

5.5.6 Request Example

{

"batchId": "<assembly batch ID>",

"matterProductId": "8001",

"matterVendorId": "FFF2",

"discriminator": "OF0O",

"rotatingDeviceldentifier": "<actual 36-character hexadecimal BLE advertising RDI>"
+

5.5.7 Response Parameters

This API uses the standard JSON response format. The current implementation returns the following four fields in respData, rather than

only setupPayload:

Field Type Description
setupPayload string Matter QR-code commissioning payload.
deviceld string Device ID
deviceProfileld integer Device profile ID
manualCode string Matter manual onboarding code. The field name is manualCode, Not manualPairingCode .
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5.5.8 Response Example

{
"success": true,
"respCode": "8000",
"respMsg": "NoError",
"respData": {
"setupPayload": "<actual QR code payload>",
"deviceId": "DEVICE-001",
"deviceProfilelId": 200,
"manualCode": "<actual manual pairing code>"
o
"respTime": 1792108800
+

5.5.9 Main Error Codes

Error Code Description
8002 Invalid Discriminator parameter.
8009 Batch has expired.
8010 Batch is not in RUNNING status.
8032 Assembly batch or its association does not exist.
8050 Authentication failed.
8101 No matching device found.

See the appendix for other error codes.

5.6 Upload Device Test File

This API uploads device test files. After receiving a file, it saves the file locally and creates an asynchronous upload task. The HTTP

response only confirms receipt and local processing; it does not mean the file has reached cloud storage.

5.6.1 Request Method

POST

5.6.2 Request URL

{BASE_URL}/api/iot-factory-edge-service/v1/testFile/upload

5.6.3 Request Body

This APl uses multipart/form-data as its Content-Type. In addition to the common request headers, supply the following header:

Parameter Required Description

Xx-snbps-session Yes Programming Station session token returned by /login.
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5.6.4 Request Body

This API uploads files through multipart/form-data with the following parameters:

Field Type Required Description

string
Existing script trace ID, if available; generated automatically if omitted. Pass the returned traceld

traceld (form No .
field) unchanged to the production data upload API.
ie
file[] List of files to upload; include at least one nonempty file. Repeat the files field to upload multiple
files (multipart Yes files in one request. File names must not include a path, must not be . or .., and must be unique
parts) within the request.
5.6.5 Notes

« File handling: After receiving a file, the API saves it locally, then creates an asynchronous upload task.

o Task tracking: Pass an existing tracelId if available; otherwise the API generates one. Pass the returned traceId unchanged to
subsequent production data uploads.

» Upload status: A successful HTTP request does not mean the file has reached cloud storage. Errors during the background upload
may not appear in the initial HTTP response.

« File size limits: File size is limited by the deployment's myltipart configuration. application.yml defaults to 2 GB per file and 4 GB
per request; the dev configuration sets 200 MB and 250 MB, respectively. Environment variables or external configuration may

override the actual limits.

5.6.6 Request Example

curl -X POST "$BASE_URL/api/iot-factory-edge-service/vl/testFile/upload" \
-H "x-snbps-session: $SESSION" \
-F "files=@./report.txt" \
-F "files=@./photo.png"

5.6.7 Response Parameters
This API uses the standard JSON response format. respData contains the following fields:
Field Type Description
traceld string File task trace ID.
fileCount integer  Number of files received in this request.

. Asynchronous file upload task status: 1 pending sync; 2 uploading; 3 successful; 4 awaiting retry; 5 failed; 6
status integer .
local file cleaned up.

5.6.8 Response Example

"success": true,
"respCode": "8000",
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5.6.9 Main Error Codes

Error Code Description
8057 Invalid upload parameters.
8058 File list or file name does not meet requirements.
8059 Local file storage failed.
8060 Failed to save the file upload task.
8061 Background cloud storage upload failed.
8051 Insufficient storage space or concurrent processing capacity.

Errors during asynchronous background upload may not appear in the initial HTTP response. See the appendix for other error codes.

5.7 Connection Heartbeat

The programming client uses this API to check connectivity to the Edge service.
5.7.1 Request Method

GET

5.7.2 Request URL

{BASE_URL}/api/iot-factory-edge-service/heartBeat

5.7.3 Request Parameters

This is an initialization API. It does not require a Programming Station session token in advance and has no request parameters.

5.7.4 Notes

The client may call this API periodically as needed. A successful heartbeat only means the Edge HTTP service is reachable; it does not

establish that other business services are healthy.

5.7.5 Request Example

GET {BASE_URL}/api/iot-factory-edge-service/heartBeat

5.7.6 Response Parameters
This API uses the standard JSON response format. On success, respData iS null.
5.7.7 Response Example

"success": true,

"respCode": "8000",

"respMsg": "NoError",
"respbData": null,
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5.8 Query Login Options

For compatibility with older clients, this API queries whether a U-Safe and a production password are required for the batch assigned to the
Programming Station.

5.8.1 Request Method

GET

5.8.2 Request URL
{BASE_URL}/api/iot-factory-edge-service/queryLoginOptions

5.8.3 Request Parameters

This is an initialization APl and does not require a Programming Station session token in advance. Pass the following fields as query

parameters:
Field Type Required / Condition Description
usafeSN  string  Provide at least one of usafeSN or stationld. Legacy U-Safe serial number.
stationld  string  Provide at least one of usafeSN or stationld. Programming Station code; takes precedence when supplied.
5.8.4 Notes

» Query conditions: The Programming Station and its assigned batch must exist.
» Compatibility: This API supports older clients. In the newer login flow, call /queryLoginType first to determine the Programming

Station login method.

5.8.5 Request Example

GET {BASE_URL}/api/iot-factory-edge-service/queryLoginOptions?stationId=STATION-001

5.8.6 Response Parameters

This API uses the standard JSON response format. respData contains the following fields:

Field Type Description
requireUsafe boolean Whether U-Safe is required; currently always true.
requirePassword boolean Whether a production password is required, as determined by the assigned batch setting.

5.8.7 Response Example

"success": true,
"respCode": "8000",
"respMsg": "NoError",
"respData": {
"requireUsafe": true,
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5.8.8 Main Error Codes

Error Code Description

8007 Programming Station or assigned batch not found.

See the appendix for other error codes.

5.9 Query Programming Station Login Method

This API queries the login method for a specified Programming Station and supports reporting client information for compatibility.
5.9.1 Request Method

POST

5.9.2 Request URL

{BASE_URL}/api/iot-factory-edge-service/queryLoginType

5.9.3 Request Body

This is an initialization APl and does not require a Programming Station session token in advance. The request body contains the following

parameters:
: Required / L.
Field Type . Description
Condition
integer Required for . . . .
factoryld . . In cloud mode, verifies that the specified factory exists and is a cloud factory.
(int64) cloud factories
stationld string Yes Programming Station code
. . JSON object string containing client information. Deprecated since 3.3.2; new
clientPcMessage string No . .
clients should report it through /1login.
5.9.4 Notes

Cloud factory login supports only password or Identity U-Safe authentication.

5.9.5 Request Example

"factoryId": 20,
"stationId": "STATION-0O1"

5.9.6 Response Parameters

This API uses the standard JSON response format. respData contains the following fields:
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Field Type Description

loginType integer Login method: 1 passwordless; 2 password; 3 Identity U-Safe.

5.9.7 Response Example

{
"success": true,
"respCode": "8000",
"respMsg": "NoError",
"respData": {
"loginType": 2
}I
"respTime": 1792108800
+

5.9.8 Main Error Codes

Error Code Description
8016 Programming Station does not exist.
8036 Invalid cloud factory ID.

See the appendix for other error codes.

5.10 U-Safe Pre-login

This API performs the first step of U-Safe mutual authentication and returns the server certificate, challenge, and signature.
5.10.1 Request Method

GET

5.10.2 Request URL

{BASE_URL}/api/iot-factory-edge-service/preLogin

5.10.3 Request Parameters

This is an initialization APl and does not require a Programming Station session token in advance. Pass the following fields as query

parameters:
Field Type Required / Condition Description
usafeSN string Yes Identity U-Safe serial number.
nonce string Yes Client-generated random challenge.
type integer No Compatibility parameter; the current method does not use its value.

factoryld integer (int64) Pass by factory in cloud mode Used to match the factory scope in cloud mode.
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5.10.4 Notes

» Scope: This APl is for U-Safe mutual authentication, not direct password login.
« Signature handling: sign in the response is the server signature and cannot be used directly as the client login signature. The client

should verify the server's identity, sign challenge according to the existing U-Safe authentication protocol, then call /1login.

5.10.5 Request Example

GET {BASE_URL}/api/iot-factory-edge-service/
preLogin?usafeSN=USAFE-001&nonce=%3C%ES%AESRA2%E 6%88%BT%E 7%ABRAFHE9%IA%SFHE6%IC%BABE6%95%BO%3E&Tactoryld=20

5.10.6 Response Parameters

This API uses the standard JSON response format. respData contains the following fields:

Field Type Description
cert string Server authentication certificate.

challenge string Server challenge data for the client to sign.
sign string Server signature for the client to verify server identity.

5.10.7 Response Example

{
"success": true,
"respCode": "8000",
"respMsg": "NoError",
"respData": {
"cert": "<authentication certificate>",
"challenge": "<server challenge>",
"sign": "<server signature>"
Fo
"respTime": 1792108800
+

5.10.8 Main Error Codes

Error Code Description
8020 U-Safe does not exist.
8031 U-Safe is unavailable.

8024 / 8026 Authentication or signature verification failed.

See the appendix for other error codes.
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5.11 Programming Station Login

This APl authenticates the Programming Station and obtains a station session token. After a successful login, the programming client
passes the returned token inthe x-snbps-session header on subsequent requests requiring a station session.

5.11.1 Request Method

POST

5.11.2 Request URL
{BASE_URL}/api/iot-factory-edge-service/login

5.11.3 Request Body

This is an initialization APl and does not require a Programming Station session token in advance. The request body contains the following

parameters:
Field Type Required / Condition Description
. . Required for new login When nonempty, authenticates the Programming Station; when omitted,
stationld string L
flow uses the legacy U-Safe authentication flow.
integer Required for cloud
factoryld . . Factory ID
(int64) factories
. Required when Password encrypted with the existing RSA public key; do not pass
password string . .
loginType=2 plaintext.
Required for
usafeSN string loginType=3 or legacy Identity U-Safe serial number; must match the Programming Station.

flow

. . Required for U-Safe . .
sign string Client signature over the challenge returned by /preLogin.

authentication

usafeCert string No Compatibility field; not directly used by the current controller branch.
clientPcMessage string No JSON object string containing client information.
5.11.4 Notes

» Login method: Follow the authentication flow corresponding to the method returned by /queryLoginType.

» Passwordless login: N0_PASSWORD (loginType=1) does not require a password.

» Password login: PASSWORD (loginType=2) requires an RSA-encrypted password.

o U-Safe login: IDENTITY_USAFE (loginType=3) requires a prior /preLogin call and a client signature.

» Session token: The returned token authenticates the Programming Station session and must not be confused with a business

operation's yuid or traceld.
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5.11.5 Request Example

{
"factoryId": 20,
"stationId": "STATION-001",
"password": "<RSA-encrypted password>",
"clientPcMessage": "{\"hostname\":\"PS-01\"}"
}

5.11.6 Response Parameters

This API uses the standard JSON response format. respData contains the following fields:

Field

stationld

token

factoryld

partnerCode

5.11.7 Response Example

"success": true,

"respCode": "8000",
"respMsg": "NoError",

"respData": {

Type

string Programming Station code

string Programming Station session token

integer (int64) Factory ID

string Tenant code

"stationId": "STATION-001",
"token": "<station session token>",

"factoryId": 20,
"<tenant code>"

"partnerCode":

H

"respTime": 1792108800

5.11.8 Main Error Codes

Error Code

8012

8014

8016

8017

8020 /8021

8036

Programming Station already logged in

Incorrect password

Programming Station does not exist

Unsupported login method

U-Safe does not exist or does not match

Invalid cloud factory ID
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See the appendix for other error codes.

5.12 Programming Station Logout

This API removes the current Programming Station session from the cache to log the station out.
5.12.1 Request Method

POST

5.12.2 Request URL

{BASE_URL}/api/iot-factory-edge-service/logout

5.12.3 Request Body

This API should include the following header to identify the current Programming Station and factory context:

Parameter Required / Condition Description

X-snbps-session Required for an effective logout. Programming Station session token returned by /login

5.12.4 Request Parameters

This API requires no request parameters.

5.12.5 Notes

» Session identification: A valid x-snbps-session is required to identify and clear the corresponding Programming Station session.

 Validation: This APl is not on the mandatory UkeyPermissionFilter validation path, but a valid session token is still required to log
out effectively.

» Logout result: If the Programming Station context cannot be identified, do not assume that the specified station session was cleared.

5.12.6 Request Example

curl -X POST "$BASE_URL/api/iot-factory-edge-service/logout" \
-H "x-snbps-session: $SESSION"

5.12.7 Response Parameters

This APl uses the standard JSON response format; respData is null.

5.12.8 Response Example

{
"success": true,
"respCode": "8000",
"respMsg": "NoError",
"respData": null,
"respTime": 1792108800
+
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5.13 Query Batches by Order Number

This API queries running batches for a specified order number in the current factory.

5.13.1 Request Method

GET

5.13.2 Request URL

{BASE_URL}/api/iot-factory-edge-service/v1/queryBatchByOrderNumber

5.13.3 Request Body

In addition to the common request headers, this API requires the following header:

Parameter Mandatory Description

X-snbps-session Yes Programming Station session token from /login

5.13.4 Request Parameters

This APl accepts the following query parameter:

Field Type Mandatory Description
orderNumber string Yes Factory order number; it cannot be empty or whitespace only
5.13.5 Notes

e Query scope: Only batches in RUNNING status for the specified order number in the current factory are queried.

o Batch assignment: This APl only queries batches; it does not automatically assign the returned batch to the current Programming
Station.

5.13.6 Request Example

GET {BASE_URL}/api/iot-factory-edge-service/vl/queryBatchByOrderNumber?orderNumber=0RDER-001

5.13.7 Response Parameters

This API uses the standard JSON response format. respData is an array of batch information, or an empty array [] if no batch matches.

Each object contains:

Field Type Description
batchld integer (int64) Batch ID
batchName string Batch name
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5.13.8 Response Example

{
"success": true,
"respCode": "8000",
"respMsg": "NoError",
"respData": [
{
"batchId": 10,
"batchName": "BATCH-001"
+
P
"respTime": 1792108800
+

5.13.9 Main Error Codes

Error code Description
8039 Order number is empty
8050 Authentication failed

See the appendix for other error codes.

5.14 Assign Programming Station Batch

This API assigns a specified batch to the currently logged-in Programming Station and synchronizes the station-batch association.
5.14.1 Request Method

POST

5.14.2 Request URL

{BASE_URL}/api/iot-factory-edge-service/assignBatch

5.14.3 Request Headers

In addition to the common request headers, this API requires the following header:

Parameter Mandatory Description
X-shbps-session Yes Programming Station session token from /login
5.14.4 Request Body

The request body contains:

Field Type Mandatory Description

batchld integer (int64) Yes Batch ID to assign. It must belong to the current factory, be unexpired, and be running.
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5.14.5 Notes

» Batch requirements: Only an unexpired, running batch in the current factory can be assigned.
« Assignment restriction: A Programming Station already assigned through Edge management cannot be reassigned through this API if
overriding the association is prohibited.

» Repeated assignment: Assigning the same batch to a station already assigned to it returns 8011 .

5.14.6 Request Example

"batchId": 10

5.14.7 Response Parameters

This API uses the standard JSON response format. respData.batchInfo.batches is an array of batch details with the same structure as

the batch details returned by /queryPPCBatchInfo.

5.14.8 Response Example

{
"success": true,
"respCode": "8000",
"respMsg": "NoError",
"respData": {
"batchInfo": {
"batches": [
{
"batchId": "10",
"batchName": "BATCH-001",
"programmingType": "SE",
"bindType": 2
}
1
+
o
"respTime": 1792108800
+

5.14.9 Main Error Codes

Error code Description
8009 Batch has expired
8010 Batch is closed
8011 Programming Station is already assigned to this batch
8013 Data parsing failed
8016 Programming Station does not exist
8032 Batch does not exist
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Error code Description
8035 Conflict with an assignment made in Edge management

8050 Authentication failed

See the appendix for other error codes.

5.15 Query Programming Station Batch Information
This API queries the batches associated with a Programming Station, programming scripts, and server load information.

5.15.1 Request Method

GET

5.15.2 Request URL

{BASE_URL}/api/iot-factory-edge-service/queryPPCBatchinfo

5.15.3 Request Headers

In addition to the common request headers, this API requires the following header:

Parameter Mandatory Description

X-snbps-session Yes Programming Station session token from /login

5.15.4 Request Parameters

This API accepts the following query parameters:

Field Type Mandatory Description
usafeSN string No For legacy U-Safe Programming Station queries
batchld integer o When positive, queries the specified running batch. If neither parameter is provided, queries by
(int64) the station in the current session.
5.15.5 Notes

» Query and assignment: This API only queries batch information; it does not perform /assignBatch.

» Programming type: programmingType distinguishes programming types such as MCU, SE, and SE_MCU . Use the value in the actual
batch.

» Enum values: Follow the ProgrammingType enum and the actual APl response. MATTER and SE_MATTER in older comments must not

be used directly as request enum values.

5.15.6 Request Example

GET {BASE_URL}/api/iot-factory-edge-service/queryPPCBatchInfo
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5.15.7 Response Parameters

This API uses the standard JSON response format and mainly returns the station's associated batches and server load information.

Field Type Description

usafeSN string U-Safe serial number

Array of batches associated with the Programming Station; may be empty if no batch
batchinfo.batches array . iiabl
is available

serverLoadInfo.pressureLevel integer  Server load level

serverLoadInfo.pressurePercentage  number  Server load percentage

5.15.8 Response Example

"success": true,
"respCode": "8000",
"respMsg": "NoError",
"respData": {
"patchInfo": {
"batches": [
{
"batchId": "10",
"batchName": "BATCH-001",
"total": 100,
"produced": 10,
"toBeProduced": 90,
"programmingType": "SE",
"scriptName": "burn-1.0",
"scriptMd5": "<md5>",
"scriptUrl": "<script download URL>"

1
o
"serverLoadInfo": {
"pressurelLevel": 1,
"pressurePercentage": 10.0
+
o
"respTime": 1792108800
+

5.15.9 Batch Detail Fields

Each object in batchInfo.batches contains batch, chip, programming script, and production progress information, including:

Field Type Description
batchld string Batch ID
batchName string Batch name
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Field Type Description

chips object[]  Chip information array; chipPart, chipVendor, and objectid are strings
env string Environment information
extData string Extended data
mark string Batch marker
notes string Batch notes
orderNo string Order number
produced integer  Quantity produced
toBeProduced integer  Quantity remaining
total integer  Total batch quantity
productName string Product name
version string Product version
region string Region

secureDebugReopen  integer  Secure debug switch

supportProtocols string[]  Supported protocol list
scriptName string Programming script name
scriptMd5 string Programming script MD5 digest
scriptUrl string Programming script download URL
vid string Matter VID
pid string Matter PID
bindType integer  Assignment method: 1, Edge management; 2, manual client assignment

. . Programming type, such as MCU, SE, or SE_MCU; choose the programming flow from the actual
programmingType string
response value

5.15.10 Main Error Codes

Error code Description
8013 Data parsing failed
8015 Programming Station has no assigned batch
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Error code

8016

8050

See the appendix for other error codes.

Description

Programming Station does not exist

Authentication failed

5.16 Get Dynamic Programming Data

This API generates device programming data for the batch assigned to the current Programming Station and creates a production record

for this programming operation.

5.16.1 Request Method

GET

5.16.2 Request URL

{BASE_URL}/api/iot-factory-edge-service/getProgrammingData

5.16.3 Request Headers

In addition to the common request headers, this API requires the following header:

Parameter

X-snbps-session

5.16.4 Request Parameters

Yes

Mandatory Description

Programming Station session token from /login

This APl accepts the following query parameters:

Field

uuid

ppcliVersion

usafeSN

chiplndex

5.16.5 Notes

Mandatory /
Type -
condition
string No
string No
. Legacy flow
string e
compatibility
integer No

Description

Trace ID for a single programming operation. If omitted, getProgrammingData generates

one; retain and reuse it in later calls.

Client script version

Since 3.1.1, no longer a primary parameter in the new flow. Station information takes

precedence when a session station exists.

No longer used since 3.1.1.

» Programming trace: Omit yuid on the initial call. After obtaining the returned yuid, retain and reuse it in subsequent

/uploadRequestData, /executeApdu, Or programming result requests.

« SE programming: In an SE-only scenario, a programming record is created even if the returned bundles array is empty.

« File download: Use the downloadUrl in the actual response for large files.
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» Sensitive material: Sensitive production material is not sent as plaintext in a bundtle .

5.16.6 Request Example

GET {BASE_URL}/api/iot-factory-edge-service/getProgrammingData?ppcliVersion=1.0.0

5.16.7 Response Parameters

This API uses the standard JSON response format. respData is a batch Bundle object containing:

Field Type Description
batchld string Batch ID
batchName string Batch name
uuid string Trace ID for this programming operation
bundles object|[] Data entries for this programming operation; may be an empty array in an SE-only scenario

5.16.8 Response Example

{
"success": true,
"respCode": "8000",
"respMsg": "NoError",
"respData": {
"batchId": "10",
"batchName": "BATCH-001",
"vuid": "example-programming-trace",
"pundles": []
o
"respTime": 1792108800
17

5.16.9 Main Error Codes

Error code Description
8013 Bundle data parsing failed
8030 No available Programming Station batch
8050 Authentication failed

See the appendix for other error codes.

5.17 Get Batch Metadata

This API returns complete batch metadata and download URLs for firmware and other files so the client can prepare device programming.

5.17.1 Request Method

GET
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5.17.2 Request URL

{BASE_URL}/api/iot-factory-edge-service/getMetadata

5.17.3 Request Headers

The following header is recommended to resolve the current Programming Station and factory context:

Parameter Mandatory / condition Description

x-snbps-session Recommended Programming Station session token from /login

This APl is not on the mandatory UkeyPermissionFilter validation path.

5.17.4 Request Parameters

This APl accepts the following query parameters:

i Mandatory / L.
Field Type . Description
condition
. . Trace ID for a single programming operation. If omitted, a later getProgrammingData call
uuid string No o
may generate one; retain it for later calls.
ppcliVersion string No Client script version
. Legacy flow Since 3.1.1, no longer a primary parameter in the new flow. Station information takes
usafeSN string o . . .
compatibility precedence when a session station exists.
chiplndex integer No No longer used since 3.1.1.
5.17.5 Notes

» Metadata retrieval: Returns the complete batch Bundle, performs the necessary metadata processing, and removes specified key

material.
» Production record: This API does not replace /getProgrammingData in creating a programming record. The yuid in its response
does not prove that a new production session was created.

» Programming Station context: A valid x-snbps-session can be used to resolve the current Programming Station.

5.17.6 Request Example

GET {BASE_URL}/api/iot-factory-edge-service/getMetadata?usafeSN=USAFE-001

5.17.7 Response Parameters

This API uses the standard JSON response format. respData is a batch Bundle object containing:

Field Type Description
batchld string Batch ID
batchName string Batch name
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Field Type Description

uuid Istring Programming trace ID in the response; does not prove that a production record was created

bundles object([] Complete batch data entries

5.17.8 Response Example

{
"success": true,
"respCode": "8000",
"respMsg": "NoError",
"respData": {
"batchId": "10",
"batchName": "BATCH-001",
"uuid": "example-programming-trace",
"pundles": []
}I
"respTime": 1792108800
+

The empty bundles array in the example illustrates the response structure only; it does not mean every batch returns an empty array.

5.17.9 Main Error Codes

Error code Description
8013 Data parsing failed
8030 No available Programming Station batch

See the appendix for other error codes.

5.18 Get Full Programming Data (Compatibility API)

This is the legacy API for retrieving a complete Bundle. Its service method is marked @Deprecated. New clients should use /getMetadata

and /getProgrammingData -

5.18.1 Request Method

GET

5.18.2 Request URL

{BASE_URL}/api/iot-factory-edge-service/getPPData

5.18.3 Request Headers

In addition to the common request headers, this API requires the following header:

Parameter Mandatory Description

X-snbps-session Yes Programming Station session token from /login
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5.18.4 Request Parameters

This API accepts the following query parameters:

. Mandatory / L.
Field Type . Description
condition
. . Trace ID for a single programming operation. In the new flow, getProgrammingData
uuid string No . . L
generates one if omitted; retain it for later calls.
ppcliVersion string No Client script version
. Legacy flow Since 3.1.1, no longer a primary parameter in the new flow. Station information takes
usafeSN string . . . .
compatibility precedence when a session station exists.
chiplndex integer No No longer used since 3.1.1.
5.18.5 Notes

» Batch query: This APl identifies the batch by usafeSN, generates a new yuid, and returns the processed complete programming
data.
* No available batch: The response may be null if no usable batch is found.

» Compatibility: This API supports legacy clients. New clients should use /getMetadata and /getProgrammingData .

5.18.6 Request Example

GET {BASE_URL}/api/iot-factory-edge-service/getPPData?usafeSN=USAFE-001

5.18.7 Response Parameters

This API uses the standard JSON response format. respData is a batch Bundle object containing:

Field Type Description
batchld string Batch ID
batchName string Batch name
uuid string Programming trace ID returned in this response
bundles object[] Processed complete programming data entries

5.18.8 Response Example

"success": true,
"respCode": "8000",
"respMsg": "NoError",
"respData": {
"batchId": "10",
"batchName": "BATCH-001",

482 /600



The empty bundles array in the example illustrates the response structure and is not the actual content for every batch. In an SE-only

scenario, /getProgrammingData may return an empty bundles array.

5.18.9 Common Bundle Structure

Each Bundle object in the bundles array contains:

Field Type Description
type string Bundle type
section string Section to which the Bundle belongs
ownerld string Associated object ID
authToken string Authentication token
authCert string Authentication certificate
authSign string Authentication signature
items object[] List of Bundle data entries

Each entry in the items array contains:

Field Type Description
itemld string Entry ID
key string Entry key
objectld string Object ID
parentld string Parent object ID
fieldType string Field type
attribute JSON object Entry attributes; structure depends on field type

Bundle fields and content may differ by batch. Clients should follow the actual server response and download URLs; do not treat the empty
bundles example as actual data for every batch.

5.18.10 Main Error Codes

Error code Description

8050 Authentication failed

Other exceptional behavior of this legacy APl depends on the old flow. See the appendix for specific error codes.
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5.19 Submit Intermediate Programming Request Data

This API reports chip execution results for batch Bundle entries and lets the corresponding processor generate the next stage of

programming data.

5.19.1 Request Method

POST

5.19.2 Request URL

{BASE_URL}/api/iot-factory-edge-service/uploadRequestData

5.19.3 Request Headers

In addition to the common request headers, this API requires the following header:

Parameter

X-snbps-session

5.19.4 Request Body

The request body contains:

Field

batchid

uuid

bundles

bundles[].type

bundles|[].section

bundles[].deviceld

bundles[].items

bundles[].items[].key

bundlesl[].items[].response

Mandatory Description
Yes Programming Station session token from /login
Mandatory / L.
Type . Description
condition
string Yes Batch ID in the current factory
. Required by Programming trace ID returned by /getProgrammingData ; IDRule number
string

business rules

object([] As needed
string Per template
string Per template
. Recommended
string
for IDRule
Required for a
object[] nonempty
Bundle
string Yes
. Per item
object([]
protocol

allocation requires a valid, stable traceId

Reported Bundle data; if empty, the current implementation returns

respData=null

Bundle type

Section to which the Bundle belongs

Stable device identifier. If omitted, the service attempts to resolve it from

the record for yuid. Do not change it after initial number allocation.

List of Bundle entries; empty items or null entries are not allowed

Nonempty entry key

List of results from the previous step; fields are defined by fieldType and

the corresponding processor protocol
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5.19.5 Notes

o Purpose: This API submits intermediate programming data; it does not report the final programming result.
» Data structure: Populate items[].key and response according to the actual batch template and processor protocol. Do not use the
placeholders in the example directly.

« Device identifier: In an IDRule scenario, reuse a stable device identifier for the same device. Do not change devicelId in later

programming steps after the first number allocation.

« Empty data: If bundles is empty, the current implementation returns respData=null.

5.19.6 Request Example

{
"batchId": "10",
"yuid": "<uuid returned by getProgrammingData>",
"bundles": [
{
"section": "<template section>",
"deviceId": "DEVICE-001",
"items": [
{
"key": "<template item key>",
"response": [
{
"<protocol field>": "<actual execution result>"
+
1
}
1
+
1
+

5.19.7 Response Parameters

This API uses the standard JSON response format. respData contains:

Field Type Description
batchld string Batch ID
batchName string Batch name
uuid string Programming trace ID for this operation
bundles object[] Next-stage programming data entries generated by the corresponding processor

5.19.8 Response Example

"success": true,
"respCode": "8000",
"respMsg": "NoError",
"respData": {
"batchId": "10",
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5.19.9 Main Error Codes

Error code Description
8002 Invalid request parameters
8003 Data processing failed
8032 Batch does not exist
8040-8046 Certificate or key agreement error
8065 Invalid IDRule rule
8066 Number range exhausted
8067 State conflict
8068 Stable device identifier is missing
8050 Authentication failed

See the appendix for other error codes.

5.20 Report Programming Result

This API closes an existing device programming record and creates or updates the device profile, while remaining compatible with legacy
clients.

5.20.1 Request Method

POST

5.20.2 Request URL

{BASE_URL}/api/iot-factory-edge-service/programmingResult

5.20.3 Request Headers

In addition to the common request headers, this API requires the following header:

Parameter Mandatory Description

X-snbps-session Yes Programming Station session token from /login

5.20.4 Request Body

The request body contains:
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Field

uuid

batchid

result

failureReason

deviceProfile

changeKeys

5.20.5 Notes

Type

string

integer
(int64)

boolean

string

object

object

Mandatory /
condition

Yes
(integration
contract)

Recommended

Explicitly
recommended

No

No

No

Description

traceld of an existing programming record

Used as additional context when the programming record lacks batch information

true means success; false Or null is treated as failure

Reason for programming failure

Actual CPS programming data. Fields are described under deviceRecord in the
Production Data Upload API, including deviceId, firmwareVersion, seid, cplc,

matterData, factoryData, and customData.

Compatibility field. Accepts null, an empty string, or a JSON object; other types return

8002 . The current programming result flow does not use this field further.

» Record handling: If the programming record does not exist or the current factory batch cannot be identified, the current method skips

device profile creation and returns normally.

» Duplicate report: A repeated report with the same status, or a report for a record already in success status, is not processed again.

» Result confirmation: respCode="8000" does not necessarily mean a new device profile was created. Confirm through a device query

API.

o Custom data: customData Vvalues must be strings and may contain at most 50 entries.

« Compatibility: The newer unified production data upload flow can report programming results through /v1/deviceData/upload .

5.20.6 Request Example

"uuid":

"batchId":

"result":

"deviceProfile": {

"deviceId":
"firmwareVersion":

"customData": {

"fixture":

5.20.7 Response Parameters

nAQL"

"DEVICE-001",

Tilo2:8"

"<current programming uvuid>",
iE,
true,

This API uses the standard JSON response format. On success, respData is null.
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5.20.8 Response Example

{
"success": true,
"respCode": "8000",
"respMsg": "NoError",
"respData": null,
"respTime": 1792108800
}

5.20.9 Main Error Codes

Error code Description
8002 Invalid request parameters
8007 Data processing or storage error
8037 Device profile creation failed
8050 Authentication failed

See the appendix for other error codes.

5.21 SE APDU Stepwise Programming

This API performs stepwise APDU programming of an SE device. The client executes the APDU commands returned by the server in order

and submits their results to obtain the next commands. A nextStep value of EQF means the programming flow is complete.

5.21.1 Request Method

POST

5.21.2 Request URL

{BASE_URL}/api/iot-factory-edge-service/executeApdu

5.21.3 Request Headers

In addition to the common request headers, this API requires the following header:

Parameter Mandatory Description

X-snbps-session Yes Programming Station session token from /login

5.21.4 Request Body

The request body contains:
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Field

batchld

cplc

seld

nfcUid

programmingTraceld

currentStep

commandResults

commandResults.succeed

commandResults.results

5.21.5 Notes

Type

string

string

string

string

string

string

object

boolean

object[]

Mandatory /
condition

Yes

Provide for SE

integration

Provide for SE

integration

For power keys

Optional for BOF;
required for
other steps

Yes

Required for
subsequent

steps

Required for
subsequent
steps

For subsequent
steps, follow the
previous

response

Description

SE configuration batch ID in the current factory. It cannot be omitted in
reliance on the station assignment alone.

CPLC protocol value of the SE device, usually 84 characters, used for the

SE device record

SE identifier. The field name is case-sensitive: use seld.

Protocol hex value of the device physical identifier; nfcId is accepted as

an input alias. It must remain identical on initial and subsequent steps.

Programming trace ID; yuid is accepted as an input alias. In an SE_MCU
flow, reuse the Matter session traceId. The response returns only

programmingTraceld.

Use BOF on the initial call. On subsequent calls, use nextStep from the

previous response unchanged; do not construct a step cursor.

Previous APDU execution result. Omit for BOF. For subsequent steps,
succeed must be true and results must correspond to the previous

commands.

Whether the previous step succeeded. false stops the flow and returns
8053 .

List of APDU execution results. Each entry contains index (integer) and
command, checker, and result (strings). index must numerically

match the string sequence number of the previous command.

« Initial call: Start programming with currentStep="BOF" and save programmingTraceId from the response for later steps.

 Command execution: The client must execute APDU commands in the order of commands and submit the actual results of the

previous batch in the next request.

» Step control: Use the previous response's nextStep unchanged in the next request. Do not parse or modify the server step cursor.

Stop at EQF ; do not submit EOF again.

» Sessionrecovery: 8054 means the current session cannot continue. Restart from BOF ; do not automatically replay earlier APDU

commands.

« Session lifetime: The current SE session lifetime is defined by a server configuration constant.

o Power key: nfcUid (or its input alias nfcId) must stay the same on the initial and subsequent steps. Do not use seId as the NFC

uID.
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5.21.6 Request Example

Use BOF on the initial call:

{
"patchId": "10",
"cplc": "<device CPLC>",
"seld": "<device SEID>",
"currentStep": "BOF"

+

5.21.7 Response Parameters

This API uses the standard JSON response format. respData contains:

Field Type Description
nextStep string Next server step cursor; EOF means the flow is complete
programmingTraceld string Trace ID of this SE programming operation
commands object[] List of APDU commands to execute in this step
commandsl].index string APDU command sequence humber
commands[].checker string APDU response checker
commands[].command string APDU hex command to execute

5.21.8 Response Example

"success": true,

"respCode": "8000",

"respMsg": "NoError",

"respData": {
"nextStep": "<server step cursor>",
"programmingTraceId": "example-programming-trace",
"commands": [

{
"index": "1",
"checker": "<server-provided checker>",
"command": "<server-provided APDU hex>"

]
o
"respTime": 1792108800

I

5.21.9 APDU Subsequent-Step Request Example

After executing the previous batch of APDU commands, the client submits the results using programmingTraceId and nextStep returned

by the server.
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"batchId": "10",
"programmingTraceId": "<programmingTraceId from previous response>",
"currentStep": "<nextStep from previous response>",
"cplc": "<same device CPLC>",
"seId": "<same device SEID>",
"commandResults": {
"succeed": true,
"results": [

{
"index": 1,
"command": "<original command>",
"checker": "<original checker>",
"result": "<actual card response hex>"
+

For a power key, include the same nfcuid (or input alias nfcId) in the initial request and every subsequent request. Do not download the
raw production key file separately to the client. Edge prepares the relevant production material and returns it through the APDU commands
for the current step. After successful programming reaches EQF , use the existing production count and device profile handling flow. If

command execution on the card clearly failed, do not report commandResults.succeed as true.

5.21.10 Power Key Device Binding Rules

» Device identifiers: The current power key flow requires both nfcUid (input alias nfcId is supported) and seld.

« Data format: Pass both identifiers as even-length hexadecimal strings as required by the device protocol. The current allocation
endpoint requires non-empty values of at most 64 characters and converts them to uppercase.

o Alias usage: Do not submit nfcUid and nfcId with different values. Keep the same nfcUid and device identity in the initial call and
every continuation request.

» Material binding: Production materials are stored against the device binding of factory, batch, NFC UID, and SEID. Even if a device
changes traceId or resends BOF, previously bound materials are reused first.

« Binding conflict: If an NFC UID or SEID is already bound but the other device identifier differs, the APl returns 8073 .

« Material exhaustion: If no production materials are available, the APl returns 8072 .

» Historical data: If a batch still has an allocation state from legacy Redis or production records that has not been migrated, the APl may
also return 8073 . Resending BOF does not allocate new materials.

5.21.11 Main Error Codes

Error code Description
8006 Batch or programming record is missing
8047 SE configuration is missing
8048 Data parsing failed
8049 CPLC-related error
8052 Step execution result does not match
8053 Previous step failed
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Error code Description

8054 Session cannot continue; restart required
8055 APDU processing failed
8056 Configuration decryption failed
8070-8074 Production data, material allocation, or configuration error
8050 Authentication failed

See the appendix for other error codes.

5.22 Get Programming Script URL

This API obtains the programming script download URL for a specified batch.
5.22.1 Request Method

POST

5.22.2 Request URL
{BASE_URL}/api/iot-factory-edge-service/getScriptFile

5.22.3 Request Headers

Provide the following request header to resolve the current station and factory context:

Parameter Mandatory Description

X-snbps-session Recommended Station session token returned by /login

This API is not on the mandatory validation path list of UkeyPermissionFilter .

5.22.4 Request Body

The request body contains the following parameters:

Field Type Mandatory / condition Description
batchld integer (int64) Required when querying by batch Batch ID
productld integer (int64) No Compatibility parameter for product-based queries
chipPart string As needed Chip model
chipVendor string As needed Chip vendor
5.22.5 Notes

« Download URL: The client should download the programming script from the fileUrl returned by the API.

 Script verification: An HTTP success response does not mean the client has completed local script download and verification.
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5.22.6 Request Example

"batchId": 10

5.22.7 Response Parameters

This API uses the standard JSON response format. respData contains the following field:

Field Type Description

fileUrl string Programming script download URL returned by the server

5.22.8 Response Example

{
"success": true,
"respCode": "8000",
"respMsg": "NoError",
"respData": {
"fileUrl": "<server-generated script download URL>"
o
"respTime": 1792108800
}

5.22.9 Main Error Codes

Error code Description

8022 Failed to get the programming script

See the appendix for other error codes.

5.23 Download File

This API downloads a file by its local file record ID.

5.23.1 Request Method

GET

5.23.2 Request URL

{BASE_URL}/api/iot-factory-edge-service/download

5.23.3 Request Headers

Calls requiring factory context should provide the following request header:

Parameter Mandatory / condition Description

X-snbps-session When factory context is required Valid station session token returned by /login
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5.23.4 Request Parameters

Pass the following fields as query parameters:

Field Type Mandatory Description
fileld integer (int64) Yes Local file record ID
fileName string No Download filename requested by the client
5.23.5 Notes

» Response format: On success, the API returns a binary file stream with download headers such as Content-Disposition. It does not

use the standard ClientR JSON response structure.

» Download URL: The client can use the full download URL returned by /getScriptFile or /getMetadata rather than building it
manually.

» Session requirement: Provide a valid x-snbps-session when factory context is required.

5.23.6 Request Example

curl -L "$BASE_URL/api/iot-factory-edge-service/download?fileId=100&fileName=burn.zip" \
-H "x-snbps-session: $SESSION" \
-0 burn.zip

5.23.7 Response Parameters

On success, the API returns a binary file stream, not JSON respData -

5.23.8 Main Error Codes

Error code Description
8022 File record does not exist
8023 File download failed

See the appendix for other error codes.

5.24 Upload Device Event Logs

This API receives event logs produced during device programming, filters them by configured priority, and reports them through MQTT. If
sending fails, it saves a compensation record.

5.24.1 Request Method

POST

5.24.2 Request URL

{BASE_URL}/api/iot-factory-edge-service/v1/eventLog/upload
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5.24.3 Request Headers

In addition to the common request headers, provide the following header:

Parameter Mandatory Description

X-snbps-session Yes Station session token returned by /login

5.24.4 Request Body

The request body contains the following parameters:

. Mandatory / L
Field Type . Description
condition

programmingTraceld string Yes (non-null) Programming trace ID; vuid is also accepted as an input alias

events object[]  Yes (non-null) Event log list; an empty array may be ignored

events[].eventName string Recommended Event name

events[].timestamp string Recommended  Client event time in the format defined by the event protocol

events[].source string Recommended Event source

Event priority as a numeric string from 1to 5; larger values mean higher priority.

events[].priority string Recommended
Empty or invalid values are filtered out.
events[].status string Recommended Event status: success or failure
events[].content string No Log content; the current implementation truncates it after 256 characters.
5.24.5 Notes

« Event filtering: The server filters events by the configured priority threshold. Events below the threshold or with invalid priority are not

reported further.

» Log synchronization: A successful HTTP request means only that the API received and processed the request; it does not mean every

event has been synchronized to the cloud.

» Failure compensation: If MQTT sending fails, the server saves a compensation record.

5.24.6 Request Example

{
"programmingTraceId": "<current programming traceId>",
"events": [
{

"eventName": "ProgrammingFinished",
"timestamp": "2026-10-16T10:00:00+08:00",
"source": "PS",
"priority": "5",
"status": "success",
"content": "Burn completed"
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5.24.7 Response Parameters

This APl uses the standard JSON response format. On success, respData iS null.

5.24.8 Response Example

{
"success": true,
"respCode": "8000",
"respMsg": "NoError",
"respData": null,
"respTime": 1792108800
+

5.24.9 Main Error Codes

Error code Description

8050 Authentication failed

Request parameter binding or validation may also produce errors. See the appendix for other error codes.

5.25 Generate Matter Verifier

This API calls the Matter SDK to generate a Matter passcode, Salt, and Verifier.
5.25.1 Request Method

POST

5.25.2 Request URL
{BASE_URL}/api/iot-factory-edge-service/generateVerifier

5.25.3 Request Headers

The current application.yml does not exclude this API from platform authentication. If platform authentication is enabled in the

deployment, provide the following header:

Parameter Mandatory / condition Description
x-snbps-auth- When platform authentication is Platform authentication token, distinct from the station session token x-
token enabled snbps-session

5.25.4 Request Parameters

This API requires no request parameters.

5.25.5 Notes

« Generation parameters: The current implementation fixes saltLen at 32 bytes and iterations at1000. They cannot be overridden
in the request body.
« Runtime dependency: The corresponding native Matter SDK must be deployed on the server.

« Status interpretation: The outer respCode and respData.status have different meanings. The former indicates the API business
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response status; the latter is the status returned by the Matter SDK.

o Example data: Numeric values in the response example illustrate field types only.

5.25.6 Request Example

POST {BASE_URL}/api/iot-factory-edge-service/generateVerifier

5.25.7 Response Parameters

This API uses the standard JSON response format. respData contains the following fields:

Field Type Description
status integer Status code returned by the Matter SDK
passcode integer Matter passcode
salt string Base64-encoded Salt
verifier string Base64-encoded Verifier

5.25.8 Response Example

{
"success": true,
"respCode": "8000",
"respMsg": "NoError",
"respData": {
"status": 0O,
"passcode": 20202021,
"salt": "<Baseb64 salt>",
"verifier": "<Base64 verifier>"
o
"respTime": 1792108800
+

5.26 Generate Matter Onboarding Payload

This API calls the Matter SDK with specified Matter parameters to generate a QR code onboarding payload and manual pairing code.
5.26.1 Request Method

POST

5.26.2 Request URL

{BASE_URL}/api/iot-factory-edge-service/generateOnboardingData

5.26.3 Request Headers

The current application.yml does not exclude this API from platform authentication. If platform authentication is enabled in the

deployment, provide the following header:
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Parameter Mandatory / condition Description

X-snbps-auth- When platform authentication is Platform authentication token, distinct from the station session token x-

token enabled snbps-session

5.26.4 Request Parameters

The APl accepts the following query or form parameters, not a JSON request body.

Field Type Mandatory Description

Matter Vendor ID (VID) as a decimal integer, unlike the hexadecimal text used by the

vid integer Yes
Matter payload recovery API
pid integer Yes Matter Product ID (PID) as a decimal integer
passcode integer Yes Matter passcode
commissioningFlow integer Yes Matter SDK commissioning flow parameter
discoveryMode integer Yes Matter SDK device discovery mode parameter
5.26.5 Notes

» Parameter transport: Although this APl uses P0ST, all five parameters are bound with @RequestParam. Pass them through URL query
or form parameters, not a JSON request body.
o Parameter validation: The underlying Matter SDK determines the valid range for each parameter.

» VID/PID format: This API uses decimal integers, unlike the hexadecimal strings used by /vi/matter/onboarding-payloads/recover.

5.26.6 Request Example

POST {BASE_URL}/api/iot-factory-edge-service/
generateOnboardingData?vid=65522&pid=32769&passcode=20202021&commissioningFlow=0&discoveryMode=2

5.26.7 Response Parameters

This API uses the standard JSON response format. respData contains the following fields:

Field Type Description
status integer Status code returned by the Matter SDK
discriminator integer Matter onboarding Discriminator
grcode string Matter QR code onboarding payload
manualcode string Matter manual pairing code; note that the field name manualcode is all lowercase
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5.26.8 Response Example

{
"success": true,
"respCode": "8000",
"respMsg": "NoError",
"respData": {
"status": 0O,
"discriminator": 3840,
"grcode": "<SDK-generated QR code payload>",
"manualcode": "<SDK-generated manual pairing code>"
o
"respTime": 1792108800
+

5.27 Generate Matter Unique ID

This API calls the Matter SDK to generate a Matter Unique ID.
5.27.1 Request Method

POST

5.27.2 Request URL
{BASE_URL}/api/iot-factory-edge-service/generateUniqueld

5.27.3 Request Headers

The current application.yml does not exclude this API from platform authentication. If platform authentication is enabled in the

deployment, provide the following header:

Parameter Mandatory / condition Description
x-snbps-auth- When platform authentication is Platform authentication token, distinct from the station session token x-
token enabled snbps-session

5.27.4 Request Parameters

This API requires no request parameters or request body.

5.27.5 Notes

« Generation: The Matter SDK generates the Unique ID; the client supplies no generation parameters.
« Status interpretation: A successful Matter SDK status is usually @, while the outer API business success code is 8000 . They have

different meanings.

5.27.6 Request Example

POST {BASE_URL}/api/iot-factory-edge-service/generateUniqueld

5.27.7 Response Parameters

This API uses the standard JSON response format. respData contains the following fields:
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Field Type Description
status integer Status code returned by the Matter SDK

result string Base64-encoded Unique ID

5.27.8 Response Example

"success": true,
"respCode": "8000",

"respMsg": "NoError",
"respData": {

"status": 0O,

"result": "<Baseé4 uniqueId>"
o

"respTime": 1792108800

5.28 Query Device Data (Legacy API, Deprecated)

This API supports device data queries by legacy clients. New clients should use /v1/device/detail, or /vi/device/information/
query for station query scenarios.

5.28.1 Request Method

POST

5.28.2 Request URL
{BASE_URL}/api/iot-factory-edge-service/queryDeviceData
5.28.3 Request Body

Provide the following request header to resolve the current station and factory context:

Parameter Mandatory / condition Description
x-snbps-session Recommended Station session token returned by /1login
This APl is not on the mandatory validation path list of UkeyPermissionFilter.

5.28.4 Request Body

The request body contains the following parameters:

Field Type Mandatory / condition Description
batchld string Yes Batch ID
paramKey string Yes Key identifying the parameter group
paramField string Yes Field to locate

500/600



Field Type Mandatory / condition Description

paramValue string Yes Field value identifying the device
queryKeys string[] Yes See the queryable keys list (queryKeys V1) for supported keys.
5.28.5 Notes

o Compatibility: This APl was declared deprecated in the v1.3 document and remains only for legacy clients.

* Query source: If the batch was deleted, a file cannot be read, or no local device profile matches, the APl may query historical records
or cloud data.

» Query parameters: queryKeys must follow the legacy Bundle query protocol. Do not use field definitions from the newer QueryKeys
V2 directly.

5.28.6 Request Example

{
"batchId": "10",
"paramKey": "<legacy protocol key>",
"paramField": "<legacy protocol field>",
"paramValue": "<actual value>",
"queryKeys": [

"<legacy query key>"

1

+

5.28.7 Response Parameters

This API uses the standard JSON response format. respData contains the following fields:

Field Type Description
batchld string Batch ID
paramKey string Parameter Key used by the query
paramField string Field used by the query
paramValue string Field value used by the query
data map<string,map<string,object>> Device information in the legacy data structure

5.28.8 Response Example

"success": true,
"respCode": "80600",

"respMsg": "NoError",

"respData": {
"batchId": "10",
"paramKey": "<legacy protocol key>",
"paramField": "<legacy protocol field>",
"paramValue": "<actual value>",
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5.28.9 Main Error Codes

Error code Description
8006 Batch does not exist
8003 Legacy device information query failed

See the appendix for other error codes.

5.29 Update Device Information (Legacy API, Deprecated)

This API supports updates using the legacy device data model. New clients should use /vi/updateDevicesProfile.
5.29.1 Request Method

POST

5.29.2 Request URL

{BASE_URL}/api/iot-factory-edge-service/updateDevicelnfo

5.29.3 Request Headers

Provide the following request header to resolve the current station and factory context:

Parameter Mandatory / condition Description

X-snbps-session Recommended Station session token returned by /login

This API is not on the mandatory validation path list of UkeyPermissionFilter.

5.29.4 Request Body

The request body contains the following parameters:

. Mandatory / A

Field Type . Description

condition
. . Batch ID; note that this differs from the string type used by the
batchld integer (int64) Yes
legacy query API

paramKey string Yes Key identifying the parameter group
paramField string Yes Field to locate
paramValue string Yes Field value identifying the device

data map<string,map<string,string>> Yes Device data to update

5.29.5 Notes

o Compeatibility: This API uses the legacy device data model. New clients should use /v1/updateDevicesProfile.
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« Batch handling: If the specified batch does not exist, the current service returns directly, while the controller may still return the data
from the request.
» Update confirmation: respCode="8000" and an echoed data value do not prove that data was persisted. Do not infer a successful

device information update solely from the API response.

5.29.6 Request Example

{
"batchId": 10,
"paramKey": "<legacy protocol key>",
"paramField": "<legacy protocol field>",
"paramValue": "<actual value>",
"data": {}

}

5.29.7 Response Parameters

This API uses the standard JSON response format. respData is the data object from the request, of type map<string, map<string,

string>> . It only echoes request data; it does not represent a fresh read of persisted state.

5.29.8 Response Example

{
"success": true,
"respCode": "8000",
"respMsg": "NoError",
"respData": {},
"respTime": 1792108800
}

6. Appendix

6.1 Appendix One: Queryable Keys (queryKeys V2)

Data item Key
Matter commissioning: PBKDF iterations (1000) matterData.iterations
Matter commissioning: salt length (32 bytes) matterData.saltLength
Matter commissioning flow type (0 = standard flow) matterData.commissioningFlows
Device discovery mode matterData.discoverableMode
Matter Vendor ID matterData.vid
Matter Product ID matterData.pid
Discriminator matterData.discriminator
Matter commissioning: rotating device ID enabled (true = enabled) matterData.enableRotatingDeviceld
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Data item

Matter manual pairing code

Matter passcode

Matter onboarding QR code

Matter salt used by the password derivation algorithm

Matter device Unique ID (Base64 encoded)

Matter Verifier

Matter programming device serial number

Matter DAC certificate MD5

Matter PAI certificate MD5

Matter CD filename

Matter CD file MD5

Factory data; see the OBIS product configuration Ul

Factory data; see the OBIS product configuration Ul

Factory data; see the OBIS product configuration Ul

Factory data; see the OBIS product configuration Ul

Factory data; see the OBIS product configuration Ul

Factory data; see the OBIS product configuration Ul

Factory data; see the OBIS product configuration Ul

Factory data; see the OBIS product configuration Ul

Key

matterData.manualCode

matterData.passcode

matterData.qrcode

matterData.salt

matterData.uniqueid

matterData.verifier

matterData.serialNumber

matterData.dacCertMd5

matterData.paiCertMd5

matterData.cdFileName

matterData.cdFileMd5

factoryData.vendorName

factoryData.hardwareVersion

factoryData.hardwareVersionString

factoryData.partNumber

factoryData.productUrl

factoryData.productLabel

factoryData.productName

factoryData.startAddress

Programming status programmingData.programmingStatus

Programming log programmingData.programmingLog

Programming time programmingData.programmingTime

MCU ID in the programmed chip chipData.chipUid

Chip Bluetooth MAC address chipData.bleMac
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Data item Key

Firmware name (returns firmware list) firmwareData.fwName
Firmware MD5 (returns firmware list) firmwareData.fwMd5
Custom field customData.<custom field>

6.1.1 Additional Query Keys

Q e

This API follows queryKeys V2 naming. Matter data uses matterData.manualCode, matterData.qrcode, and

matterData.uniqueid, which differ from manualPairingCode and setupPayload in the "Query Device Information" API; do not mix

them.
Data item Key Description
SE data seData Returns the complete SE data object in the device profile
Query . . o )
" matterData / factoryData / programmingData / A group name without a dot queries its supported fields; the exact
entire
chipData / firmwareData / customData response depends on the current implementation.
group

6.2 Appendix Two: Error Code List
The following table lists client business error codes used by the APIs and their descriptions.

o Each APl uses only a subset of these codes. See the corresponding API description for causes and handling.
» Parameter validation, platform authentication, and framework processing may produce other error codes not listed here.

» An SDK status of 0 has a different meaning from respCode="8000" in the standard API response; do not confuse them.

respCode Enum name Description
8000 NO_ERROR Operation succeeded (NoError)

8001 REQUEST_FAILED Request failed (RequestFailed)

8002 PARAM_ERROR Invalid parameter (ParamError)

8003 METHOD_ERROR Invalid method (MethodError)

8004 AUTH_ERROR Authentication failed (AuthError)

8005 USAFE_TYPE_ERROR Invalid U-Safe type (USafeTypeError)
8006 DATA_NOT_FOUND Data not found (DataNotFound)
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respCode

8007

8008

8009

8010

80M

8012

8013

8014

8015

8016

8017

8018

8019

8020

8021

8022

8023

8024

8025

8026

8027

8028

8029

8030

8031

Enum name

DATA_ERROR

NOT_ALLOWED

BATCH_EXPIRED_ERROR

BATCH_STATUS_CLOSED

STATION_BATCH_HAS_BIND

STATION_HAS_LOGIN

BATCH_BUNDLE_PARSE_ERROR

STATION_PASSWORD_ERROR

STATION_NOT_BIND_BATCH

STATION_NOT_EXIST

UNKNOWN_LOGIN_TYPE

FACTORY_NOT_EXIST

FACTORY_STATUS_LOCKED

USAFE_NOT_FOUNT

STATION_USAFE_NOT_MATCH

FETCH_BURN_SCRIPT_ERROR

DOWNLOAD_BURN_SCRIPT_ERROR

PRELOGIN_AUTH_ERROR

HSM_CERT_SYNC_REQUIRED

SIGN_VERIFY_ERROR

BATCH_HAS_DONE

BATCH_FILE_NOT_EXIST

BATCH_IMPORT_FAILED

PS_BURN_STATION_RECORDING_FINISHED

USAFE_UNAVAILABLE

Description

Invalid data (DataError)

Operation not allowed (NotAllowed)

Batch expired

Batch closed

Batch already assigned to this station

Station already logged in (StationHasLogin)

Failed to parse the Bundle file generated for the batch

Incorrect station password (StationPasswordError)

Station has no assigned batch

Station does not exist

Unknown login type

Factory does not exist

Factory is locked

U-Safe not found

U-Safe does not match station ID

Failed to get programming script

Failed to download programming script

Pre-login authentication failed

HSM authentication certificate not found. Edit factory HSM

information in the cloud to trigger certificate synchronization.

Signature verification failed

Batch completed

Operation failed: product batch file does not exist

Failed to import batch

U-Safe SN has completed programming or is not assigned to a batch

U-Safe unavailable
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respCode

8032

8033

8034

8035

8036

8037

8038

8039

8040

8041

8042

8043

8044

8045

8046

8047

8048

8049

8050

8051

8052

8053

8054

8055

Enum name

BATCH_NOT_FOUND

BATCH_DOWNLOAD_STATUS_NOT_WAIT

Description

Batch not found

Batch download status is not pending

DEVICES_PROGRAMMER_DATA_UPLOAD_ERROR  Failed to upload device adapter data

STATION_HAS_EDGE_BIND

CLOUD_FACTORY_ID_ERROR

DEVICE_PROFILE_GENERATE_ERROR

UNSUPPORTED_CERTIFICATE_LFORMAT

ORDER_NUMBER_CANNOT_BE_EMPTY

CERT_CHAIN_VERIFY_FAILED

PUBKEY_SIGNATURE_VERIFY_FAILED

ECDH_KEY_AGREEMENT_FAILED

SESSION_KEY_NOT_FOUND

KEY_WRAP_FAILED

DAC_PUBKEY_SIGNATURE_VERIFY_FAILED

BUNDLE_PUBLIC_KEY_NOT_FOUND

SE_PROFILE_NOT_FOUND

SE_PROFILE_PARSE_ERROR

CPLC_INVALID

PERMISSION_CHECK_DENY

SERVER_PERFORMANCE_LIMIT

APDU_SESSION_INVALID

APDU_STEP_FAILED

APDU_RESTART_REQUIRED

APDU_PROCESS_FAILED

Station already assigned a batch from the Edge Service

Invalid cloud factory ID

Failed to generate device profile

Unsupported certificate format

Order number must not be empty

Silicon Labs certificate chain verification failed

Chip temporary public key signature verification failed

ECDH key agreement failed

Session key does not exist or has expired

Key encapsulation failed

DAC public key signature verification failed

Bundle public key material for the specified keyCode not found

SE Profile for the batch not found

Failed to parse SE Profile

Invalid CPLC; length must be 84

Authorization verification failed; obtain verification permission again

Concurrency limit reached; ask the factory administrator to check the

server

Invalid executeApdu session: command result for the current step

does not match the expected result

Previous APDU execution failed

APDU session invalid or expired; restart programming for this device

Failed to process APDU Profile step
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respCode Enum name Description

8056

8057

8058

8059

8060

8061

8064

8065

8066

8067

8068

8069

8070

8071

8072

8073

8074

8101

8102

8103

SE_PROFILE_DECRYPT_ERROR Failed to decrypt SE Profile

TEST_FILE_.PARAM_ERROR Invalid test file upload parameters
TEST_FILE_MANIFEST_ERROR Invalid test file manifest

TEST_FILE_.STORAGE_ERROR Failed to save test file locally

TEST_FILE_TASK_ERROR Failed to save test file upload task
TEST_FILE_UPLOAD_ERROR Failed to upload test file to cloud storage
TEST_DATA_TASK_ERROR Failed to save test data report task

ID_RULE_INVALID Invalid ID Rule description
ID_RULE_RANGE_EXHAUSTED ID Rule allocation range exhausted

ID_RULE_CONFLICT ID Rule status conflicts with batch description
ID_RULE_DEVICE_KEY_REQUIRED A stable device identifier is required to parse the ID Rule
SCENARIO_TYPE_NOT_BE_NULL scenarioType must not be empty

DATA_INVALID Invalid production data

KEY_DECRYPT_FAILED Failed to decrypt batch protection key
DATA_EXHAUSTED Production data exhausted

ASSIGNMENT_CONFLICT Production data allocation conflicts with batch or device

Programming requires a PERSONALIZE operation and corresponding
PROFILE_INVALID
Applet selection information

DEVICE_NOT_FOUND Device not found; check query parameters
MULTI_DEVICES_FOUND Multiple devices matched; add filters
QUERY_CONDITION_REQUIRED Specify at least one valid query condition in deviceLocator

6.3 Appendix Three: Updatable Keys (updateDevicesProfile)

Keys supported by the Update Devices Profile API:

Data item Key Value description

extend.<extension field

Device extension field Supported extension fields: vid, pid, chipld, grcode, pairingCode

env

key>

environment test / prod
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Data item

Production time

Version name

Batch name

Factory name

Programming station

name

Programming status

DAC certificate serial
number

DAC certificate

commonName

DAC certificate VID

DAC certificate PID

Subject key identifier

Authority key identifier

DAC effective date

DAC expiration date

Pairing code

QR code

DAC expiration time
(date, time, and time

zone)

Remaining days of DAC
validity

Issued DAC certificate

Field in factoryData

Key

manufactureTime

productVersion

productBatch

factory

programmingStation

programmingStatus

dacSerialNo

dacCommonName

dacVid

dacPid

subjectKeyldentifier

authorityKeyldentifier

notBefore

notAfter

pairingCode

grcode

expiryDate

leftDays

certificate

factoryData.<key

name>

e string

Value description

e Time format: 2020-11-11T01:11:11+08:00

string

string

string

string

Complete / Failed / Unreported

string

string

string

string

string

string

e string

e Time format: 2020-11-11T01:11:11+08:00

« string

o Time format: 2020-11-11T01:11:11+08:00

string

string

o string

e Time format: 2020-11-11T01:11:11+08:00

string

string

e string

« Supports deletion of the corresponding key in factory data.
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Data item

Script filename

Firmware

otherFiles

attachmentFiles

Key

programmingScript

firmwareData.<firmware

name>

otherFile.<filename>

attachment.<filename>

Value description

string
Supports deletion of the script file with this name. Only one script file may

exist; uploading a new script filename overwrites the prior file record.

The startAddress of the named firmware may be updated.

Deletion of the named firmware is supported.

The key of the named file in otherFile may be updated.

Deletion of the named file is supported.

The key of the named attachment may be updated.

Deletion of the named file is supported.

6.4 Appendix Four: Queryable Keys (queryKeys V1)

Q T

« If a data item is not configured for the product, the API returns an empty value for it.

e The digit 1 inthe key fwl.fileName denotes the first firmware file.

Data item

CD file MD5

CD filename

Commissioning flow

DAC MD5

Discovery mode

Discriminator

EnableRotatingDeviceld

hardwareVersion

hardwareVersionString

mculd

PAI MD5

partNumber

PID

productLabel

cdFile.md5

Key

cdFile.fileName

matterCommissioningParameter.commissioningFlows

dacTemplate.md5

matterCommissioningParameter.discoverableMode

matterCommissioningParameter.discriminator

matterCommissioningParameter.enableRotatingDeviceld

hardwareVersion

hardwareVersionString

mculd

paiCert.md5

partNumber

pid

productLabel
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Data item

productUrl

salt

softwareVersion

softwareVersionString

SPAKE2+Iterations

UniquelD

vendorName

verifier

VID

QR code

Firmware filename

Device programming result

Manual pairing code

Original passcode

6.5 Typical Business Call Flows

This section gives typical API call sequences for station programming, testing, and assembly. See each API description for its request

Key

productUrl

matterCommissioningParameter.salt

softwareVersion

softwareVersionString

matterCommissioningParameter.iterations

matterCommissioningParameter.uniqueld

vendorName

matterCommissioningParameter.verifier

vid

matterCommissioningParameter.qrcode

fw1.fileName

programmingStatus

matterCommissioningParameter.manualCode

matterCommissioningParameter.passcode

parameters, response structure, and handling rules.

6.5.1 Station Programming

After login, batch query, and assignment, the station obtains programming data, programs the device, and reports the result. A typical call

flow is:

queryLoginType
4

preLogin (as needed)
J

login
N

queryPPCBatchInfo / queryBatchByOrderNumber

N

assignBatch (as needed)

N
getMetadata
N
getProgrammingData
N

uploadRequestData (as required by programming items)
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For SE programming, also observe the following rules:

o SE-only scenario: A production record may be created at the BOF stage.

» Mixed SE_MCU programming: Reuse the same traceId from the MCU or Matter programming stage, then execute SE programming

operations through executeApdu until EOF.

6.5.2 Testing and Assembly

Testing and assembly data is reported through /vi1/deviceData/upload. To associate a test file, upload the file first, then submit the

related production data. A typical call flow is:

login
J

testFile/upload (as needed)
N

deviceData/upload

When calling these APIs, note:

» Testing: For the first upload without attachments, traceId may be omitted, but scenarioType is required. Use the tracelId returned
by the API for subsequent uploads.

« File association: To attach a test file, first upload it through /v1/testFile/upload, then use the returned tracelId in /v1/
deviceData/upload.

o Assembly: Use the batchId of the actual assembly batch and report the execution result through deviceRecord.testData .result.

Depending on the business flow, a scan may first call /v1/matter/onboarding-payloads/recover to recover Matter onboarding data.

Use /vl/device/information/query When detailed device information is needed.
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Version: v3.3.0

OnBoard™ loT Security FW
Sighing and Pushing CLI -
v1.0.0

1. Revision Record

Version Modified Date Notes

v1.0.0 2025/02/17 Initial release

2. Overview

OnBoard™ loT Security (OBIS) FW Signing and Pushing CLI is a command-line tool
built specifically for OBIS, dedicated to firmware signing and pushing. It integrates
several core functions, including key configuration based on the PKI (Public Key
Infrastructure) certificate signing, KMS (Key Management System) firmware signing,
public key export, and firmware pushing to OBIS.

This article introduces the common commands of the OBIS FW Signing and Pushing
CLI and provides parameter descriptions and usage examples to help you efficiently

complete firmware signing and pushing operations.
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3. Syntax

snb [command] [subcommand] [parameters]

4. Command List

4.1 Key Configuration Command

Used to set the Access Key and Secret Key.

411 Command

config

4.1.2 Parameters

Parameters Type Mandatory Description

— Set the Access Key, which can be viewed

string Yes . .
accessKey in the user page in OBIS.
- ) Set the Secret Key, which can be viewed
string Yes . _
secretKey in the user page in OBIS.

4.1.3 Example

snb config --accessKey <AK> --secretKey <SK>
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4.2 Firmware Signing Command

Used to perform a signing operation on input data with the specified key pair.

4.21 Command

kms
4.2.2 Subcommand
sign

4.2.3 Parameters

Parameters Type Mandatory Description

Configure the signing algorithm,
--algorithm string Yes currently supporting
ecdsa_sha_256.

Specify the key ID to use for the

--keyId string Yes o ]
signing operation.
] Specify the target file to be
--inputFile string No )
signed.
] Input the data to be signed, in
--inputData string No

hexadecimal string format.
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Parameters Type
--inputHash string
--outputFile string
— string
resourcePackageld
Q) TP

Mandatory

No

No

No

Description

Input the pre-hashed data to be
signed, in hexadecimal string

format.

Specify the output file for the
signature result, in the .der
format. Defaults to standard
output (stdout).

Specify the resource package ID
for the product. This parameter
is required when accessing the
product keys.

» At least one of the parameters (inputFile, inputData, or inputHash)

must be provided.

o When outputting to standard output (stdout), the signature result in the .der

format is represented as a hexadecimal string.

4.2.4 Example

snb kms sign --algorithm ecdsa_sha_256 --keyId <keyID> --
inputFile ./firmware.bin --outputFile ./signedResult.der

516 / 600



4.3 Public Key Export Command

Used to export the public key of a specified key pair.

4.3.1 Command

kms

4.3.2 Subcommand

exportPubKey

4.3.3 Parameters

Parameters

--keyId

—--outputFormat

--outputFile

resourcePackageld

Type

string

string

string

string

Mandatory

Yes

Yes

Yes

No
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Description

Specify the key ID to export.

Specify the output format for the
exported key, options are PEM or

DER . Default is DER.

Specify the output file for the
exported key. Defaults to
standard output (stdout).

Specify the resource package ID
for the product. This parameter
is required when the Access Key
used belongs to a personal

account.



Q TP

When outputting to standard output (stdout), the signature result in the .der

format is represented as a hexadecimal string.

4.3.4 Example

snb kms exportPubKey --keyId <keyID> --outputFormat PEM --
outputFile pubKey.pem

4.4 Certificate Signing Command (such as Matter DAC)

Used to sign a certificate signing request (CSR) file using the specified certificate
template.

4.41 Command

pki

4.4.2 Sub-command
sign

4.4.3 Parameters

Parameters Type Mandatory Description

‘ Specify the input format ( PEM or
--inputFormat string Yes )
DER). Default is PEM.
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Parameters Type Mandatory Description

-- Specify the certificate (such as

string Yes
certTemplateld Matter DAC) template ID.
- Specify the output file format( PEM

string Yes .

outputFormat or DER). Default is DER.

--csrFile string No Specify the path of the CSR file.
--csrContent string No Provide the content of the CSR file.
) Specify the output filename.
-—outputFile string No

Defaults to standard output (stdout).

Q TP

o Atleast one of the parameters (csrFile or csrContent) must be

provided.

e When outputting to standard output (stdout), the signature result in the .der

format is represented as a hexadecimal string.

4.4.4 Example

snb pki sign --csrFile ./csr.der --inputFormat DER --
certTemplateId 1F118749-EEB1-11EF-A430-B8CEF6C25058

4.5 Firmware Push Command

Used to push the signed firmware file to OBIS.
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4.51 Command

obis

4.5.2 Subcommand

push

4.5.3 Parameters

Parameters

--file

-—-fileType

resourcePackageld

-—env

--startAddress

Type

string

string

string

string

string

Mandatory

Yes

Yes

Yes

Yes

No
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Description

Specify the file to be pushed to
OBIS.

Specify the type of the file being
pushed: Application (default),

Bootloader, or Others.

Specify the resource package ID

under the target product in OBIS.

Specify the target environment

for pushing: TEST or PROD.

Specify the firmware
programming start address, in
hexadecimal format starting with
0x .



Parameters Type Mandatory Description

Set the firmware file version,
with a maximum length of 16

characters. Allowed characters

--version string No )
include text, numbers (0-9),
letters (a-z, A-Z), dot (.),
underscore (_), and hyphen (-).
Q TIP

* When the file being pushed is in the .bin format, the startAddress

parameter is required.

e The combination of version, env, and file must be unique and can't be

duplicated.

4.5.4 Example

snb obis push --file ./lighting.s37 --fileType Application --
resourcePackageId <id> --env TEST --version 1.0.0
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5. Execution Flow Example

Chip vendor
provided tool

Generate a
digest value
from

<4+ Responsedigest value -+ firmware file

SNB-CLI OBIS Cloud

}

— 1.Digest firmware file =

2.Firmware d-geil value signing

(passing hexacf.eﬂmal digest —=————)
value ang KeyID)

Request signing

Signing

Reponse

A

P - Reponse sighature result «««+++s«sssseersuesuns signature result
]

3.Merge firmware
—— with signature % 0
value erge umware
content with
signature result
Response
<
merged result

4Pusf‘ signed firmware
. — Push signed firmware —
Save signed firmware to specified
package

: -+« Response push result ««=««
+ Reponse push result -+ P P
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Version: v3.3.0

OnBoard™ loT Security Programming CLI -
v3.0.5

1. Revision Record

Version

v1.0.0

v3.0.0

v3.0.1

v3.0.2

v3.0.3

v3.0.4

Modified
Date

2025/05/
12

2026/01/
22

2026/03/
13

2026/03/
17

2026/06/
02

2026/09/
19

Notes

Initial release

Added the following nine commands:

Log out of Edge Service
Query Login Type

Query Batch List

Assign Batch

Push Programming Events
Extract Programming Script
View Log Configuration
Start Log Collection

Stop Log Collection

Deleted the following three commands:

Query Identity U-Safe Information
Query Tool Version

Download Tool Update Package

Updated the following two commands:

Added the --stationId parameter for the "Log in to Edge Service" command

Added the scriptUrl field to the output of the "Query Batch Information" command

The --stationId parameter in the "Log in to Edge Service" command is now optional instead of mandatory

In the Query Programming Script command section, add instructions for downloading the programming script, and

update the corresponding command example

Added the Download Large Firmware command

Added the --stationVersion parameter for the "Log in to Edge Service" command

Added PPCLI (Programming Process Control CLI) and the dedicated Telink programming interface, with Ul
(Programming Station client) integration guidance

Added the complete call flow from login, batch and programming script preparation through device programming
Added process startup, output reading, result determination, and error handling guidance for programming

Updated related command parameters and programming flow descriptions
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. Modified
Version Notes
Date

T 2026/09/  Added the Execute Batch APDU Operation command, including parameters, call examples, HTTP mapping, response,
v3.0.
22 and exit code descriptions

2. Overview

OnBoard™ loT Security (OBIS) Programming CLI is a command-line tool built specifically for OBIS, dedicated to supporting the device
programming process. It offers a comprehensive set of features: you can use it to log in to the Edge Service, query Identity U-Safe list, retrieve

and upload batch data, upload programming results, and query or download programming scripts.

This article introduces common OBIS Programming CLI commands, with parameter descriptions and usage examples to help you perform device
programming and related operations. It also explains how the Ul (Programming Station client) starts device programming through PPCLI
(Programming Process Control CLI) or a dedicated programming interface, and covers the full call flow from login, batch and programming script

preparation through device programming and result handling.

3. OBIS Programming CLI Syntax

obiscli [command] [subcommand] [parameters]

Q@ INFO

Strings containing spaces in command-line arguments must be enclosed in double quotes " ; otherwise, the command may fail to parse.

o Correct Example: --chipVendor="Test Labs"

o Error Example: --chipVendor=Test Labs

4. OBIS Programming CLI Commands

4.1 Query Tool Help

Used to query the usage instructions of the command-line tool and the list of available parameters.
4.1.1 Parameter

--help

4.1.2 Example

obiscli.exe --help
positional arguments:
0BIS CLI Tool Command

login Login to OBIS Local Service.
logout logout to OBIS Local Service.
usafe 0BIS usafe commands.

batch 0BIS batch commands.

script 0BIS batch commands.

obisexe O0BIS commands.

logCollect 0BIS batch commands.

addPath add sys Path.

options:

524 /600



4.2 Log in to Edge Service
Used to log in to the Edge Service.
4.2.1 Command

login

4.2.2 Parameters

Parameters Type Mandatory Description
--ip string Yes Programming Station client IP, default value: 127.0.0.1
--port string Yes Programming Station client port, default value: 32333
--stationId string No Programming Station ID
--stationVersion string No Version of the Programming Station client
--factorytype string No Factory type, default value: local
--password string No Login password, required only when password-based login is enabled
--usafesn string No U-Safe serial number
4.2.3 Example

# no-password login:
obiscli login --ip=192.168.40.100 --port=32333 --stationId 81045379
# u-safe login:
obiscli login --ip=192.168.40.100 --port=32333 --usafesn=00003FO0ABO13668 --stationId 81045379
# password login:
obiscli login --ip=192.168.40.100 --port=32333 --password=12345678 --stationId 81045379
or
obiscli login --ip=192.168.40.100 --port=32333 --password=12345678
output:
{
"stationid": "94221070",
"token": "b69a9fe7-9df4-4bdc-819e-9b84a7bcOb23",
"tokenexpire": "unlimited"

4.3 Log out of Edge Service
Used to log out of the Edge Service.

4.3.1 Command
logout

4.3.2 Example

# Logout
obiscli logout

525 /600



4.4 Query Login Type

Used to query the login type for the Edge Service.
4.4.1 Command

login

4.4.2 Subcommand

queryType

4.4.3 Parameters

Parameters Type Mandatory Description
--ip string Yes Programming Station client IP, default value: 127.0.0.1
--port string Yes Programming Station client port, default value: 32333
--stationId string Yes Programming Station ID
4.4.4 Example

obiscli login queryType -—-ip=192.168.40.205 —-port=32333 --stationId=97123586

output®®l No password, 2 Password, 3 U-safed®
{
"loginType": 3

4.5 Query Login Options

Used to query the specific login options for the Edge Service.
4.5.1 Command

login

4.5.2 Subcommand

queryoptions

4.5.3 Parameters

Parameters Type Mandatory Description
--ip string Yes Programming Station client IP, default value: 127.0.0.1
--port string Yes Programming Station client port, default value: 32333
--usafesn string Yes U-Safe serial number
--factoryType string No Factory type, default value: local
--stationId string No Programming Station ID
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4.5.4 Example

obiscli login queryoptions --factoryType=local --ip=192.168.40.100 --port=32333 --usafesn=00003FO0AB013668

4.6 Query ldentity U-Safe List

Used to list the Identity U-Safes inserted in the local device.
4.6.1 Command

usafe

4.6.2 Subcommand

list

4.6.3 Example

obiscli usafe list

output®
{
"ysafelist": [
{
"usafesn": "0O001BCOOB86DA2BB"
I

4.7 Query Batch Information
Used to query information about the batch corresponding to the devices to be programmed.
4.71 Command

batch

4.7.2 Subcommand
query

4.7.3 Example

obiscli batch query

output®
{
"batches": [
{
"batchId": "7346273795440640",
"batchName": "UI-jason-0925",
"chips": [
{
"chipPart": "QPG6200",
"chipVendor": "Qorvo",
"objectid": "4bb8lefbh504248fe813c83a4edab02ac"

1,

"env": "test",
"extData": "VID : OxFFF2 PID : 0x8001",
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4.8 Query Batch List

Used to query the batch list associated with a factory order number.

4.8.1 Command

batch

4.8.2 Subcommand
querylist

4.8.3 Parameter

Parameter

--orderNumber

4.8.4 Example

Type Mandatory

string Yes

obiscli batch queryList --orderNumber "LDS-19990101-1030BTC"

output®
[
{
"batchId": "8725582734950400",
"batchName": "Test-Order-5"
}

4.9 Assign Batch

Used to bind the batch to the programming station.

4.9.1 Command

batch

4.9.2 Subcommand
assign

4.9.3 Parameter
Parameter Type

--batchId string

4.9.4 Example

Mandatory

Yes

obiscli batch assign --batchId 7176076344164352

output®
{
"batches": [
{
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4.10 Query Batch Full Data

Used to query the complete data to be programmed into a device. This command is typically called by PPCLI or a vendor programming script; the
Ul does not need to call it directly.

4.10.1 Command
batch

4.10.2 Subcommand
getfulldata

4.10.3 Example

obiscli batch getfulldata

4.11 Query Batch Fixed Data

Used to query fixed data to be programmed into a device. This command is typically called by PPCLI or a vendor programming script; the Ul does

not need to call it directly.
4.11.1 Command

batch

4.11.2 Subcommand
getFixData

4.11.3 Example

obiscli batch getFixData

4.12 Query Batch Changed Data

Used to query changing data to be programmed into a device. This command is typically called by PPCLI or a vendor programming script; the Ul

does not need to call it directly.
4.12.1 Command

batch

4.12.2 Subcommand
getChangingData

4.12.3 Example

obiscli batch getChangingData

output®

{
"batchId": "7115488079380480",
"batchName": "V1.8.5 Dual Button 0906 MP",
"bundles": [
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413 Push Batch Data

Used to push data to the Edge Service. This command is typically called by PPCLI or a vendor programming script; the Ul does not need to call it
directly.

4.13.1 Command
batch

4.13.2 Subcommand
putdata

4.13.3 Parameters

Parameters Type Mandatory Description
--batchId string Yes Batch ID
--chipVendor string Yes Chip vendor name, for example: Silicon Labs
--chipPart string Yes Chip part
--data json Yes Push data
--uuid string Yes Universally unique identifier

4.13.4 Example

obiscli batch putdata --uuid=24alc3da-459a-429b-a717-29989f926d43 --batchId=4808741360762880 --chipVendor="Silicon Labs" --chipPart=EFR
[{\"items\": [{\"key\": \"dacTemplate\", \"response\": [{\"csr\":

\"MIHMMIGNAgEAMCsXKTAnBgNVBAMMIERBQyA1SFNmb1lpxVSBNdmlk0OjEONDEGTXBpZDowMTIzMFKkwEWYHK0ZIZzjOCAQYIKoZIzjODAQcDQgAEXeI5k1UtgF7YJIDRmM37XvHU47m
FNF1JjcuchEgaIR+KAAMA0GCCqGSM49BAMCABYAMEUCIQDeR2rM9F0dCg16TIyAOpQR2FtARVWIW3NE XV t7mgéwIgBcvUbHIG8NATB/I7r0Y48b/Fgnf5UKEOMX/7eekcUBKk=

4.14 Execute Batch APDU Operation

Used to execute an APDU (Application Protocol Data Unit) operation through the platform service in programming flows that require APDU

interaction. This command is typically called by PPCLI or a vendor programming script; the Ul does not need to call it directly.
4.14.1 Command

batch

4.14.2 Subcommand

executeApdu

4.14.3 Parameters

Parameter Type Mandatory Description

string Yes Current programming batch ID. It must match the batch to which this device data belongs.
batchId
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Parameter Type Mandatory Description

vuid of this device data or programming record. Use the identifier obtained in the current programming

--uuid string Yes .

flow; do not substitute the adapter serialno.

Additional request fields as a JSON object. After parsing, they are merged into the top level of the
--data string No request body. Examples include programmingTraceId and command response data required by the

server protocol. Follow the actual server protocol for field names, types, and which stages require them.
Q TP

--batchId and --uuid are not marked required by the current argument parser, but the command does not fill them in from the
assigned batch or data cache. Supply valid batchId and vuid values. If omitted, their request values are nultl; final business validation

is performed by the server.

Log in first and obtain identifiers for the current batch and device data. OBIS Programming CLI reads the service address and session
token from local configuration; do not pass login parameters again.

e -——data must be a valid JSON object, not a file path, plain string, or array. The current implementation merges its fields directly into the
top level of the request body, without adding a data layer. Duplicate fields overwrite existing values, so do not repeat batchId or vuid

in --data .

This command does not support --chipVendor, --chipPart, or --serialno .

Whether executeApdu must be called more than once, how to submit the previous command response, and how to determine when the

APDU flow is complete depend on the server protocol.

4.14.4 Examples

Without additional request fields:

obiscli batch executeApdu --batchId="<BATCH_ID>" --uuid="<UUID>"

When programmingTraceld is required, add other business fields according to the server protocol:

obiscli batch executeApdu --batchId="<BATCH_ID>" --uuid="<UUID>" --
data="{\"programmingTraceId\":\"<PROGRAMMING_TRACE_ID>\"}"

The two examples show alternative argument forms; they do not mean the command must be run twice in succession. Follow the actual server
protocol for the use of --data and the business fields it contains.

The \" escapingin --data above applies to the Windows cmd.exe example. When an application invokes the process API, pass the JSON string

directly in the argument array, without additional shell quotes or escaping.

4.14.5 HTTP Mapping

OBIS Programming CLI sends executeApdu requests to the following endpoint:

Item Description
Method POST
Path /api/iot-factory-edge-service/executeApdu
Content-Type application/json
Session x-snbps-session uses the current login token
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Item Description

Request ID x-snbps-request-id is generated automatically by OBIS Programming CLI

Timestamp x-snbps-timestamp is generated automatically by OBIS Programming CLI

Local mode uses the saved IP and port. Cloud mode uses the saved host and automatically includes factoryId when configured.

For example, a command containing programmingTraceId produces this request body:

{
"yuid": "<UUID>",
"patchId": "<BATCH_ID>",
"programmingTraceId": "<PROGRAMMING_TRACE_ID>"
I

4.14.6 Response and Exit Codes

After parsing the HTTP response, OBIS Programming CLI formats respData itself as JSON and exits with code @ when respCode is the string
"8000" and respData is not null.

The CLI does not also output the outer respCode and respMsg. The server defines the business structure of respData; the current CLI does not

prescribe fixed fields.

Exit code Description

This interface call succeeded. The calling script must still process the response according to the business

0 protocol; this does not establish that the full device programming flow is complete.

1 --data is not valid JSON text.

45 The HTTP client call failed. The CLI outputs executeApdu failed: Network error

‘6 respData is missing or null in a successful response. The current implementation does not return this error

solely for an empty object {} or empty array [].

Integer converted from . . . . .
When respCode is not "8000" , the CLI outputs respMsg and exits with the corresponding business error code.
the server respCode

An uncaught exception occurs, for example when the response cannot be parsed or a business error code
200 .
cannot be converted to an integer.

After the APDU step, PPCLI or the vendor programming script continues the original programming flow and reports the final programming result

with batch putresult. executeApdu does not replace batch putresult.

4.5 Push Programming Results

Used to push programming results to the Edge Service. This command is typically called by PPCLI or a vendor programming script; the Ul does
not need to call it directly.

4.15.1 Command

batch
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4.15.2 Subcommand

putresult

4.15.3 Parameters

Parameters Type Mandatory Description
—-batchId string Yes Batch ID
--changeKeys string Yes If service data is not used, enter the key. Supported keys are defined in the list of queryKeys V2
--result string Yes Programming results
--uuid string Yes Universally unique identifier

4.15.4 Example

obiscli batch putresult --batchId=4808741360762880 --uuid=24alc3da-459a-429b-a717-29989f926d43 --result=success --
changeKeys=""

4.16 Push Programming Events

Used to push programming events to the Edge Service.

4.16.1 Command

batch

4.16.2 Subcommand

uploadEvent

4.16.3 Parameters

Parameters Type Mandatory Description
--batchId string Yes Batch ID

--yuid string Yes Unique device identifier

--event string No Programming events

4.16.4 Example

obiscli batch uploadEvent --batchId=4808741360762880 --uuid=24alc3da-459a-429b-a717-29989f926d43 --event
"{\"uuid\":\"24alc3da-459a-429b-a717-29989f926d43\", \"events\": [{\"eventName\": \"Generate Trace ID\",
\"timestamp\": \"2026-01-09T09:46:02.672Z\", \"source\": \"script\", \"priority\": \"1\", \"status\": \"success\",
\"content\": \"\"}, {\"eventName\": \"Fetch Batch Dynamic Data\", \"timestamp\": \"2026-01-09T09:46:04.538Z\",
\"source\": \"script\", \"priority\": \"1\", \"status\": \"success\", \"content\": \"\"}, {\"eventName\": \"Fetch
Device ID\", \"timestamp\": \"2026-01-09T09:46:07.340Z\", \"source\": \"script\", \"priority\": \"1\", \"status\":
\"success\", \"content\": \"\"}, {\"eventName\": \"Fetch CSR\", \"timestamp\": \"2026-01-09T09:46:27.433Z\",
\"source\": \"script\", \"priority\": \"1\", \"status\": \"success\", \"content\": \"\"}, {\"eventName\": \"Program
Factory Data\", \"timestamp\": \"2026-01-09T09:46:33.631Z\", \"source\": \"script\", \"priority\": \"21\", \"status\":
\"success\", \"content\": \"\"}, {\"eventName\": \"Report Programming Result\", \"timestamp\":
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4.17 Query Programming Script

Q e

It is recommended to directly use the Query Batch Information command (batch query) to obtain the batch information for the devices to be

programmed, retrieve the script download link, and then execute the Download Programming Script command (script download) to

perform the download.

Used to check whether a programming script exists for the batch to be programmed.
4.17.1 Command

script

4.17.2 Subcommand

query

4.17.3 Parameters

Parameters Type Mandatory Description
--batchId string Yes Batch ID
--chipPart string No Chip part
--chipVendor string No Chip vendor name, for example: Silicon Labs
--productId string No Product ID

4.17.4 Example

Q T

When scriptExist is false, the script should be downloaded by executing the Download Programming Script command (script

download); if true, downloading is not required.

obiscli script query --batchId=4808741360762880 --chipVendor="Silicon Labs" --chipPart=EFR32MG624B210F1536IM48
output:
{

"scriptExist": bool,

"path":

4.18 Download Programming Script
Used to download the programming script.

4.18.1 Command

script

4.18.2 Subcommand

download
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4.18.3 Parameters

Parameters Type Mandatory Description
--url string Yes Download link for the programming script
--extractFolder string No Extraction path after downloading the programming script
--savePath string No Save path after downloading the programming script
4.18.4 Example

obiscli script download --url="http://192.168.40.171:8005/api/iot-factory-edge-service/
download?fileld=1866310684527935298&fileName=0d232bf966e516f4bf2a75e1880e5%¢ee.zip" -~
savePath="C:\\Users\\Administrator\\AppData\\Roaming\\SNB\\chipVendorCmd" --
extractFolder="C:\\Users\\Administrator\\AppData\\Roaming\\SNB\\chipVendorCmd"

4.19 Extract Programming Script

Used to extract the programming script.

4.19.1 Command

script

4.19.2 Subcommand

extract

4.19.3 Parameters

Parameters Type Mandatory Description
--extractFolder string No Extraction path of the file
--zipFile string No Path of the compressed file, must be in the .zip format

4.19.4 Example

obiscli script extract --zipFile="C:\\Users\\Administrator\\AppData\\Roaming\\SNB\\chipVendorCmd\\Silicon Labs.zip"
--extractFolder="C:\\Users\\Administrator\\AppData\\Roaming\\SNB\\chipVendorCmd"

4.20 Log Configuration
Used to configure parameters related to log collection.
4.20.1 Command

logCollect

4.20.2 Subcommand

config
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4.20.3 Parameters

Parameters Type Mandatory Description
--logLevel string No Log level control
—-collectLogPath string No Directory for storing log files, default: C:\Users\<User Name>\AppData\SNB
--collectLogSuffix string No Suffix for log files, default: .1log
--mqttIp string No IP of the MQTT Broker (server)
--mgttPassword string No Password for connecting to the MQTT Broker user

--mgttPort string No Port number of the MQTT Broker
--mgttUser string No User name for connecting to the MQTT Broker

4.20.4 Example

obiscli logCollect config --loglLevel=INFO

4.21 View Log Configuration

Used to view parameters related to log collection.
4.21.1 Command

logCollect

4.21.2 Subcommand

showConfig

4.21.3 Example

obiscli logCollect showConfig
output®
{
"DEFAULT": {
"log_level": "INFO",
"log_file_path": "C:\\Users\\Administrator\\AppData\\Roaming\\iot-log-collecter\\collecter.log",

"log_rotation": "2 hour",
"log_retention": "1 days",
"send_times_save_status": "1",

"collect_log_path": "C:\\Users\\Administrator\\AppData\\Roaming\\SNB",
"collect_log_suffix": "[\".log\"]",

"send_log_mode": "1",

"source_type": "\"PS\" # ps:programming station es:edge service"
By
"MQTT": {

"broker": "192.168.40.144",
"port": "32222",

"user": "snowball",
"password": "vX4hR9tV7iE8p09d",
"connect_crt": "",
"connect_key": "",
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4.22 Start Log Collection
Used to start log collection.

4.22.1 Command

logCollect

4.22.2 Subcommand

start

4.22.3 Example

obiscli logCollect start
output®
iot-log-collect.exe run successfully.
4.23 Stop Log Collection
Used to stop log collection.
4.23.1 Command
logCollect
4.23.2 Subcommand

stop

4.23.3 Example

obiscli logCollect stop

output®

iot-log-collecter.exe stop successfully.
4.24 Download Large Firmware
Used to download large firmware files.
4.24.1 Command

downloadFw

4.24.2 Parameters

Parameters Type Mandatory
--url string Yes
--savePath string No

4.24.3 Example

obiscli downloadFw --url <URL> --savePath <Path>

Description

Download link for the large firmware file

Save path after downloading the large firmware file
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5. PPCLI Programming Interface

5.1 Overview

PPCLI (Programming Process Control CLI) controls the device programming flow. To integrate device programming, the Ul (Programming Station
client) first uses OBIS Programming CLI to log in, assign a batch, and prepare the programming script. It then uses the PPCLI entry point supplied
with the programming script package to list adapters and start device programming.

PPCLI or the vendor programming script uses OBIS Programming CLI to retrieve batch data, request certificates, perform APDU interactions when
needed, and report programming results. The Ul generally does not need to call those interfaces directly.

5.2 Python PPCLI

This applies when the programming script package includes ppcli.py and its Python runtime. ppcli.py is the PPCLI entry point; process.py
contains the vendor programming implementation that it calls. The Ul should start programming through ppcli.py rather than executing

process.py directly. Follow the package documentation for the actual entry point.

5.2.1 Prerequisites

Before calling Python PPCLI, ensure that:

* You have logged in to the Edge Service and assigned the current batch;

« The programming script package matches the current batch and chip model, has been downloaded and prepared, and contains all required

dependencies;

» The child process working directory ( cwd ) is the actual entry directory containing ppcli.py, rather than the ZIP download directory or Ul
installation directory. Relative paths are resolved from this directory;

« The current process and its child processes can find the correct obiscli.exe version through PATH and use the same Windows user and

configuration environment as the earlier OBIS Programming CLI calls, so they share the login session and current batch assignment. Using an
absolute OBIS CLI path only in the Ul does not ensure that PPCLI can find obiscli.exe internally;

« The adapter driver is installed and connected, and the target device is powered on;

o Parameters such as --type, --speed, chip vendor, and chip model match the actual programming script package.
5.2.2 List Adapters
Used to list currently available programmers.
5.2.2.1Command
adapter
5.2.2.2 Subcommand
list

5.2.2.3 Parameters

Parameter Type Mandatory Description

Chip vendor name recognized by the delivered package, usually from batch chips[].chipVendor.

S— string Yes Map it according to the package contract if needed; do not assume that case and spaces are
chipVendor
P interchangeable.

--type string Yes Adapter type. Use the value specified by the programming script package.
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5.2.2.4 Example

Q T

——type=1 is the value used in this example. Use the value specified by the actual programming script package.

".\python-3.12.9-embed-amd64\python.exe" ".\ppcli.py" adapter list --chipVendor="<CHIP_VENDOR>" --type=1

Output®
{
"adapterList": [
{

"serialno": "<SERIALNO>"

After a successful query, select the target adapter from adapterList and passits serialno unchanged to the program command. Treat
serialno as a string. Preserve leading zeros, for example 9008 . Do not start device programming if adapterList is empty. Treat missing

required fields or an unparseable response as an adapter query failure. An exit code of @ alone does not establish that an adapter is available.

5.2.3 Start Programming

Used to start device programming with the selected adapter.
5.2.3.1Command

program

5.2.3.2 Parameters

Parameter Mandatory  Type Description

- Adapter or channel selector returned by adapter 1list in this package. Preserve the original string; do

string Yes . X
serialno not substitute batchId, stationId, chip UID, or yuid.
Use the value required by the package, consistent with adapter list. The package defines the
--type string Yes . . .
meaning of 1 in this example.
- . . Vendor of the chip selected for the current batch. The Ul should pass it; map it from configuration if the
strin o
chipVendor g package uses a vendor alias.
- string No Chip model selected for the current batch, usually from chips[].chipPart. The Ul should pass it.
chipPart
. Programming communication speed; 115200 is an example. The package defines its units, valid range,
--speed string No ) o
and default. Do not interpret it universally as a UART baud rate or debug clock.
. Vendor extension parameters. Pass them only when the package explicitly defines them; otherwise omit
--extInfo string No

them. Do not pass arbitrary batch JSON.

5.2.3.3 Example

In the Python PPCLI version reviewed, --serialno and --type are required; the other parameters above are syntactically optional. Because the
vendor implementation may depend on chip vendor and model, the Ul should also pass --chipVendor and --chipPart. The program command

does not need batchId; the preceding obiscli batch assign command binds the current batch.
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".\python-3.12.9-embed-amd64\python.exe" ".\ppcli.py" program --chipVendor="<CHIP_VENDOR>" --chipPart="<CHIP_PART>"
--serialno="<SERIALNO>" --speed=115200 --type=1

Q e

Use --chipVendor, --chipPart, and --type values defined by the actual Python PPCLI package. Do not copy TELINK or telinkevk

from the dedicated Telink interface example.

If the programming script package explicitly requires vendor extension parameters, add --extInfo="<EXT_INFO0>".
5.2.4 Check Parameters
Use these commands to check the parameters supported by the actual Python PPCLI package:

".\python-3.12.9-embed-amd64\python.exe" ".\ppcli.py" adapter list --help
".\python-3.12.9-embed-amdé4\python.exe" ".\ppcli.py" program --help

Q TP

--help only displays command and parameter definitions; it does not program a device.

5.2.5 Internal PPCLI Calls

This section describes the calls between PPCLI and OBIS Programming CLI after device programming starts. The Ul prepares the runtime, selects
an adapter, starts program, and handles its output. PPCLI then follows the current batch and chip configuration to perform the programming flow,

including:

1. Calling obiscli batch getChangingData to retrieve changing data and the programming identifier for the current device;

2. When fixed data is not cached, calling obiscli batch getFixData to retrieve and cache it, then combining it with the changing data;

3. Calling the vendor programming logic in process.py to access the device and perform certificate and Factory Data processing, firmware
writing, and verification according to the chip and batch configuration;

4. Using obiscli batch putdata to exchange data with the Edge Service when required during programming, for example to submit a CSR

and obtain a DAC; using obiscli batch executeApdu for APDU programming steps when APDU interaction is required;

5. After programming, reporting success or failure through obiscli batch putresult.Reporting may be impossible if preliminary data

retrieval fails, a valid yuid or batchId is unavailable, or the flow stops unexpectedly.

The Ul does not need to retrieve changing device data, request a DAC, or report the same programming result again. PPCLI or the programming
script performs these operations.

5.3 Dedicated Telink Programming Interface

Some Telink programming script packages use a dedicated executable to list adapters and start device programming directly. The Ul should select
the programming entry point supplied by the actual package. Python PPCLI and the dedicated Telink executable are alternative integration
methods; use one of them. If Python PPCLI already calls the Telink programming tool internally, the Ul should call only the outer PPCLI to avoid

starting programming twice for the same device.

5.3.1List Adapters

Used to list available adapters through the dedicated Telink programming executable.
5.3.1.1 Command

adapter
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5.3.1.2 Subcommand
list
5.3.1.3 Parameters

Parameter Type Mandatory Description

- . Chip vendor identifier. This example uses TELINK ; do not substitute the vendor name used by Python
string Yes . .
chipVendor PPCLI without checking the package.

. Adapter type. This example uses telinkevk; do not mix it with —-type=1 from the Python PPCLI
--type string Yes
example.

5.3.1.4 Example

".\Cmd\_download\_tool.exe" adapter list --chipVendor="TELINK" --type=telinkevk

The path above refers to _tool.exe inthe _download subdirectory of Ctmd; it does not refer to a single file named Cmd_download_tool.exe -

Use the executable path in the delivered programming script package. For example, if the executable is in the package root, use:

".\Cmd_download_tool.exe" adapter list --chipVendor="TELINK" --type=telinkevk

Packages may have different directory structures. The Ul should determine the executable path and working directory from package

configuration, without hard-coding a fixed path or guessing a substitute when the target file is absent.

5.3.2 Start Programming

Used to start device programming with the selected Telink adapter.
5.3.2.1Command

program

5.3.2.2 Parameters

Parameter Type Mandatory Description

- . . Target adapter device ID returned by adapter list of the same dedicated Telink executable. Preserve
string es
serialno the original string.

5.3.2.3 Example

".\Cmd\_download\_tool.exe" program --serialno="<SERIALNO>"

If the delivered executable is in the package root, use:

".\Cmd_download_tool.exe" program --serialno="<SERIALNO>"

The program command of the dedicated Telink interface does not use the --chipVendor, --chipPart, --speed, Or --type parameters shown

for Python PPCLI. Do not append them to the Telink command. Follow the actual Telink package documentation for other programming settings.
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The response, progress format, timeout, and exit codes of the dedicated Telink interface depend on the delivered package version.

6. Device Programming Execution Flow

6.1 Overall Call Flow

This section describes the overall Ul flow from Edge Service login and batch and programming script preparation through device programming
with PPCLI.
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OBIS Programming CLI - Complete Call Flow

Solid: call faction  Dashed: return /output  Grey line: participant lifeline
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Script - Select and prepare script package
5. Ul first checks the local package using the script info from batch query; calls obiscli script query if needed
6. obiscli script download (when download is needed)
Download ZIP from script URL o
e mmmmmm Script package content |
OBIS CLI downloads, extracts and initializes; Ul confirms the entry path according to download mode (see 5.3)

T Download sesuk; Ul confirms the scriptisready... ... :ovvuzeuppesd

Programming - Ul launches PPCLI / vendor entry

Prepare: adapter list

Programmer list; Ul selects serialno

7. ppcli program

Fetch data / process interaction /
report results (see detailed diagram)

Corresponding platform HTTP API

Data / acknowledgment / error

543 /600

Return platform response

Logs and progress;



Caller >

Stage .
Receiver

1 Ul - OBIS

CLI

Ul - OBIS
2

CLI

Ul - OBIS
3

CLI

Ul - OBIS
4

CLI
5 ul

Ul - OBIS
6

CLI
. Ul = PPCLI

/ package

(prepare)

entry

Ul = PPCLI
7 / package

entry

Ul - OBIS

Finish
CLI

Command / action

login queryType;run usafe list if

needed for U-Safe login

login

batch query;or batch queryList foran
order

batch assign

Prefer script URL, name, and version or
digest from batch query;run script

query if needed.

script download

adapter list

program

Run batch query to refresh batch statistics

if needed; run logout at session end.

Prerequisite for next action

Obtain the login type and required identity information.

Login succeeds; save the stationid required by the client.

Obtain full batch information and identify batchId, chip, and
programming script. A list containing only IDs cannot replace full
batch information.

Batch assignment succeeds; subsequent programming uses the
current assigned batch.

Decide whether to reuse a matching local package or download it
again.

Download, extract, and initialize the package; locate its actual entry

directory. Skip download if a prepared package is already cached.

List available adapters successfully and select the target

serialno.

Read programming output in real time, wait for process completion,
and handle success, failure, or a result reporting error.

End the login session after programming and result reporting have
finished on all channels.

Step 5 should use the programming script information returned by batch query first. The Ul need not always call script query; call it only if

the flow requires more information. Batch responses may have an outer wrapper that varies by version. Parse the actual OBIS Programming CLI

output rather than assuming its JSON structure from a raw HTTP response.

6.2 Programming Stage Call Flow

This section describes stage 7 of the overall flow, including how the Ul starts programming, retrieves programming data, programs the device, and

reports the result.
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getChangingData and getFixData are OBIS Programming CLI commands for changing and fixed device data. Their HTTP endpoints are
getProgrammingData and getMetadata, respectively; do not confuse CLI command names with HTTP endpoint names.

If fixed data is cached, getFixData may be skipped.

The chip and batch configuration determine device erase, Device ID retrieval, CSR/DAC processing, Factory Data writing, firmware
programming, reset, and other steps.

Non-Matter devices or flows without device-generated CSRs may not include CSR/DAC processing.

» putdata exchanges data and requests/responses during programming, for example CSR/DAC requests; its HTTP endpoint is
uploadRequestData.

putresult reports the final programming result; its HTTP endpoint is programmingResult. putdata and putresult have different purposes
and are not interchangeable.

The diagram shows a typical Python PPCLI flow. The internal flow of the dedicated Telink interface depends on the delivered version.
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OBIS Programming CLI - Complete Call Flow

Solid: call faction  Dashed: return /output  Grey line: participant lifeline

Programming Station Ul PPC CLI/PPCLI OBIS CLI Edge Service
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6.3 Complete Command Example

This example shows the basic command sequence from Edge Service login through device programming. It uses Python PPCLI and Windows
cmd.exe syntax. Set actual parameters according to the site, batch, and programming script package. Confirm that each step succeeds before

proceeding. Python PPCLI and the dedicated Telink interface are alternative entry points; select the one provided by the package.

REM 1. Query login type; run obiscli usafe list if needed for U-Safe login

obiscli login queryType --ip="<EDGE_IP>" --port=32333

£

REM 2. Log in using the type returned by queryType; this example uses passwordless login

REM For password login add --password="<PASSWORD>"; for U-Safe login add --usafesn="<USAFE_SN>"
obiscli login --ip="<EDGE_IP>" --port=32333 --stationVersion="<UI_VERSION>"

REM 3. Query batch information including batchId, chips, and scriptUrl
obiscli batch query

REM 4. Assign the current batch
obiscli batch assign --batchId="<BATCH_ID>"

REM 5. Get scriptUrl from the batch response; check for a matching prepared local package

REM 6. Download when no usable local package exists
obiscli script download --url="<SCRIPT_URL>"

REM Locate the actual entry directory from the download result and change directory
cd /d "<SCRIPT_ENTRY_DIRECTORY>"

REM 7 (prepare). List adapters and select SERIALNO
".\python-3.12.9-embed-amdé64\python.exe" ".\ppcli.py" adapter list --chipVendor="<CHIP_VENDOR>" --type=1

REM 7. Start device programming

".\python-3.12.9-embed-amdé64\python.exe" ".\ppcli.py" program --chipVendor="<CHIP_VENDOR>" --chipPart="<CHIP_PART>"
--serialno="<SERIALNO>" --speed=115200 --type=1

REM Check the exit code after program completes; the UI should read the child exit code directly rather than rely on
this echo

echo %ERRORLEVEL%

REM Refresh batch statistics if needed
obiscli batch query

REM Log out after programming and result reporting finish on all channels
obiscli logout

When using the dedicated Telink interface, replace only the stage 7 adapter query and programming commands:

REM 7 (prepare). List Telink adapters and select SERIALNO
".\Cmd\_download\_tool.exe" adapter list --chipVendor="TELINK" --type=telinkevk

REM 7. Start device programming
".\Cmd\_download\_tool.exe" program --serialno="<SERIALNO>"

The login, batch assignment, and programming script preparation flow remains the same. Use the executable path and working directory from the

delivered Telink package.

6.4 Programming Script Download and Entry Directory

This section explains how the Ul locates the actual programming entry point after downloading the script.
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When only --yrtl is passed, script download uses the default cache directory. The scriptExist and path values in its response indicate

whether the script already exists and where it is located.

If both —-savePath and --extractFolder are specified, the Ul should not assume the command output contains the actual entry path. Locate

the entry point from the chosen extraction directory and package structure, and verify that the entry executable and dependencies exist.

--savePath specifies the downloaded file directory. A programming script ZIP can contain one or more nested directories, so the download

directory may differ from the actual programming entry directory.

Before starting, perform the initialization and dependency checks required by the package.

6.5 Ul Process and Result Handling

This section describes process startup, output reading, and result handling when the Ul calls PPCLI or a dedicated Telink programming

executable.

Item

Process
startup

Parameter

sources

Output

reading

Adapter
output

Programming

output

Success

criteria

Result

reporting
Failure,

timeout, or

cancellation

Concurrency

Integration requirement

Set executable (path), args[] (arguments), and cwd (working directory) separately. Prefer an absolute executable path

and shell=false to start the target process directly. Argument values in args[] need no extra shell quoting.

Chip vendor and model come from the selected batch; serialno comes from adapter list of the selected programming

entry point. Determine type, speed, and entry path from package configuration.

Read stdout and stderr continuously and asynchronously until the process exits and output reading completes, so an
unconsumed stream cannot block the process. Python PPCLI usually uses UTF-8; check the actual output encoding of older
EXE versions.

Parse the complete adapter list response as defined by the package. Handle an empty list, missing fields, unexpected

output, and nonzero exit codes. Parse multiline JSON as a complete response, not as separate JSON on each line.

Programming output may contain logs and events; do not parse all stdout as a single JSON object. The Python PPCLI
version reviewed may emit [Progress]:<value>% or [Finish] . for progress or completion and {"errMsg":"..."} on

failure. Other packages may use different formats.

Wait for normal process termination, then evaluate the exit code and final result defined by the package. Reaching 100%
progress or emitting [Finish] . indicates progress or flow completion only; do not release the channel early or treat either

alone as proof that the platform received the result.

Check whether a putresult reporting failure affects the script's final status. If not, verify the platform record separately. A

change in batch statistics alone does not prove that a particular yuid was reported successfully.

Retain serialno, package version, exit code, stdout, stderr, and any yuid obtained. Never mark a timed-out or terminated
process successful. Before retrying, check device state and the previous result to avoid obtaining duplicate programming
data or certificates.

One active programming task corresponds to one serialno . Actual concurrency depends on the package, driver, and

service. While tasks share an OBIS login session, do not switch the current batch, log out, or replace the package in use.

6.5.1 Ul Process Invocation Example

This example shows how the Ul organizes process arguments when starting Python PPCLI. It does not define new CLI parameters or a fixed

interface format:
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e executable: path to the Python executable;

e args:commands and arguments passed to Python PPCLI;

e cwd: actual entry directory of the programming script;

e shell: false in this example, so the target process starts directly without running the full command through a shell.

"executable": "<ENTRY_DIRECTORY>\\python-3.12.9-embed-amdé4\\python.exe",

"<ENTRY_DIRECTORY>\\ppcli.py",

"—-chipVendor=<CHIP_VENDOR>",
"--chipPart=<CHIP_PART>",
"--serialno=<SERIALNO>",
"--speed=115200",

"cwd": "<ENTRY_DIRECTORY>",

false

{
"args": [
"program",
" type=1"
Iy
"shell":
+

6.6 Integration Verification

This section lists key scenarios to verify after integrating the programming interface into the Ul.

Verification

item

Normal flow

Parameters
and paths

Device

errors

Platform

errors

Multiple
devices

Verification scope

Verify login, batch query and assignment, script preparation, adapter query, single-device programming, process exit status,
platform record confirmation, and logout.

Verify directories and chip vendor names containing spaces, preservation of leading zeros in serialno, and correct

executable, working directory, and type mapping.

Verify that the Ul ends tasks correctly and retains errors when no device is present, a device is unplugged, serialno is

wrong, or a device is busy.

Verify that device data retrieval, certificate request, and result reporting failures are distinguished and that reaching 100%
progress alone is not treated as success.

Verify that cached and freshly downloaded packages both start; serialno and yuid stay separate across channels; and the

shared batch and login session remain unchanged during programming.
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Version: v3.3.0

Glossary in OnBoard™ loT
Security

BYOK (Bring Your Own Key)

A key management model in which the customer retains ownership and control over
cryptographic key generation, while importing or delegating keys to an external

platform for managed use.

C

CLI (Command-Line Interface)

A text-based interface for interacting with software systems through typed
commands, commonly used for automation, scripting, and integration with

development and production workflows.

CSR (Certificate Signing Request)

A cryptographic request generated by a device or secure environment containing a
public key and identity information, used to request a digital certificate from a
Certificate Authority (CA).
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D

Device Identity

The cryptographic identity assigned to a device during provisioning, typically

represented by a unique key pair and corresponding certificate.

Digital Assets

Product-related artifacts used during device production and provisioning, including

firmware, cryptographic keys, certificates, and configurations.

E

EdgeHSM

A hardware-protected cryptographic execution device deployed at factory sites,
designed to perform security-sensitive operations locally under externally issued

authorization.

Edge Service

The Edge Service of OnBoard™ loT Security provides on-site production
management capabilities for factories. It is typically deployed on on-premises
servers along the production line, where it caches, processes, and stores batch data

and device data. It also provides cryptographic services through the Edge HSM.
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H

HSM (Hardware Security Module)

A tamper-resistant hardware device designed to securely generate, store, and use
cryptographic keys.

HSM U-Safe

A hardware security token used for authentication when logging in to OnBoard Edge

Service.

Identity U-Safe

A hardware security token used for authentication when logging in to the

Programming Station client.

K

KMS (Key Management System)

A system for managing the full lifecycle of cryptographic keys, including generation,

storage, distribution, rotation, revocation, and destruction.
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M

MES (Manufacturing Execution System)

A factory-side system used to manage, monitor, and control manufacturing

operations, including production scheduling, process tracking, and quality control.

O

OBIS

OnBoard™ loT Security, a security service platform built by Snowball for loT
scenarios. It is a security control plane that governs how product digital assets may

be used across the device manufacturing lifecycle.

OBIS CLI

OnBoard™ loT Security CLI establishes a secure channel with the Local Service
using authentication provided by U-Safe for PPC, and retrieves the corresponding

device data from the Local Service for use by upper-layer applications.

OBIS Edge Web Portal

The portal website of OBIS Edge, through which factory managers can manage on-

site operations for factories visually.
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OBIS Programming Station software

The controlled, last-mile software environment installed on a factory Programming

Station where devices are physically connected, programmed, and initialized.

OBIS Web Portal

The portal website of OnBoard™ IoT Security. Users can perform product-related
operations and management through this website, such as product management,
factory management, user management, key management, and certificate

management.

ODM (Original Design Manufacturer)

A manufacturer that provides end-to-end product design and manufacturing
services on behalf of an OEM. ODMs typically develop products based on their own
reference designs or platforms, customized to OEM specifications, with the final
product shipped under the OEM's brand.

OEM (Original Equipment Manufacturer)

The entity that designs, owns, and markets a product under its own brand. The OEM
bears ultimate responsibility for product specifications, quality, and regulatory
compliance, even when some or all manufacturing activities are delegated to

external partners.
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OIDC (OpenlID Connect)

An identity layer built on top of the OAuth 2.0 protocol, used for authentication and
single sign-on (SSO). OBIS supports OIDC-based integration with enterprise identity

and access management systems.

P

PKI (Public Key Infrastructure)

A framework of technologies, policies, and procedures for managing digital
certificates and public-private key pairs, enabling secure authentication, encryption,
and digital signing.

PPC (Programming Process Control) CLI

Programming Process Control Command Line Interface, a command-line tool used

for executing programming process control tasks.

Production Order

A production order (also referred to as a Work Order or Manufacturing Order
depending on the system) is a directive created in the OEM's SAP, ERP, or MES
platform that authorizes and tracks the manufacturing of a specific quantity of

products.
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Programming CLI

Programming Command Line Interface, a command-line tool used for executing

device programming.

Programming Station client

The factory programming client used on production lines to perform chip

programming operations.

S

Secure Provisioning

The end-to-end process of securely initializing a device with its identity,
cryptographic materials, firmware, configurations, and security settings required for

authenticated operation and lifecycle management.

SnowBall

Shanghai Snowball Digital Intelligence Technology Co., Ltd., referred to as Snowball.
A technology company with deep expertise in secure device provisioning and

cryptographic infrastructure.

SSO (Single Sign-0n)

An authentication mechanism that lets users access multiple systems using a single

set of credentials.

556 / 600



Version: v3.3.0

FAQs in OnBoard™ loT
Security

This article lists the issues that you may encounter when using OnBoard™ loT

Security (OBIS) and provides corresponding solutions.

Account & Sign-in

Vv How to self-register for an OBIS account?

When your organization has enabled the self-registration feature, click Sign Up
on the OBIS sign-in page. After completing the registration, you can sign in to

OBIS by using the verification code method.

V¥ Why can't | self-register for an OBIS account?

If you see the message "Your organization has not enabled self-registration.
Please contact your admin", please contact the System Manager to confirm

whether the self-registration feature has been enabled for your organization.
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Vv Why can't | sign in to OBIS through a verification code?

 If you see the message "The email address does not exist. Please check
and try again", please contact the System Manager to confirm whether an

OBIS account has been created for your email address.

» If you see the message "This account has been disabled. If you have any
questions, please contact the administrator”, please contact the System
Manager to check your account status. Only accounts with the Active

status can sign in to OBIS. For more information, refer to Manage accounts.

V¥ Why can't| sign in to OBIS through SSO?

» If you see the message "Your organization has not enabled SSO", please
contact the System Manager to check if SSO has been enabled for your

organization.

» If you see the message "SSO service is currently unavailable. Please try
again later", please contact the System Manager to check if there are any

issues with the SSO service of your organization.

» If you see the message "Your organization does not allow automatic
account creation via SSO. Please contact your admin", please contact the
System Manager to check if the automatic account creation via SSO feature

has been enabled for your organization.
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User & Role

Can a user be assigned multiple roles, and can these assignments be
updated?

o The System Manager can assign multiple OBIS roles to a user and modify
these assignments afterward. For more information, refer to Manage
accounts.

e The Product Owner and Product Manager can assign multiple product roles
to a user and modify these assignments afterward. For more information,

refer to Manage members.

Vv Can users and user groups from other tenants be added to a product team?

Users from other tenants can be added, but user groups can't be added across

tenants. Only users with the Active status can be added.

For example, a Product Manager from Tenant A can add a user from Tenant B to

their product team. For more information, refer to Manage members.

Why do | see the message "Cannot be invited. Please check the address and
try again" when adding a user to a product team?

Please check whether the user already has an OBIS account. Only OBIS users
can be invited to join a product team. Contact the System Manager to create an

account for the user before attempting to add them.
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Product

V¥ Why are some products not displayed in the product list?

The product list only displays the products you are involved in. Please check

whether you are a member of the product team for the specific product. If not,
contact the Product Owner or Product Manager of the product to invite you to
the team and assign a role. Once added, you will receive an email containing a

link, which you can use to access the product details.

Vv Why is the product status shown as Draft?

After a product is created, its initial status is Draft. Once a version is created, the
product status will change to Released. For more information, refer to the

description of product status.

Vv Which chips are currently supported by OBIS?

For the detailed list, refer to the currently supported chip settings. Additional

chip vendors, series, and parts will be added in the future based on demand.

Vv What does "Mandatory" mean when configuring Factory Data for a product?

If the checkbox in the Mandatory column for a Factory Data item is selected,
members are required to enter a value for that Factory Data when creating a
version.
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Why can't some product assets be selected when creating a version or
batch?

When creating a version or batch, you can only select product assets that are
not deactivated. For more information, refer to Deactivate or activate a product
asset.

Vv How can | check the QR code after a device is programmed?

After the device has been programmed, you can select the corresponding
device on the Device tab for the product and then check the QR code on the

device page.

Why is the programmed device information for some batches not displayed
on the Device tab?

The Device tab only displays devices programmed by factories within the

current tenant. Batches programmed in other tenants are not displayed.

Version

Vv Why is the Create button grayed out on the Version tab?

If the Create button on the Version tab appears grayed out, it is currently
unavailable. Please check whether all required assets for your product have
been configured. Once everything is properly configured, the Create button will
be enabled automatically.
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v Why am | unable to delete a version?

Before deleting a version, please ensure that:

e The version isn't in the Pending for approval status (versions in Pending for

approval can't be deleted).

o This version isn't associated with any batches (once a version has been

used to create batches, it can't be deleted).

Batch

Vv Why is the Create button grayed out on the Batch tab?

If the Create button on the Batch tab appears grayed out, it is currently
unavailable. Please check whether a version has been created. After a version is

created, the Create button will be enabled automatically.
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Vv Why are some versions can't be selected when creating a batch?

When creating a batch, only versions with the Approved status can be selected.
If manual approval is enabled for the product, versions created in the PROD
environment will require manual approval (approve or reject) by the Product

Owner or Product Manager.

e Once the version is approved, the version status changes to Approved and

it can be used to create a batch.

e Once the version is rejected, the version status changes to Rejected, and

the version needs to be updated and resubmitted for approval.

Factory

V¥ Why are some factories not displayed in the factory list?

The factory list only displays the factories you are involved in. Please check
whether you are the Factory Admin or Factory Manager for the specific factory.
If not, contact the Factory Admin or Factory Manager of the factory to invite you
to the factory. Once added, you will receive an email containing the credentials

to log in to the Factory Service.
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Why are some factories grayed out and can't be selected when creating a
batch?

When creating a batch, only factories with the Normal status can be selected.
After a local factory is created, its initial status is Pending. The status will
change from Pending to Normal after adding HSM U-Safe to the local factory.

For more information, refer to the description of factory status.

Vv Why am | unable to unbind the U-Safe?

A U-Safe can't be unbound if it is locked. For more information, refer to
unbinding, locking, or unlocking HSM U-Safe and Identity U-Safe.

Vv Why can't | edit the programming station?

When the programming station status is Busy, the Edit option is grayed out and
unavailable. After unbinding the programming station from the batch in OBIS or
OnBoard Edge Service, the station status changes to Available, and the station
can then be edited.

Certificate

¥ Why can't | check the certificate verification services?

 If no verification services are configured for the certificate, the Verification
Services tab is hidden.

 If only partial verification services are configured, only the corresponding
configured service modules are displayed.
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OnBoard Edge Service & Programming
Station

How can | check the service address used by the local factory for logging in
to OnBoard Edge Service and the Programming Station client?

After contacting Snowball for assistance in deploying OnBoard Edge Service,

the corresponding service address can be found in the factory information.

V¥ Why am | unable to sign in to OnBoard Edge Service?

Please check whether the prerequisites for logging in to OnBoard Edge Service
have been met.

How can | check the password for logging in to the Programming Station
client?

The initial sign-in password is randomly generated by the system after a
programming station is added to the factory. You can check the sign-in
password in OBIS (local factory & cloud factory) or OnBoard Edge Service (local

factory). Currently, the randomly generated password can't be changed.
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Release Notes

This article provides an overview of the release dates, key feature updates, and related documentation
for OnBoard™ loT Security (OBIS), covering versions up to v3.3.0. For CLI and API version updates and
changes, refer to the revision records in the corresponding documentation.

2026 Release Versions

v3.3.0 (August 19, 2026)

Version v3.3.0 introduces updates to the Product, Version, Records, Member, Key, Certificate, Factory,
and User Group features. In addition, the Ul has been comprehensively refreshed and optimized to
enhance usability and user experience.
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Feature

Categories

Product

Key Updates

Added the
environment
switching
feature

Updated the
product

overview

page

Improved
product
settings

navigation

Unified
Certificates
and
Programming
Station
Software
Package
asset

management

Description

Supports switching between PROD and TEST
environments from the top of the product
page. The PROD environment is selected by
default.

The overview page now includes assets,
production version, and manufacturing batch
sections, improving asset traceability, factory
authorization management, and version
consistency verification.

Relocated the product settings entry from a
tab to the upper-right corner of the product
page, enabling quicker access to settings
from any product page.

» Merged Custom certificate configuration
and Google certificate configuration into
the Certificates asset category, providing
a single entry point for certificate
configuration and management,
simplifying workflows and improving
consistency.

o Consolidated Programming Script and
Attachment File into the Programming
Station Software Package asset
category, enabling centralized
management of programming scripts and
related files to ensure production
configuration consistency and streamline

operations.
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Product:

e Create a
product

e Configure a
product

e Check
products

e Manage
products

e Create a
version

e Check
versions

e Manage
versions

o Check logs

e Manage

members



Feature

Categories

Key Updates

Added the
Assets tab

Updated file
upload limits

Support for
deactivating
or activating
product
assets

Enhanced
archived
product
management
in the product
list

Enhanced the

version page

Added the
Audit tab

Description

Added a new Assets tab to centralize product
asset management, providing a unified
interface for configuring and managing Chip
Config, Keys, Certificates, Firmware, Matter
Config, Factory Data, General File, and
Programming Station Software Package.

Increased the maximum file upload size to 512
MB. The adjustment applies to firmware files,
programming scripts, attachment files, and
general files.

Product assets can now be activated or
deactivated to control whether they are
available for selection when creating versions

or batches.

Improved the filtering experience for archived
products by integrating archive status into the
unified filter options, replacing the separate
"Show Archived/Unarchived Data" control and
providing a more consistent and efficient
filtering experience.

Unified the entry points and workflows for
version approval, rejection, and deletion,

providing a more consistent user experience.

With the Audit tab, you can view all members'
activity records, including the operator,
organization, operation type, and operation
time, making it easier to track product
changes and stay informed about team
activity.
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Feature

Categories

Records

KMS

Key Updates

Added the
Member tab

Enhanced
device
records

Enhanced the
key creation
workflow

Added the
usage count
feature

Added key
download
limits

Description

Introduced a dedicated Member tab, moving
member management out of product settings

to provide quicker access and a more

streamlined member management experience.

Improved the device record list by optimizing
field visibility and presentation, providing a
more complete view of historical information
and making it easier to review and trace

device lifecycle records.

Improved the key creation workflow by
standardizing key attribute configuration and
identity management, enhancing
configuration accuracy and management

efficiency.

Added a Usage tab for keys, allowing users to

view key usage across users and products.
This improves key information visibility and
enhances asset management transparency

and usage tracking.

Only keys in a Normal status can be
downloaded. In addition, each user is limited
to 10 downloads per key per hour, further
strengthening key security and access
control.
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e Product -
Check
programmed

devices

¢ Record -
Check
device

history

KMS:

o Create a key
o Check keys
o Manage keys



Feature

Categories

PKI

Key Updates

Enhanced
certificate list

sorting

Enhanced the
certificate
creation

workflow

Enhanced
Certificate
Validity
Period
Validation

Added the
usage count
feature

Added the
verification
service

feature

Added the
end entity
certificate
feature

Description

Active certificates are now displayed first in
the certificate list, improving visibility and
simplifying certificate management.

Improved the certificate creation workflow by
standardizing certificate attribute
configuration and identity management,
enhancing configuration accuracy and
management efficiency.

Supports configuring certificate validity
periods beyond the expiration date of the
inherited certificate. Risk notifications are
displayed to help users identify potential
certificate chain validation failures, client trust
issues, and audit risks.

Added a Usage tab for certificates, allowing
users to view certificate usage across users
and products. This enhances certificate
visibility and improves asset management
transparency and usage tracking.

Added a Verification Service tab for
certificates, enabling users to verify
certificate revocation status, retrieve issuer

certificates to build a complete trust chain,

and troubleshoot certificate validation failures.

Added an End Entity Certificate tab, allowing
users to view all end-entity certificates issued
from a certificate template and gain visibility
into the template's actual issuance activity.
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PKI:

e Create a
certificate

e Check
certificates
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Feature

Categories

Factory

User Group

Programming
Station

Key Updates

Added the
Download

option

Improved
factory
settings

navigation

Added the
feature to edit
programming
stations

Other
Updates

Added the
Linked
Product tab

Updated
script file
upload limits

Description

Added the ability to download certificate files
for deployment and configuration across
clients, servers, and other systems.

Relocated the factory settings entry from a
tab to the upper-right corner of the factory
page, enabling quicker access to settings

from any factory page.

Programming stations can now be edited after
creation, enabling updates to station names
and login methods while improving
operational flexibility.

Added the Factory Admin role.

On the Linked Product tab of a user group,
you can view the products associated with the
current user group, making it easier to
understand the relationships between the user

group and products.

Increased the maximum script file upload size
to 512 MB.

v3.2.2 (February 9, 2026)

Related
Documents

Factory:

e Local
Factory -
Configure
and manage
programming
stations

e Cloud
Factory -
Configure
and manage
programming

stations

User Group -

Check groups

Programming
Station - Execute
device

programming

Version v3.2.2 introduces updates to the Product, Factory, Certificate, Records, and Programming

Station features.
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Feature

. Key Updates
Categories
Adjusted and
Product optimized the

batch page

Description

The batch status,
batch
synchronization
status, and
programming data
synchronization
status are displayed
in different colors
based on their

respective values

Batches can be
searched using the
following conditions:
Batch ID, Batch
Name, Version
Name, Environment,
Creation Time,
Batch Status, Batch
Sync, and Records
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Related Documents

Product - Check batches


http://192.168.40.174:3000/obis/3.2.2/feature-guide/product/check-batches

Feature

Categories

Factory

Key Updates

Adjusted and
optimized the
Factory Manager
permission
configuration

Description

Only the Factory
Manager can access the
details page of their
respective factory and
perform factory
configurations
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Related Documents

e Manage factories and
programming stations:
o Local factory:
= Configure and

manage factories

Configure and
manage
programming

stations

o Cloud factory:
= Configure and

manage factories

Configure and
manage
programming
stations
Manage batches
and assign
programming

stations

o Check factories


http://192.168.40.174:3000/obis/3.2.2/feature-guide/factory/local/configure-and-manage-factories
http://192.168.40.174:3000/obis/3.2.2/feature-guide/factory/local/configure-and-manage-factories
http://192.168.40.174:3000/obis/3.2.2/feature-guide/factory/local/configure-and-manage-programming-stations
http://192.168.40.174:3000/obis/3.2.2/feature-guide/factory/local/configure-and-manage-programming-stations
http://192.168.40.174:3000/obis/3.2.2/feature-guide/factory/local/configure-and-manage-programming-stations
http://192.168.40.174:3000/obis/3.2.2/feature-guide/factory/local/configure-and-manage-programming-stations
http://192.168.40.174:3000/obis/3.2.2/feature-guide/factory/cloud/configure-and-manage-factories
http://192.168.40.174:3000/obis/3.2.2/feature-guide/factory/cloud/configure-and-manage-factories
http://192.168.40.174:3000/obis/3.2.2/feature-guide/factory/cloud/configure-and-manage-programming-stations
http://192.168.40.174:3000/obis/3.2.2/feature-guide/factory/cloud/configure-and-manage-programming-stations
http://192.168.40.174:3000/obis/3.2.2/feature-guide/factory/cloud/configure-and-manage-programming-stations
http://192.168.40.174:3000/obis/3.2.2/feature-guide/factory/cloud/configure-and-manage-programming-stations
http://192.168.40.174:3000/obis/3.2.2/feature-guide/factory/cloud/manage-batches-and-assign-programming-stations
http://192.168.40.174:3000/obis/3.2.2/feature-guide/factory/cloud/manage-batches-and-assign-programming-stations
http://192.168.40.174:3000/obis/3.2.2/feature-guide/factory/cloud/manage-batches-and-assign-programming-stations
http://192.168.40.174:3000/obis/3.2.2/feature-guide/factory/cloud/manage-batches-and-assign-programming-stations
http://192.168.40.174:3000/obis/3.2.2/feature-guide/factory/check-factories

Feature

Categories

Certificate

Key Updates

Supports selecting
the platform's pre-
built Google Cast
template, and
allows adding
custom
certificates or
Google
certificates when
creating a version

Description

o When creating a

certificate, you can
directly select the
platform's pre-built
Google Cast
template, and the
corresponding
configuration will be
automatically applied
based on the Google
Cast certificate level
(Root / Manufacturer
/ Model / Device)

Custom certificates
allow configuration
of Extended Key
Usage

The product
supports adding
non-Matter
certificate
configurations,
allowing non-Matter
certificates to be
added when creating
a version, so
factories can
produce devices that
support other
protocols

The certificate chain
details page now
includes a new

feature to display
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Related Documents

e Product:

o Configure a product

o Create a version

e PKI - Create a certificate


http://192.168.40.174:3000/obis/3.2.2/feature-guide/product/configure-a-product
http://192.168.40.174:3000/obis/3.2.2/feature-guide/product/create-a-version
http://192.168.40.174:3000/obis/3.2.2/feature-guide/pki/create-a-certificate

Feature

Categories

Key Updates

Description

newly added
certificate templates,
with the certificate
list clearly indicating
whether a certificate
contains a private
key
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Related Documents



Feature

Categories Key Updates Description Related Documents
e Optimized device
profile: Captures
critical device
information during
production, including
chip configuration,
Matter configuration,
DAC programmed,
factory data,
firmware version,
and programming
scripts
Added device e Custom extended
profile and log fields for basic
recording device information:
features, retained Supports user- » Product - Check
programmed data, defined fields in programmed devices
Records
improved filtering addition to system- e Records - Check device
and search, and defined ones, history
updated log enabling fuzzy
viewing searches. Currently
permissions supported fields
include VID, PID,

Chip UID, QR Code,
and Pairing Code

o Added programming
logs: Records all key
events and results
during device
programming, along
with environment
information, making
tracking and
troubleshooting
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http://192.168.40.174:3000/obis/3.2.2/feature-guide/product/check-programmed-devices
http://192.168.40.174:3000/obis/3.2.2/feature-guide/product/check-programmed-devices
http://192.168.40.174:3000/obis/3.2.2/feature-guide/records/check-device-history
http://192.168.40.174:3000/obis/3.2.2/feature-guide/records/check-device-history

Feature

Categories

Key Updates

Description

easier

Enhanced access
control: Only users
with product role
permissions or the
Factory Manager of
the corresponding
factory can check
device records,
ensuring data
security
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Related Documents



Feature

Categories

Programming
Station

Key Updates

e Optimized Ul

layout to
support the
new port

configuration

Added a

batch details
viewing
function,
allowing you
to retrieve the
corresponding
batch
information by

order number

Supports
automatic
recognition of
the
programmer
station ID
bound to
Identity U-
Safe, with no
manual input
required
during sign-in

Description

e Optimized

Programming Station
client Ul: Displays
overall programming
progress and
supports double-
clicking a port to
view its detailed
programming status
Multi-port
programming
support: Enables
simultaneous
programming across
1to 24 ports, with
customizable port
layouts for greater
operational flexibility

Optimized batch
information query:
Supports retrieving
batches by order
number and allows
viewing detailed
batch information
directly within the
Programming Station
client for easier
tracking and
management
Station ID Auto-
Detection: Once the
Identity U-Safe is
inserted, the client
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Related Documents

Programming Station:

¢ Installation
e Sign-in

o Execute device programming


http://192.168.40.174:3000/obis/3.2.2/programming-station/installation
http://192.168.40.174:3000/obis/3.2.2/programming-station/sign-in
http://192.168.40.174:3000/obis/3.2.2/programming-station/execute-device-programming

Feature
. Key Updates
Categories

v3.2.1 (January 15, 2026)

Description

automatically detects
the bound station ID,
requiring no manual
input during sign-in

Related Documents

Version v3.2.1introduces updates to the Registration and Sign-in, User Group, Product, Version, Batch,

Factory, KMS, OnBoard Edge Service, and Programming Station features.

Feature
. Key Updates
Categories

Added Sign in with
SSO and Self-

Registration features

Registration
and Sign-in

Description

e Sign in with SSO:

Sign in to OBIS
directly using
your company's
IdP account,
without needing
to remember a
separate OBIS

account

Self-Registration:
Register with your
company email
address and
automatically
receive a default
role, enabling
quick access to
your
organization's
tenant
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Related Documents

Registration and Sign-in


http://192.168.40.174:3000/obis/3.2.1/quick-start/registration-and-sign-in

Feature
. Key Updates
Categories

Added the User

User Group
Group menu

Description

o User group
management:
Enables unified
user management
by organizing
users into groups

e Product
permission
assignment:
Allows user
groups to be
added directly to
a product,
granting product
access to all
group members at
once
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Related Documents

e Product - Manage members

o User:
o Group:
= Create a group

= Check groups

= Manage groups


http://192.168.40.174:3000/obis/3.2.1/feature-guide/product/manage-product-members
http://192.168.40.174:3000/obis/3.2.1/feature-guide/user/group/create-a-group
http://192.168.40.174:3000/obis/3.2.1/feature-guide/user/group/check-groups
http://192.168.40.174:3000/obis/3.2.1/feature-guide/user/group/manage-groups

Feature

Key Updates Description Related Documents

Categories

Split the key and
certificate resource
package:

e You need to add

Product

Splits the key and
certificate
resource
package
Supports
downloading
product resource
files

Added product
archiving feature
Removed the
Mark field when
creating a
product

all certificates and
keys used by the
product to the
corresponding
resource
packages in
advance

The product's
Resource
Manager allows
you to select the
required
certificates or
keys from the
resource
packages within
configuration
items (such as
Matter Config and
Chip Config)

¢ Quick Start

e Product:

o Create a product

o Configure a product

o Manage products

Download product
resource files:
¢ Product members
can download

uploaded files

o Downloads are
supported on the
resource

configuration
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http://192.168.40.174:3000/obis/3.2.1/quick-start/product-creation-and-device-programming
http://192.168.40.174:3000/obis/3.2.1/feature-guide/product/create-a-product
http://192.168.40.174:3000/obis/3.2.1/feature-guide/product/configure-a-product
http://192.168.40.174:3000/obis/3.2.1/feature-guide/product/manage-products

Feature
Categories

Key Updates

Description

page, including
Firmware, CD files
in Matter Config,
files in Factory
Data,
Programming
Scripts,
Attachment Files,
and Other Files

Product archiving
feature:

 Inactive products

can be archived
or unarchived,
with their status
clearly displayed
in the product list.
Archived or
unarchived
products can be
quickly filtered

Archived products
can't be edited
(including
information
modification,
resource
configuration,
version or batch
creation, etc.), but
programming of
already created
batches remains
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Related Documents



Feature L
. Key Updates Description Related Documents
Categories

unaffected

Remove the Mark field
from the product:

e The Mark field is
no longer required
when creating a
product and will
no longer appear
on the product
page

o For existing
products, the
Mark field will
automatically be
appended to the
product name
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Feature

Categories

Version

Key Updates

Supports tab
switching, long
names, mass
production marking,
and multi-select
firmware addition

Description

e Tab switching:

When creating a
version, you can
switch tabs to
check other
product
information

Version name:
Supports a length
of 128 characters

Mass production
mark: You can
mark a version as
Mass Production.
This mark will
then appear in the
batch list

Product - Create a version

Firmware addition
optimization:

o Clicking Add
displays a
firmware list,
supporting
searching by
filename or

version

o Supports
multi-
selection for
adding
firmware,
improving
operational
efficiency
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Related Documents


http://192.168.40.174:3000/obis/3.2.1/feature-guide/product/create-a-version

Feature

Key Updates Description Related Documents
Categories
Batch optimization:
e Tab switching:
When creating a
batch, you can
switch tabs to
check other
product
information
e Supports tab Batch name:
switching, long Supports a length
names, and of 128 characters
display of version Version
mass-production information
information; display: Displays
simplifies factory whether a
selection and selected version
enables is in mass Product:
Batch automatic script production and its » Create a batch

matching
e Enhances batch
and data

synchronization

configuration
region

Simplified factory
selection: Only

status the factory needs
management, to be selected;
with a selecting a

resynchronization

feature

Factory Manager
is no longer
required
Automatic script
matching:
Automatically
matches the
programming
script based on
the chip
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e Check batches


http://192.168.40.174:3000/obis/3.2.1/feature-guide/product/create-a-batch
http://192.168.40.174:3000/obis/3.2.1/feature-guide/product/check-batches

Feature L.
. Key Updates Description Related Documents
Categories

configured for the
selected version

Batch status
optimization:

e Batch status:
Indicates the
complete lifecycle
of a batch,
including
Generating,
Generated,
Generate Failed,
Running,
Completed,
Stopped, and
Expired

e Batch
synchronization
status: Indicates
the status of
batch data
synchronization to
the factory,
including Waiting,
Syncing, Sync
Failed, Synced,
and Deleted

e Programming data
synchronization
status: Indicates
the data
synchronization
status of batch

programming,
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Feature
Categories

Key Updates

Description

including No
Records,
Uploading, and
Uploaded

Resynchronization
feature: For
batches that fail
to synchronize
(batch status is
Generate Failed
or batch
synchronization
status is Sync
Failed), click
Resync in the
batch list to
resend the batch
to the factory
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Related Documents



Feature
Categories

Factory

Key Updates

Supports creating
cloud factories

Description

o Cloud factory

creation: Enables
creating cloud
factories in OBIS,
including
programming
stations that
support password
or ldentity U-Safe
login

Cloud factory
management:
Allows
management of
cloud factory
batches and
programming
station
assignment in
OBIS, including
starting and
stopping batches
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Related Documents

Factory:

o Create a factory

» Manage factories and
programming stations:
Cloud factory:
= Configure and

manage factories

= Configure and
manage
programming
stations

= Manage batches
and assign
programming
stations

+ Check factories


http://192.168.40.174:3000/obis/3.2.1/feature-guide/factory/create-a-factory
http://192.168.40.174:3000/obis/3.2.1/feature-guide/factory/cloud/configure-and-manage-factories
http://192.168.40.174:3000/obis/3.2.1/feature-guide/factory/cloud/configure-and-manage-factories
http://192.168.40.174:3000/obis/3.2.1/feature-guide/factory/cloud/configure-and-manage-programming-stations
http://192.168.40.174:3000/obis/3.2.1/feature-guide/factory/cloud/configure-and-manage-programming-stations
http://192.168.40.174:3000/obis/3.2.1/feature-guide/factory/cloud/configure-and-manage-programming-stations
http://192.168.40.174:3000/obis/3.2.1/feature-guide/factory/cloud/configure-and-manage-programming-stations
http://192.168.40.174:3000/obis/3.2.1/feature-guide/factory/cloud/manage-batches-and-assign-programming-stations
http://192.168.40.174:3000/obis/3.2.1/feature-guide/factory/cloud/manage-batches-and-assign-programming-stations
http://192.168.40.174:3000/obis/3.2.1/feature-guide/factory/cloud/manage-batches-and-assign-programming-stations
http://192.168.40.174:3000/obis/3.2.1/feature-guide/factory/cloud/manage-batches-and-assign-programming-stations
http://192.168.40.174:3000/obis/3.2.1/feature-guide/factory/check-factories

Feature
. Key Updates
Categories

Added Complete,
KMS Download, and
Archive options

Description

o Key creation:

Select Complete
to proceed with
key creation

Key download:
Supports
downloading the
public key for
asymmetric keys

Key archiving: KMS -

Allows archiving
of inactive keys.
Active keys are
displayed first,
while archived
keys are hidden
by default for
easier daily

management
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Related Documents

Manage keys


http://192.168.40.174:3000/obis/3.2.1/feature-guide/kms/manage-keys

Feature
Categories

OnBoard
Edge Service .

Key Updates

Added Factory,
Batch, and
Station menus
Supports multiple
HSM U-Safes
programming

Description Related Documents

e Factory
management:
Supports factory
management
within OnBoard
Edge Service,
including batch

management,
programming
station OnBoard Edge Service:
assignment, and * Sign-in
programming e Manage factories
station » Manage batches and assign
configuration programming stations

* Multiple HSM U- « Configure and manage
Safes programming stations

programming: The
Edge-Service
server can
accommodate
multiple HSM U-
Safes, enhancing
programming
performance and

concurrency
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http://192.168.40.174:3000/obis/3.2.1/onboard-edge-service/sign-in
http://192.168.40.174:3000/obis/3.2.1/onboard-edge-service/manage-factories
http://192.168.40.174:3000/obis/3.2.1/onboard-edge-service/manage-batches-and-assign-programming-stations
http://192.168.40.174:3000/obis/3.2.1/onboard-edge-service/manage-batches-and-assign-programming-stations
http://192.168.40.174:3000/obis/3.2.1/onboard-edge-service/configure-and-manage-programming-stations
http://192.168.40.174:3000/obis/3.2.1/onboard-edge-service/configure-and-manage-programming-stations

Feature
Categories

Programming
Station

Key Updates

e Added new login

methods for
cloud factories

Supports
switching
programming

scripts and

custom download

paths

Added display
and alerts for
programming

concurrent load

Description Related Documents

e Cloud factory
sign-in: Allows
sign-in using
password or
Identity U-Safe

e Local
programming
script
management:
Supports
switching
programming
scripts and
customizing the
script download
path

e Programming Programming Station:

concurrent load e Sign-in

alerts: + Execute device programming
o The client

displays real-
time
concurrent
load in the
bottom-left

corner

o When the
load = 90%, a
warning is
displayed; at
100% load, a
high-load
alert appears,
facilitating
operation and
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http://192.168.40.174:3000/obis/3.2.1/programming-station/sign-in
http://192.168.40.174:3000/obis/3.2.1/programming-station/execute-device-programming

Feature L.
. Key Updates Description Related Documents
Categories

monitoring
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Version: v3.3.0

How to configure SSO for
Microsoft work accounts in
OnBoard™ loT Security

Q TP

The Single Sign-On (SSO) feature in OnBoard™ loT Security (OBIS) allows users
to sign in with their company email through the Enterprise ldentity Provider
(IdP). OBIS will automatically create an account for them and assign default role

permissions.

This article will guide you on how to configure and enable the Sign in with SSO
feature in OBIS for Microsoft work accounts. Once enabled, users can sign in to

OBIS using their work accounts and passwords.

Prerequisites

Before getting started, please ensure that you have obtained the Redirect URL

required to configure SSO from Snowball.

Instructions

1. Sign in to the Microsoft Azure portal.

2. In the search box at the top, search for and select Microsoft Entra ID.
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https://portal.azure.com/#home

3. Inthe left menu, click Manage > App registrations > New registration. On the
Register an application page, enter the application name and then select the

Supported account types.

4. In the Redirect URI area, select Web as the platform, enter the Redirect URL

obtained from Snowball, and then click Register.

Microsoft Azure £ Search resources, services, and docs (G+/)  Copilot

Home Snowball Technology | App registrations

Register an application - X

* Name

The user-facing display name for this application (this can be changed later).

Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only (Snowball Technology only - Single tenant)
O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft
accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is
optional and it can be changed later, but a value is required for most authentication scenarios.

: Select a platform v e.g. https://example.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise
applications.

By proceeding, you agree to the Microsoft Platform Policies 7!

594 /600



S.

If you need to change the Redirect URI later, click Manage > Authentication

(Preview) in the left menu of the application, and then make the edit on the

Redirect URI configuration tab.

#< Diagnose and solve problems

Vv Manage

=
-

D

III
!

M

Branding & properties
Authentication (Preview)
Certificates & secrets
Token configuration

API| permissions

Expose an API

App roles

Owners

., Roles and administrators

Manifest

Redirect URI configuration | Settings

A redirect URI, or reply URL, is the location where the Entra autho
once the user has successfully signed in or signed out. Learn moi

—~+ Add Redirect URI  [il] Delete

o If you want to view or change implicit grant and hybrid flows settit
settings tab.

A\ This app has implicit grant settings enabled. If you are using any o
should migrate URIs.

[ L Start typing a reply url to filter these results

D Platform Type T4 Redirect URI Ty
[:] ' Web
D Web https://iot-admin-uat.

service/auth/sso/oidc

In the left menu of the application, click Manage > Authentication (Preview) >

Settings, and then select the Access tokens (used for implicit flows) and ID

tokens (used for implicit and hybrid flows) checkboxes.

Q TIP

The Access token is used to call the API for retrieving user information,

while the ID token is used for parameter validation during the SSO sign-in

process.
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Microsoft Azure £ Search resources, services, and docs (G+/) T Copilot

Home Snowball Technology | App registrations Sample

o) Sample | Authentication (Preview) = - X

Ip Search ‘ s« 27 Got feedback?

i Overview

&5 Quickstart
6 Welcome to the new and improved experience for authentication. To switch to the
;,' Integration assistant old experience, please click here.

X Diagnose and solve problems

v Manage Redirect URI configuration Settings
& Branding & properties Web and SPA settings
3 Authentication (Preview) @ The following settings are only applicable when building a web or SPA application.

Implicit grant and hybrid flows

The implicit grant allows an application to request a token directly from the

:l' Token configuration authorization endpoint. It is only recommended for browser-based single-page
lications (SPAs).

Certificates & secrets

- API permissions Access tokens (used for implicit flows)

ID tokens (used for implicit and hybrid flows)

& Expose an API

22 App roles Front-channel logout URL
[ e.g. https://example.com/logout
&8 Owners
8 Rotes and administrat Enable Live SDK support
&k, Roles and administrators Q Enabled
[ Manifest Allow public client flows Learn more
> Support + Troubleshooting @ Disabled

Supported account types
Who can use this application or access this API?

0 Accounts in any organizational directory (Any Microsoft Entra ID tenant -
Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

Save Discard

6. In the left menu of the application, click Manage > Certificates & secrets >
Client secrets > New client secret. On the Add a client secret panel, enter the

client secret description, select the expiration date, and then click Add.

7. Record the client secret value. This secret value is never displayed again after
you leave this page.
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Q TIP

The client secret of the currently authorized application is used to verify
application information through callbacks, ensuring that the source of the
authorization request is trusted.

Microsoft Azure 2 Search resources, services, and docs (G+/)  Copilot

Home Snowball Technology | App registrations Sample

Sample | Certificates & secrets = - X
[3 Search J ¢« ,@ Got feedback?
i Overview
&5 Quickstart o Got a second to give us some feedback? = x

#” Integration assistant

Credentials enable confidential applications to identify themselves to the authentication service when receiving
tokens at a web addressable location (using an HTTPS scheme). For a higher level of assurance, we recommend
using a certificate (instead of a client secret) as a credential.

2 Diagnose and solve problems
Vv Manage
£ Branding & properties
3 Authentication (Preview) o Application registration certificates, secrets and federated credentials can be found in the tabs below.
Certificates & secrets

{I! Token configuration Certificates (0) | Client secrets (1) | Federated credentials (0)

9~ API permissions A secret string that the application uses to prove its identity when requesting a token. Also can be referred to

& Expose an API as application password.

5 App roles -+ New client secret

&a Owners Description Expires Value © Secret ID

&k, Roles and administrators Secret 7/26/2026 [Wm@#ﬂmwmm“ﬁlﬂéﬁmaw¢w&"ﬁ ]

I Manifest

> Support + Troubleshooting

8. In the left menu of the application, click Manage > Token configuration > Add
optional claim, then configure and add the ID token and access token
separately.
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Q TIP

The optional claims correspond to the information returned by Microsoft to

the platform during the authentication callback.

o Select ID as the Token type, and then select email, family_name,

given_name, and preferred_username

o Select Access as the Token type, and then select email, family_name,

given_name, and preferred_username

Microsoft Azure P Search resources, services, and docs (G+/) O Copilot

Home Snowball Technology | App registrations Sample Add Optional Claim X
1! Sample | Token configuration =

Once a token type is selected, you may choose from a list of available optional claims.

[o Search s« ,@ Got feedback?
B Overview Optional claims * Token type
& Quickstart Access and ID tokens are used by applications for authentication. Learn more

Optional claims are used

y . . ®) ID
#" Integration assistant O
-+ Add optional claim O Access

X Diagnose and solve problems

V Manage [m] claim * Description Audience Ty
B2 Branding & properties Claim * —_ o
. email The addressable email for this user... All users
3 Authentication (Preview) No results. =
) family_name Provides the last name, surname, o... All users
Certificates & secrets
T ) D fwd IP address Microsoft Entra ID only
{I' Token configuration
o given_name Provides the first or "given” name ... All users
<2~ APl permissions
D in_corp Signals if the client is logging in fr... Microsoft Entra ID only
& Expose an AP
D ipaddr The IP address the client logged in... Microsoft Entra ID only
24 App roles
[:] login_hint Login hint All users
42 Owners
. D onprem_sid On-premises security identifier Microsoft Entra ID only
ai» Roles and administrators
. preferred_username Provides the preferred username c... Microsoft Entra ID only
I Manifest
| I . Tha dabasinen as cibink tha manmone Alimemnn £ Cmben 1PN s

> Support + Troubleshooting

—— m Cancel
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9. In the left menu of the application, click Manage > API permissions > Add a
permission. On the Request API permissions panel, select Microsoft Graph >
Delegated permissions. In the Openld permissions area, select the
corresponding permissions (it is recommended to select email, openid, and
profile), and then click Add permissions.

Q TP

The API permissions configured here correspond to the scope settings in
OBIS for SSO.

Microsoft Azure £ Search resources, services, and docs (G+/) I 0 Copilot B Q & @ &

Home Snowball Technology | App registrations Sample Request API pel’missions %
- Sample | API permissions =

G Microsoft Graph

Search () Refresh & Go httpsi//graph.microsoft.com/ Docs o
What type of permissions does your application require?
B Overview type of pe: b PP eq
&, Quickstart Delegated permissions
A\ Granting tenant-wid Your application needs to access the AP| as the
#" Integration assistant own behalf aren't aff signed-in user.
XK Diagnose and solve problems
Applicat

v Manage © The “Admin consent pplication pemissions

not reflect the value Your application runs as a background service or daemon without a

- signed-in user.

B2 Branding & properties

2 Authentication (Preview) Configured permissic
§ Select permissions expand all
Certificates & secrets Applications are authorize
X include all the permission: Start typing a permission to filter these results

Token configuration

“©- APl permissions - Add a permission

© The “Admin consent required” column shows the default value for an organization. However, user consent can be customized per

& Expose an API API / Permissions name permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Learn
more
HL App roles No permissions added
J2 Owners
“@ Permission Admin consent required
&, Roles and administrators To view and manage cons
' Openld permissions (3)
B Manifest penicp
Sy, - email
pport + Troubleshooting ) No
View users’ email address
offline_access N
o
Maintain access to data you have given it access to
nid ©
g No
Sign users in
ofile ©
= No

View users' basic profile

Add permissions Discard
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10. Once the application configuration is complete, please provide the following
information to Snowball, so that we can enable the Sign in with SSO feature for

your tenant in OBIS.

o Email Domain: The email domain of your Microsoft work account

o Issuer: On the Overview page of the application, click Endpoints, and then
copy the relevant Authority URL

o Client ID: On the Overview page of the application, copy the Application
(client) ID

o Client Key: The client secret recorded in step 7

Microsoft Azure L Search resources, services, and docs (G+/) l © Copilot B Q
Home Snowball Technology | App registrations Endpoints
i Sample
Authority URL (Accounts in this organizational directory only)
N . =
£ Search : [i] Delete | & Endpoints | B3 Preview features https://login.microsoftonline.com/common
B Overview
© Got a second? We would love your feedback on Microsoft identity platfor | Authority URL (Accounts in any organizational directory)

&5 Quickstart https://login.mic i ganizati

#" Integration assistant A Essentials Authority URL (Accounts in any organizational directory and pdrsonal Microsoft accou
X Diagnose and solve problems Display name : Sample https://login.microsoftonline.com/common

v Manage [Apphcahon (client) ID : 47¢d29e2- S ikl S .-McSaldaBS{d] Authority URL (Personal Microsoft accounts only)

= Object ID : 93d7c9af-r 3w A db2e3869824e https://login.mic ftonline.com/c

B3 Branding & properties

_3 Authentication (Preview) Directory (tenant) ID cadcd70c- Wande "l 4-71347eBee307 OAuth 2.0 authorization endpoint (v2)
Supported account types : All Microsoft account users https://login.mic ine.com/c /oauth2/v2.0/authori
Certificates & secrets
" OAuth 2.0 token endpoint (v2)
il Token configuration 0 Starting June 30th, 2020 we will no longer add any new features to Ai P

updates but we will no longer provide feature updates. Applicationsv | https://login.microsoftonline.com/common/oauth2/v2.0/token
- AP| permissions

& Expose an AP| OAuth 2.0 authorization endpoint (v1)
XPH n

A\ Starting November 9th, 2020 end users will no longer be able to gran | https//logi i com/c foauth2/auth
L App roles
OAuth 2.0 token endpoint (v1)
& Owmers Get Started  Documentation https//login.mic ftonfine.com/c Toautha/token

&, Roles and administrators
SAML-P sign-on endpoint

@ Manifest Build your a| https://login.microsoftonline.com/cadcd70c- v iy Ml - M- 71347e8ee307/sami2
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