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[15:18:42] hexmerge:

[15:18:42] [Progress]:80% Executing command 9: program-hex

“C:\Users\maryw\ AppData\Roaming \ SNB\ ppcli\ programmings\ Qorvo \ qorvo_merged _QPG6200_1200000508

hex” --device QP 00 --emulator-serialnumber 1200000508 --emulator-logs

G \Usmg\.m(}ryw\AppDnm\,R(mmmg\SNB\,Qm-.'o\emuln{or_!ogs'

[15:19:04] output:Programming

C:\Users\maryw\ App[)oto\ﬁ’ooming\SNB\ppcll \ progrommmgs\, Qorvo\qorvo_merged_QPGEZO0_1203000508 h
ex Programming took 20.52 seconds. [Progress]:90%

[15:19:06] [Progress]:100% [Finish]

[15:19:08] out:b'{\r\n "success™ true,\r\n “respCode": "8000",\r\n ‘respMsg™ "NoError’,\r\n “respData™ null,\r\n
‘respTime™: 1770189547 \r\n}\r\n

[15:19:08] [exIT] O

[QRCode): MT:634J0-C714EPGSTWEID

QRcode link

hx v 2X2 {3

39 /558



hR#ds: v3.3.0

IheEISET - OnBoard™ loT
Security

OnBoard™ loT Security 127 —ERENIIEE, BE loT KERERREMNENE D
—EEFREE. I S8, DRSSPSR, AFREE,. U-Safe BEMEHRIERIER,
EEFETHINEERR, RIRT B IRRIIZOEEN SHEXIRE.

= am Bl LKMS By
o BIEm - BIEZEA
o FCE~m - EEEH
. EETS o EEFA
e BIZERRZS
o BIEHLR — e
« BFERE
« BEMA . BUEIEP
o« BEHIUPH
o EIEEP

40 /558



I —

AT
o REEMEET

o FCEMEERRERIL
=L
o EEEMEET

o ECEMERRERIL
o BIEMRSHECRFRIL

U-Safe £

o TEF U-Safe

GIgEHE

-« BHRIRERSE

AllkS

o SIS
o BEKS

. BIEKS

S HAP4

- BIZRAFA
- BEERFA
- BEERFA

41/ 558

iBR

B

5§53



hR7s: v3.3.0

#04a]7£ OnBoard™ loT
Security FAglE~m

OX:
B /i~ mel 2 E AR,

SBIESARUNMAITE OnBoard™ loT Security (OBIS) AR Al A M TEC & 7= AV ER{E
B, NEEREF SYEMES.

HiRE

EFHBZ AT, 1EHERIREHAE System Manager 3§ Product Manager B9 OBIS &Y
PRo

BRIEPER

1. R OBIS,

2. EEMRBENZOIER, REFm, ARREOeE.

42 /558


https://iot-security.snowballtech.com/

D otowswoTsecuty [ @ F& ORI ]

I e =& :3(:."9”?& TIMR R FFRe v = anN C = Et W% [ + N ]

D Kms &5 % re %o

@ P

& 17
& u-Safe

B waHe

2 mrd

3. ERIEFMER, EFEHBMANRENTREMER. BIMEELIRE, KEeIERIA T
R mBY eI

raan *

re e

=E

BAEFE ¢

[ O i

LARRIE

Humm % *
a0xn 1 %

axER 90 x

43 /558



= mE A= SR

WiEA

Gl
s S 0N FD

Fz

LT "

. B EREME—.

R

r . RERPAESHUBEN, RIEERERE, HOFHEE. mE
B EmEEY, (AT E RS .

%

- RSB EHR, BAMKS, REERERBKIRS, BRI
x B ETHEGE

ﬁ SRR QIRARARY, HXEMEEEIIRE X,

E-i

: | ERMBALETEET 999,999,900, KM E M SRR
- = mE,

~

kR

" M THEERRATF RS BB R AT B T8 & 4 P AR A SR SR T Hik. 3%
o & FFHE, PROD N THIRAORERRES RAFALS R
" SPHTESER, BB EATRT R,

4

44 [ 558



A

i
W S oY A

R
& EURERMER, BOXBARARY, BOHR. IR, o
¥ HE RIS EEEN.

4. FmtliERE, NESBEEmilE,

® &=
FZEIEI@ULTGEE): FZDEEIJ%DyAhIh\ijE'IkILAO /B\ULH&ZK): FZDEEIJ'IkIL:\)l QE
jjak*ﬁ’{j(n_a\o Eﬁ’fg:%\ %%#Dﬂ’ik 19?.'3)%0

Q #x

—RRIBRT, FNFEEIBANFmATRA. WREEA~mAFEA, AJUER
RMERSEFRARARNER | BiHSERBARA, AREERN~RR
RAHREHRIARIR,

45/ 558



() onBoss™ 0T Security

|e ~a

@ Product

#

@ TRER

A% Matter R

ERE

WSS CER RS

&N

Irss

46 / 558

O smxe

2064274141919109121

ROT, OTWR

0 @

3] mmsssnire
#£0T, 0TWR




hR#s: v3.3.0

#0{a]7£ OnBoard™ loT
Security A& ™~ m

AIEESARUNEITE OnBoard™ loT Security (OBIS) F5ERE A FRIEMMECE F=mirl
NEE IR A MES

o EIRIFIE
o BEERF

BERfF

TR zEl, BHRR:

o MEABEMNN~RITRAENE: FRARA, TaEERRRREES,
o BRI BNERLIE,

12FTE
B—. EIFIFIE

1. R OBIS,
2. FEMRENZODER, Rbiiram, AEEFENNEF mENTAITH.

3. £/~ aDiE, 1% TEST 5 PROD ifiR,

47 [ 558


https://iot-security.snowballtech.com/

|e ~a
n g
© B
. TRER D & 2 %
B
A% Matter B 8 Irss O amxe
EERE
EAEECERES

4. EEFXESTEMEXATHEE,

Q &

2 @

() smssnere

ROT, 0OTWR

o MEFMUENAES” (SHEE, IEH, Matter BE T #HIB) - KT

R EECER, TACIRMRA, M mdTFERRS.

o TERFRUENHB LERIRUBHINXM. HEIRBRILIEESE Programming

Station &P im R E LRI RIS,

48 /558




() owtowrs™ o7 securty

|e =a

Product

Product

© TRER

L &N

A% Matter RE

& Irss

®AMR

49 / 558

0 smxe

0 @

() smssnere




B BCBAF

50 /558



v SHEE (BE)

Q #F
BIEHERE, ERHEETRMERNTHESNRZSET, TANTHRESS
BWNNIREED, (Ra] ARESRFRERHAITEE,

BAFRIFESZ DRI OHIEE, FEERRIERKIEFINGHRT &, R
g:"?o

. EFmIE, REAFXKENSHEER, #AFFETR.
@ o @ Prod o9 e

2064274141919109121

|e ~a

( #e

. @ TRER D & 2 i £ @

= ) ) oD, 0MHR

% Matter BN I O amxe ) masnpe
RO, 0TWR #0717, 0T™WR

ERE
EASEECERR

2. EERBEXE, SEHEM | EfAHHEREE, ARERHBNSHNEXER.

51/558



€ PROD v 2064274141919109121
|e ~a
&
(0]
L)
a8 1 1 Vendor - vendor
2 Series - series

® cort
A

= e -

s e -

SHEEERNRA:

Q #x
EEIE#IRE, MRFERAEMIT AL EAYERISHRBEXIRR, B0
BERRLIREIAINEE,

BEX XIS iF0EEE R 613E: String, Number, Boolean, Key, Cert #[
Fileo

52 /558



Vendor

Series

Part

Enable
Secure Boot

Enable
Secure

Debug

Secure Boot

Key

Secure Boot
Key Hash

Secure

Debug Key

W S I A

il il

gl

17| 17|

17|

Boolean

Boolean

Key

Hex

Key

iR

SR B, BESERBFESZIFHNCAIKR
B

SR &Y, BESERBFESZLFNCAIR

OhES, ESERBESZHIFNCAIR

RIEFERBARLBMIEE. FHLERENRRG
JIIE=7:NEzee S ap kT

RIEFEREAREIFAINEE, BILERRNEE
R RPN

VR TEECERARAMIEH, BFRIEE M
M, BRIKENEE2RBE.

Secure Boot Key B FEEo

ERERERARAINNE R, AT
ilE,

53 /558



W S I A

=2 - i) iR
MCU Boot - ‘o ERERERERANAINE R, BFREEH
Key = Y EsEm.
Debug .
. S Hex RINZ BRI EHE,
Plaintext
DAC
Partition S Hex 12 DAC JEH FHEAFRETF L,
Address
LRI FNOHIZE:

54/ 558



]

Silicon Labs

#75

EFR32MG24

55/558

BS

EFR32MG24B210F1536IM48
EFR32MG24B020F15361IM48
EFR32MG24A110F1024IM48
EFR32MG24A020F1536IM48
EFR32MG24A420F15361M48
EFR32MG24B020F15361M40
EFR32MG24A010F1024IM40
EFR32MG24A020F1536IM40
EFR32MG24A420F1536IM40
EFR32MG24B010F1024IM48
EFR32MG24A010F1024IM48
EFR32MG24B110F1536IM48
EFR32MG24A021F1024IM40
EFR32MG24B010F1536IM40
EFR32MG24B220F15361M48
EFR32MG24A020F1024IM40
EFR32MG24A010F1536IM40
EFR32MG24B010F15361M48
EFR32MG24A410F1536IM48
EFR32MG24A010F1536IM48
EFR32MG24B120F15361M48
EFR32MG24A410F1536IM40
EFR32MG24B310F15361M48
EFR32MG24B020F1024I1M48



]

Telink

Qorvo

ESP

Amlogic

Nordic

Beken

NXP

#75

SIMG301

TLSR92x

QPG6200

ESP32C3

AN3L

NRF52840

BK7238

s32Kk1

3. RERTE, BIR=CHEE,

BS

o EFR32MG24A020F1024IM48

56 /558

SiIMG30TMT3WIH

TLSR9268J

QPG6200

ESP32C3

AN3L

NRF52840

BK7238

s32k144



v &8 (FNE)

Q #F

EEFPNENER KMS RREARMEIZ~m, MINERAERE D SR

pCi pirs 28

BARTLUIE KMS eI, BEZERIBSELETHANTE,

1. EFmilE, REFFKIERVEH, EANEFEDFR,

70N

@ ows
|e ~a
L
© ae
— © TRER
a8
Matter 2

2. EBAKE, [T,

;) &9

Irss

57/ 558

2064274141919109121

9 0 @
ROT, 0N

O smxe () smssnre

ROT, 0OTWR RO, 0TWR




) ovsowa~ o7 securty

|e ~a

© Pu

B QEHE

2 mPd

3

EH

B

Matter IER
Irme
LL b et

SERBMITE

3. EFRMBAEN, EFEFENENERHREHRM. R, BJLURIESEFRFERE Tag
RRIRHNNBEXIRE (1% Tag AT XFRIMABNIRAHEENNER) o

58 /558



v P (BE)

Q #F
EEIEBHENRIE PKI Y CA iR (RALAIEIR, DAC #4RaE Device #iR)
TIENZF S, FMABERTERE Matter BLE BT,

IEBAILATE PKI g, BRERIBFSZLIRIEBHITE,

1. EFmiE, REFFKIEANES, #EANEFEDFR,

() owa
2064274141919109121
|e ~a
L
© ae
. © TRER P & 2 i & @
=) RO, 0TWER
)
A% Matter BN bt O amxe () smssnre
~ 2 ROT, 0OTWR RO, 0TWR
)
ERRE
EAEECEN
)

2. EIEBXE, [T,

59 /558



D otowawoTSecuty (1 @ Now Product 1 9 e

|e ~a

P KMs
@ P @ SHER
+ 88
[+ = |8 -
. .
=%
8 v Matter £
° Irme
B Wk A
. BRSREE
A
2 mrPd
e TWEY T EAN CME It REA

3. ERMEBED, ERFESIRINERHATHRM. BN, FJLUIRIELRERIE Tag
RE ) Matter, Google, HRIELMGHREIBHRMBEEXTE (% Tag BFZHF
IR RIS B shiR BN FHIEEFE RIER) o

60 /558



v Elff (AE)

Q =

EEEFHNBENRE LE AT nTFERRIEHF XM, F L% bin, .hex # .s37 1%
RWE. EENEGAEERAR#TER, (FALURBLRERERRE LE
o

FECER BRI, Z/aRILABERY#1T &,

() onoss™ k0T Security ) @ Product o9 e

|e ~a
( ﬁig
. @ TRER D & 2 s £ @
= RO, 0THE
]
% Matter R I O amxe ) masnpe
ERE
EASEECERR

2. EEIHFXE, TR,

61/ 558



Product v € PROO v

. SHER
@ VWE v = 8RN CRE 3t BEA + B
BN
. EH
rr
'
& u-Safe Matter iE R
Irms
B QEHE © AR
) BRBEREE
A
2 mrPd
Matter R
I s

3. AARMEHED, EFHMABFEXER.

o

MEWIEY X R AILRT LG

E S 2 tRA:

62 /558



e
i3

hR s

ElfFE
ﬂ

[l

al s O

1y

il

5iEA

BT EAMB B A X HET LR, X EfE&RK 512 MB
B 1o
AR LT bin BANXARNEFEERSE R mRithit,

FRIR B RS,

5o 57 WY Bty
o Application: AFSLINIEHFINEE, KHi Bootloader &
HAYIRIE,

o Bootloader: FTFMEH¥KBKL, BEHMESEH,

4. RN, STAREGFREE.

63 /558



v Matter fid& (HE)

Q #F
1E:d Matter B28, ANLEFEHIKTE Matter HiXEXENIZE,

LS ER, FEEFH EL CD X, FHERTEEIMEBIANIMAY DAC 151k, 15
f* CD X5 DAC #&ikB VID (& ID) M PID (74 ID) REF—2

EREEIZRAE, (RA] IARIESSPREREMEM CD XXff.

EECERY By CD X, Z/ErIARER 1T FH,

1. EFmilE, REAFXERN Matter BBE, #HAZFIETIR,

() OnBoars™ toT Security @ Product o9 e

© TRER ;) &9 2 % 2 @y

A% Matter ER I siE O smxe 5] mauape

ERE
WA LR

2. 7£ Matter REX I, SHidM @ EIRHEEREIE, AEEEREAN Matter BLEM
NEESESE

64 / 558



gy ¢

Matter ECE {5 21 FT:

CD X%

S D) #O

i

gl

) 3 3 ) 3 3
& @ @ & @& @&

HEEREER:

2064274141919109121

startAddress
vendorName
productName
hardwareVersion
hardwareVersionString
partNumber

productURL

iR

o CD X{Hhfy VID 1 PID #4715 DAC t&EiRRRY

_ﬁo

o R CD XHEEZH PID, WEAEDLF -
W75 DAC &k RY PID A8,
AR (NZHFFLE der 30 CD X 14,

65/558



3.

T
CillH

DAC &R

D

[T E

Spake2lteration

&R IET

W S oY A

il

gl

il

iR

EEEEEIEBERYARINAY DAC 121, DAC iR+
B9 VID A PID #4715 CD XHFHRHN—,

1% CD XHE= I AT IDo

RigEEMEENIE, ESEAET=R:
o Standard Commissioning Flow

o User-Intent Commissioning Flow

o Custom Commissioning Flow

Matter ECIZF2EAR SPAKE2+ thiXgy— 5%k, (=
[ OE e e = e

THEFUTHRAIEL
o BLE: IEZHMEINFE.
o On IP network: & IP N&E &I,

AL fRTFE, BIRI5ER Matter BCE.

66 / 558



v I #%iE (BE)

Q #F
RET SENBEMNEIGEL WEXER, 25 Matter FEARMNEHFE, EE
BOIRARARY, fRA]LURIESFRTR RN T SR TSR,

TEECER BRI, Z/arILABERY#1T &,

1. EFmilE, ROoBEEXENTISRE, #ABFETFR,

& ow
|e ~a
N L §
L« -
© &=
. © TRER P & 2 i & @
= RO, 0PHR
Matter R T sis O smxe 3] mmsssrnre
™ RO, 0TWR
ERRE
EAEECERRS

2. EIHIBXE, SEHEM | EfRHEREE, AERATRNITHEEE (Ed
NE) o

@ &=

MRAEREN T BIRBIRTIBIEEAE, MRECIZRANHIMNIZI HiE
BB,

67 /558



2064274141919109121

|e ~a
(©]
|®iM
‘_A:_«‘ 1 1 Start Address Hex startAddress
2 String vendorName
© WwEmHs 3 Product Name String productName
String hardwareVersion
A
Hardware Version String String hardwareVersionString
- 6 Part Number String partNumber
Product URL String productURL
8 Product Label String productLabel
DateFormat manufacturingDate RAEMERL: yyyyMMdd
0 TimeFormat manufacturingTime KBNS HHmmss
n String manufacturerCode
12 Factory Name Factory factoryName SFgRNIS

AWM ~

T #HEESURA:

Q &=
TEEIESRAEIEIE: String, Number, Hex, Factory, DateFormat,
TimeFormat #0 Fileo

58 3] %BA
Start Address Hex figag =32 1183
Vendor Name String R B FR,

Product Name String =B o

68 /558

100 © QN




B8 3]
Hardware )
. String
Version
Hardware
. . String
Version String
Part Number String
Product URL String
Product Label String
Manufacturing
DateFormat
Date
Manufacturing )
. TimeFormat
Time
Manufacturing )
String
Code
Factory Name Factory

3. REfRTF, BIRIEm I $iERIECE.

LA

(RS

UFFREAZMEHRSES, TS
BIFARRRA AR, B0,
HW_V1.0_20240101,

So
R,
Fﬂﬂ*ﬁ%o
4£™~=HH, FiIAMEXH yyyyMMdd,
4 r=atia), FRIAMEILI HHmmss
4=,
SRR I BFR

69 /558



v BAXH (|E)

Q #F
EEBANMGNENZE LEREMRIN, SIBMAFRFNEMX G FLEEERRI
HIX ) o

BRI B2 AR S B TR

TEECER BRI, Z/arILABERY#1T &,

1. EF@mNE, REBFKEREBAXMt, H#ANEFED R,

() OnBoars™ toT Security @ ~  Product o9 e

B
- @ TRER ;) &N 9 s 0 @+
= ROT, 0T
i% Matter BN I siE O smxe 5] mauape
RO, 0TWR
SRS
EAEECERR

2. TEEAXHXE, SR,

70 / 558



Product v € PROO v

O e shER
£ ~ EW

EH
& 1
a8
& u-Safe Matter iE R
Irme
B wEmHe © !
) R SARSTMEE
R
2 mrPd

RRERHE ~

nRWE

3. ARIMBAXHED, EFEHMANEXER.

o

MEWIEY X R AILRT LG

BAXMAHESRA:

71/ 558



i)

17

b

Tag

hi
piiy

W S oY FD

gl

gl

17|

iR

BT EREARBIS A #HTT L7, FF EE&RAK 512 MB BIX

AXHDEC Tage RHARRE, RREZAAES Tag HEFHERX
Rz o

AR XA REZSITAEER Tag, @AY, E—1 Tag AJ#K
DEEIZ X, AIFIE Tag SKMESR Tag F#ITIER.

FRIRS IR A B FEREXHZ B,

4. R, BIAsER@RAXHRVECE.

72 [ 558



Vv FRIERFE (FiE)

Q #F

IRRIGH BRI BT EH R,

o ICBERREABHWENE LELEEZINERNMAXYE (i LEEERIAE
FHIZA)  EENRFRIZASAIESEHDNREITIER (R LIRIESEFREKIERF
H EERFRIA; NMREAFE, [FLRI1E Programming Station &P imH 945
E RIS IR RS,

o MEEMEFXHIENZ EERREREIZSN, SIEHUAPIERENEMN Y (ZFLEE
FEERIIXHE)

TEECER BRI, Z/aRILABERY#H1T &,

1. EFmilE, REBFKIERVRRIGIRGE, H#ANEFEDR,

() OnBoars™ toT Security @ Product o9 e

© TRER ;) &9 2 % 2 @y

i% Matter BN I siE O smxe 5] mauape

ERE
WA LR

2. ERRURGEXE, ERRIMIFXHFFEISERERM, EEHBAEXRES,

73 /558



Product v € PROO v

P KMs
@ P THER
BRUERE R &9

b I &

8 u-sate m it
Matter iE R
Irme

® LL b et

° ! [Emee)
F=3 1
2 mPd HRnE

ETTITTY

+

ATEMAXAELBBTLEE

RS BRA:

74 | 558



=§ Y
=2 Ef'ﬁ L

EEX  _ BPESESANRRHAET S, S8 EERA 512
% = MBI

kR T ARSI,

MEHMIEY X R AIRT LG

B >SS ER

75/ 558



i)

17

b

Tag

hi
piiy

W S oY FD

gl

gl

17|

iR

BT EREARBIS A #HTT L7, FF EE&RAK 512 MB BIX

AXHDEC Tage RHARRE, RREZAAES Tag HEFHERX
Rz o

AR XA REZSITAEER Tag, @AY, E—1 Tag AJ#K
DEEIZ X, AIFIE Tag SKMESR Tag F#ITIER.

FRIRS IR A B FEREXHZ B,

3. R, BIR]semiRRIGIFERVECE.

76 [ 558



hR#s: v3.3.0

#0{a]7£ OnBoard™ loT
Security FEE = m

Q %
ENNAEFREEXSE, AU THEEREEMN, Matter BcE (£ CD X)) , T
[#dE (ERBIXM) , BRANAMRR G SRR INEIS (o

A EFEFIRINAITE OnBoard™ loT Security (OBIS) F&EE~RINEMESNEE,

BeRf

FEFGRZE, IFRERIRERE NN mEvr mA ek

RIEDIR

1. R OBIS,

2. TEMRENZODER, Rfifm, AEEENNEFmENTmIE

OF
o FmIIRNERFESHT Mo
o mFEmE VY, HE =T, RiFn C METRY = B, aIXEUBHTEE. H

FRAIRIRT, B E X EREFI LU FIBHF IR

77 | 558


https://iot-security.snowballtech.com/

) o0 e

10T Securtty
=&
- > B It M + e
o s _S—— (e
Product - o« Nl

(8

PRI ER .

W& iR

Bl FaEReERAFIRE.

= m B A E RS,

=}
ol AR MEBBRmPIENMNAE, FRRSHEEENERRS.

3. T mIlEERE TEST 8¢ PROD fi%, BIAJEE~MEXER (BFF, LR
FMRF) -

78 [ 558



() onBosrs™ 10T Security

@ Product

A% Matter RE

EERE

WA RS

;) &N

Siicon Labs 0

& Irss

SRR

79 /[ 558

0 smxe

274141919109121

2 @

() smssnere




hR#s: v3.3.0

#0{a]7£ OnBoard™ loT
Security FEIE~m

Q %
ENNEFVEERXI, AIUNEE R AN FHRITLA T (E:

o AIUTHAEEERE M, Matter IZE (LRI CD X)) , T #iE (EEMX
%) , BAXGMERIERG SRR 4

o TILMERA, BRSBHREEERR, IEH, B, BRAXAMRRIGRAEER
By

A FRRBERERE 5| BRIEBMEHR,

AEFERRTE OnBoard™ loT Security (OBIS) FEm A T&1E:

o HEFMER
o BEEFMIINE
o FRIEAFMEIR
o BIRTmAIR

BeRf

TR zZE, FREMERENNFRNTmAENR: FafAiA, FTrEERRARE

IEJH\O

80 /558



%EEFZ |:||:|1I:Il|..\
Q #F
RBEEERTRET RmER.
1. &% OBIS,
2. EEMEENZODDEF, fEFm, AEEEXNNEFmE N mITE.
3. RigHE, BIEXRMNNM~RER

@ &=

Ey'flﬂlu\lﬁ%%#ﬂuﬁﬁﬁ'fm l%\lﬁﬁﬂo

() onows™ k0T Securtty D @ New Product o S) @
2064274017910 21 00 © 9N
|e ~a
€ ar
et -
- @ TRER D & 2 s £ @
= 0 0 ROT, 0PI
®
% Matter BR 8 Irss O amxe (3] mmsseire
N 2 0T, 0OTWR RO, 0OTWR
ERE
VSRR
{1 5]

81/558


https://iot-security.snowballtech.com/

IRBEXE: XFRKENEXE~E
hRZAFIHERIGE DS . hRASEZA# R BT

BrEAE

BESRRER

HEW
O a»

EIE~ml3E

Q #F
mARER AR ITEARE, BEESEBN, FRECE, RELIEZTAREIE,

RFEERTNRET miER.

1. R OBIS,

2. FEMFEENZODER, REam.

82 /558


https://iot-security.snowballtech.com/

) o0 e

(8

=& - - . - =
e ra ] mommmeors oan =~ = -~ GED S
en oum =
2 ([

3. REWRFARAGE | EARHEERARSEGEII, BRI S EUH IR S

FHERA~mAR

Q &
SRR AS T HRES, BiERFEEFERANER,

EIERZRIERR, BHEREREA T RIZMRATHIR. SN, RIRFRR"ZIRHK
518, TAFERMIER",

1. R OBIS,

2. TEMFRENZODER, REifm, AEEFENNAFmENT@EITE.

83 /558


https://iot-security.snowballtech.com/

3. ERFFRED, EEA, B, B, BAXGIURRIGIREFE XIS I MY
51\) /'lﬁxa-:llilﬁ . !*ﬂ‘#lﬁﬁféﬂaﬁﬁﬁm, EDE_I-{'%"H%E‘ZE%IZILLDD;'_'\;}/_\O

]

|e ~a

gy ¢

startAddress

ccccc

BER=mE R

® ==
ERRZASNIEA, BREREREETAERASIIR. BN, RFEGRETR"EER
51, TEEREMIER".

1. BR OBIS,
2. HEMRBIRODRTD, [EFm, AEEFREI N 5t N aTH.

3. EEHEFAEN, TEW, B, B, BRAXHFIRRIENE KSR MAE
B, |EEM | EIRHIEEBR, BRI R E R

84 [/ 558


https://iot-security.snowballtech.com/

@ Product

@

bootioader-stora.. LL]

Matter ER

Irse

Address

Bootloader

TA v

Hex

String

Covinn

85 /558

2087068134 9 10 @K

SHER

- 2026-08-1115:24:23 D

Fi

startAddress -

wvendorName -

nendicthinma



hR#s: v3.3.0

#04a]7£ OnBoard™ loT
Security FEIiEhRZs

ANSORHESREN(ETE OnBoard™ loT Security (OBIS) FReIZMRZA, LR ARIMET &
o B mel LABIEZMRES,

BERfF

TR zEl, BHRR:

o BRENTmiitE,
o MEABEMNN~RITRAENE: FRARA, TaEERERAEES,

REDIR

Q &=
ISR THERAREEMARA . ERPITZTRERENNARE, [REREFHEER
EHIENA,

1. R OBIS,
2. HEMRBIRODRTD, [EFm, AEEFRI N 5miEt N\ aITH.

3. TEF~auDiEERE TEST 5 PROD MR, AEMAPIMERNH LR, NESBEEE
Lﬁﬁzk*T_LJ\o

86 /558


https://iot-security.snowballtech.com/

Q =
NRANBIZHABRIANRE, RASFIAAH, BREZT RO ENETBEIIE
ﬁ:ﬁﬁ@ﬂ%o éﬁﬁﬁmﬁgaﬁﬁﬁz)—é: @JL&%H"TIQEDEFHO

2066434053408997378

0 ftR 2026-06-29 16:53:19 . 2t

4. ERIBARAITZEDL, EEHBNMRZE S,

Q #&x
AN mAE, AR REANET, BEERBEEEEHIABEET A

o

87 /558



new-xiandan ¥ € PROD ¥ 2066434053408997378 0 100 ©igN
|e ~a
G 221
- WEER ¢ #x WHEEEAY
®i
B
R
TRER
1 Vendor - vendor Silicon Labs
2 Series - series EFR32MG24
L1::he
3 Part - part EFRI2MG24B210F15361M48
Enable Secure Boot Boolean enableSecureBoot False
Enable Secure Dobug Boolean enableSecureDebug Falso
6 Secure Boot Key Key publicSignKey
Secure Debug Key Koy publicCommandKey

FENEISSEER

EF 5iBA

S il
O

hR 75

o 2 RASHER—IME TR ES,
- . EEHEEIRAIIK,

TR DEMKESEART RN ERS K,
M
BREE B AILUER AR AERAE .

il

88 /558



&

YT

®5A

IEH

ElfF

Matter
[Ty =1

I
i

S il
O

iy il

il

iy

il il

Iy

5iEA

AT # R BARAEXBFIMER, IEHRERIERSEM
Fo

AR ENERERNCHEEE,

EAFITE B ERZH,

TEARM IR TIECERYIE D,

EAFREECERYE (o

EAFRENACER Matter iIcE. Hp CD X1 ID 7]
MUEEE, HRESNARAENR.

TEAFRENEREN T ZUE, EYEEN.

AR EERET BURRTC AR T SRS L IURHME
ME, SMNTLETRHEIE.

AR ECE VIR X

5. WINFRBEREIRE, KREOUAKEHVLIE, BIRISThhRZA<EIEE,

89 /558



Q &=
NRECERNFBT FohE1Z, PROD IME FHMASIZEEEF-RARATR™

m BB RHAITFEEZ,

fZEd R, RARSHEFEEZ, TERTLIELR,
tZEdfE, RERSTEHEED,

90 /558



hR7s: v3.3.0

#0{a]7£ OnBoard™ loT
Security REFRZ

ASOFIESIRUNEIZE OnBoard™ loT Security (OBIS) & BIRZASHIE BFECE,

AItE S+

TR ZEl, BRERMRERE NN @iV mA ek,

RIEPIR

1. R OBIS,
2. FEMRENZODER, Rbiiam, AEEFENNEF mENTEIH.

3. EFmilEER TEST 8¢ PROD 1%, EEMRAITENEAIEEECIZNRE, R
XMW AVRRZAS , #H NS DTHE,

Q &%
SERE Y, HE =T, B C MR = Bif, aNEuRHTEIE. HEA
RIS, HEENX SRS LK 58I HETIIRRE

91/ 558


https://iot-security.snowballtech.com/

@) onows to7 secuty

|e ~a

P

@

A, TERRZASTIE

() onBoars™ 10T Security

|e ~a

@ now-xiandan OIS

Test Version 0 #tx 2026-08-1118:34:50 . 2t

, BIAIEERAEXER (SHEE, EBNEGS)

@ version

version R
ExEe
0 Rt

THRER

1 Vendor - vendor Silicon Labs

2 Serles - series EFRI2MG24

A

3 Part - part EFR3I2ZMG24B210F1536IM48

4 Enable Secure Boot Boolean enabloSecureBoot Falso

5 Enable Secure Debug Boolean enableSecureDebug False

6 Secure Boot Key Key publicSignKey -

7 Secure Debug Key Koy publicCommandXey
L)

92 /558



hR7s: v3.3.0

#0{a]7£ OnBoard™ loT
Security FEIRRZS

ASOFIESIRTE OnBoard™ loT Security (OBIS) 5% LA TI21E:

o EHIZhRZS
o MHERhRZS

CIE g

TEFEzE, BREEERENNFEN~RAEENE: FaARA, manEERNRAE
IEJ'_I\O

B i hR 7

Q &x
MNRECNEFRINFRT F5181%Z, PROD MMETHMARIEEEEE~ RS
FrmEIERIHITFEIEZ (HEZELE)

o
~
o

o #tER, RERSENEEBIHATRTEIELX,
o B[, RARSENCEL, FEEMCIRRAHIRZHIZo

MRFBEXAFEZ, moARTARTmEERER A UEF@mAEHTREH,

1. R OBIS,

93 /558


https://iot-security.snowballtech.com/

2. FEMFRENZODER, Rbifm, AEEENNAFmENTEITE.

3. TEFMIUE%ESE TEST 5 PROD IR, iSRRRAARS TUHIAE S T M MARASHYIE
BRI SR L

¥ PROD v 2087046161514823682 10,000,000 10,000,000 © 2N

ot 2026-08-12 16:43:09 o G

HIBRhR2s

A iiE
MIBRERIRRAIE T EME , HEERE,

94 / 558



Q &=
MIFRRR A FTIE IR

o WIRARSTEFEHE WRMISRSEHFHEER, WRAKTERER) o
o UEhRASKKREMEMAR (NRFERULIRAECIZARG, LRAFTZERER o

. R 0BIS,
. EEMRENBRODER, [REFm, AREEN N RHENTmITH.

. TEF*RIUEERE TEST 3¢ PROD IRIR, IEIFMRAARE T S 3 R ARASHOEDT
AR R PR

tost EU 0 #tx 2026-08-12 16:43:09 eilit
N - )

95 /558


https://iot-security.snowballtech.com/

hR7s: v3.3.0

#0{a]7£ OnBoard™ loT
Security FRglZ#LR

@ &
BaifttRelgRE, TEESFMIER,

SBIESARUNMAITE OnBoard™ loT Security (OBIS) FRElIEEHR, B4R izt R o bokk
Fih (AT & =1 ) BFER. 8MRETUSIESZ MUR, mibrKRETFZ
AR B9 4 7= 1Ko

Gl gk

TEFRZAE, FHIR:

o BEMRANCIE, HEARARSHEE D, CIRECESRNART FEZ,
PROD & FHRRA IR EE R EFRAR AR~ R EERAHITFIHIZ)

o MEWENN~RIRAENE: FRARA, FREERFHAEER.

o BRI BIBIEMAI HSM U-Safe (A#iT”) , HEI KESHIEE.

RIEDIR

1. R OBIS,

2. FEMFRENZODER, REifm, AEEENNAFmENT@EITE.

96 / 558


https://iot-security.snowballtech.com/

ERHRARENH R LRI, TESEEE!

3. EFFmimEIER TEST 5 PROD fi%,

L?tt/A*T_LJ\o
s BB ECIE TR, B

Q &2x
MNRBIZHAETAKRE, RRLEEIAAIHE, BRERR

WrAsfE, SIEBEHRBMER.

SRS AE

2066434053408997378

) #EHU)\j:tt/Aﬁ; &0

4. TERIBHERITE
SEFHNERATmA

Q &=
AN @A, JAEREREBANES, BEZER

-
o

97 / 558



RIS UERA:
=
&
B
W
-
B =
Ir
T8 &
=]

REIR 2 FRA T E—

RAFXREASERNI 1T5,

98 /558

iR




i
cilx

MA
SEfit
xE
i
hR s
&

prit 4

#ER

¥
Gl

A
B e

W S oY FD

iyl

iy gl

gl

il

gl

iR

8] Uk — A SEfURE S IREIRIEDK

ERRS N BB RIS,

BT iR AEXEEIMER, IHREX, ERFETF.

EERESNIEENI
AR HWRBUESRES ERE T BUHRT RS,

IREHRERE
o TEST MIFFRIHIR, IHHERSMNEEHMNER
o PROD I FRVHLR, IEREFHIR (MNRARIH, KE
FHHREBAZEW) . HEH, #HRERELTNTFHEFT=Mm
HREE QEFRNEENSAETE) o

FERE LR BB MHAT ST R HARR

A8 AR TTEBER. 7 OnBoard Edge Service H,
RSB RN, ALt EiESZ eI~ Mg E IR
BT

99 /558



i
Gl

B
TH
zL
HA

BRR
7=

Bt {4
X1

iy s S ON HO

17|

17|

iR

It IhaEE S B EAC &R Secure Debug Key fi#sic FiEdEO,
FERS A PHNRERBEE, MMSEISHNERRSR.

AR EEREFGN, BRARSAREEA ETECIEIRNERE
HIIARSIAABTEE. XTRRATLERIEE, BEEECHEER
B,

{RA] DARIESSPR B R AR E R AR E B B E R4S INRER

E£E, [4EEI1E Programming Station E P i At E#RERE %
RAZS,

RA] DIARIESSBR B RN E = AR DUEC B BV 52 o

5. MIAFMBEREXIRE, RETNEKEIE, BNrISEait/XBvelZ.,

Q &=

HRBEZBMTAEITI o ARTRRM, AIEFmARRITED, REFRzH
EfrHEEEN T A, EZERIFSZHIRESNHIRE SRS HRA,

JRBNIEIR

100 / 558



hR7s: v3.3.0

#0{a]7£ OnBoard™ loT
Security FEFHLR

ASOFIESIRUNEIZE OnBoard™ loT Security (OBIS) REFEHAHE BMECE,

AItE S+

TR ZEl, BRERMRERE NN @iV mA ek,

RIEPIR

1. R OBIS,
2. FEMRENZODER, Rbiiam, AEEFENNEF mENTEIH.

3. TEF-mBimE%EE TEST 3¢ PROD R AFMRITZ BN A EEESIZAHR, mExt
RZBSHER, HANRRTIE,

Q &%
SERE Y, HE =T, B C MR = Bif, aNEuRHTEIE. HEA
RIS, HEENX SRS LK 58I HETIIRRE

101/ 558


https://iot-security.snowballtech.com/

(@) owoms o1 secusty @ new-xiandan RS

RIS LRR:
& i8R
%
::E ORI R IETE £ AT RPIRES,

£/ HRERRKERIRS. AISHEMER: EFmibRRER, [REx
KW MHOREGED | ERFERERTE.

E;f HOR BRI E R BVR TS
B17 . \
th HORBIN R A EI T RRIRES.

102 / 558



HA

iEA

?tt/A%&*lj—J):E’J'{klu\o

R EVRE.

HORTETTRUGRR AT E BT A R HIRTS.

HREZRSLRR:

o7 =

B R A B B

= K RE

iEA

j:l:t/AﬁszjJ EEEE Al Eljdkn_,\o

HRMIHERE, AR TREITI AR,

HRTERBI KMERRTES. AI=HERTA:
SEMHORAGED | EfHERERT L.

103 / 558

- mBvHbRIREE T,



iEA

& S

BRI TR EI T BRAVRES.

k@l (O

e
M BOREBERE RIS,
3

IRFRBIERI D KSR

W& 5iBA

‘ieR  HRERFRERIBIRS.

Eigh  #HREFIEEREERTHE, EELERRBIERBRS.

Bk HMRETAKER, BRFVBIEHLE2HLERIRS.

4. EHURTIE, BIRIEEHAREXER WRID, TIiTRESMEFHES)

104 / 558



() onBoss™ 0T Security

|e ~a

RRME

s e 1k

Test Batch

2608111840180010

. EMP

B

105/ 558

tostCloud0522

2026-09-10 2359:59

08-11 18:40:19

o/2




hR7s: v3.3.0

404aJ7E OnBoard™ loT
Security FERISHIRFE

A3EFERIRUNMEIFE OnBoard™ loT Security (OBIS) FEBHEF NEFRIEENEEMNT T
RIS RIS R,

AItE S+

TR zEl, BHRR:

. BERISEER.

o (RERE XN mAY A SR,

o HR
12 {ED R
1. BF OBIS,
2. HEEMRBNBOS LD, SEER, REEENRNE SN SR,
3. 7E7=SUUEE TEST 3 PROD I, HZg&IFET, NASEREEREL.
Q &=

SERE Y, HE =, B C MR = Bif, aNEuRHTEIE. HEA
RIS, HEENX SRS LK 58I HEFIIRR

106 / 558


https://iot-security.snowballtech.com/

@ ® Nord|

< Nordic_test v v 2061990398672069730 *

OIS AE

|e ~a

2026-06-25 10:31:23 sign-version batchO1-nordic-reopen Test0924_Factory . ®n

2026-06-12 15:08:35 sign-version COPY_batch02-nordic Test0924_Factory 0y

RERFREDUA:
=2 iR
i%& ID RETRIAR

BRFEE  IREFEERBENGE, A YYYY-MM-DD
il HH:MM:SS.

= auhR s K& N AR Z o
HER REN R BIHER B TR,
Ir REMNNAY T &,

& IRERRERONT, a0, RARINFIRK.

107 / 558



4. REMNAYILE ID, HNIREHE, BIAERHRERXESR.

Q &=
BRFEEE 56 Eff L, T STISR M, R ARAFEIMR e RENE
R,

o DAC £REEXIEERT DAC HHXEE (DAC F5IS, LM HAIM%MA
Hi%) . DAC FHIS oA TFEIERT R HEMMIEEIIAEPRS,

o DAC HEBXIHE TR TIEPHHRID, @l @ rmiSieEHIEBIMAE S
B, A%, AAEXBIIBEM.

o RAFERMT EBTER

o MHELE

o Matter itE (DAC 4z EFMECE)
o IEH (DAC IE$)

o EfFFIR

o T R

o JRFUL M

o BT

108 / 558



BN o v E

et e e s A MRCTTEIA g 18
b ram 30
[R———
o s

109 / 558




hR7s: v3.3.0

404aJ7E OnBoard™ loT
Security FEFHE

ASOFIESARUNEIZE OnBoard™ loT Security (OBIS) A& E = RMH £i2FIE R,

AItE S+

TR ZEl, BRERMRERE NN @iV mA ek,

RIEPIR

1. R OBIS,
2. FEMRENZODER, Rbiiam, AEEFENNEF mENTEIH.

3. EFmilEER TEST 8¢ PROD 1%, #wEHAEIREN, BIAIEE~miAEIER
GREA, FRIRAALR, #HRIFRBIMNIR(EE]) .

Q &=

R mE, HF, BIFANERYIENR, AINEE#TIE. MR, FEE
X BRIBLET | AR5 B HFF IR o

110 / 558


https://iot-security.snowballtech.com/

() onslowrs™ 10T Security (] @ Product o9 e

¢ =&
/"
© @ v 2R3 > B St O
-
e ® User® Admin Create Key Test Key 2026-08-1117:41:20
® User® Admin Create Firmware list bootloader-storage...  2026-08-11 15:24:23
& User Admin Create Product 2026-08-11 14:46:34
B
R

111/ 558



hR7s: v3.3.0

#0{a]7£ OnBoard™ loT
Security FER~ mIlZHk

nl

ARFHESARTE OnBoard™ loT Security (OBIS) H5ERY A TR EMMTEE A P X 7= mivin
[A] SR IEAR :

o AR

- ENAFAR
o BIRAF

o ANAFA

- ENAFARE
o BIFARA

AItE S+

TEFEZAE, FHR:

o BERARMAFARNEIE,
o REMBEMN~RITmAENER: FaARASN~REERR,

AINAF

1. R OBIS,

12 /558


https://iot-security.snowballtech.com/

2. FEMFRENZODER, Rbifm, AEEENNAFmENTEITE.

3. EFmNE, EEMEREN, [RERMFAERAR,

4. ERMARED, WMARBFNEEHEEAE,

Q &=

o —TRFPALKETZ T AB. BEZERESE - mAeiURTH,

o WAMMBAR KR —HE SHHRABFEE, BT ZEEEE™ mo

o WAMMARYUNBNSHBRANAR. XFEHEFRM, f: ~nEE
SIREEF A, AILAMNEBAR B BIAFPMAES mER.

113 /558



5. sdhiasill, BIRISERAk5IRYZAR I,

EHMARAR

Q #x
—RIBERT, RAFmEIBAAFmATA. IREBEX~mARA, AAUERGR
BRAHETRARANETR | BEiMHSREEBREA, AEERFNERATATS
HHEIARD AT,
1. &R OBIS,
2. EEMRENZODER, R m, AEEEMNNMEmENT R H,.

3. EFMIE, EEMAGER, REWMEZAFNER | EfHERmERe.

14 / 558


https://iot-security.snowballtech.com/

() onoara™ 0T Security (D @ Product :: 0 'Y

: € PROD v
|e ~a
P KMs
@ P THE v S ERM CME It WE
1] L e L L ®o
b I @ Admin e B wasa Admin ogA
8 u-sdte ® Vs me FaARA Admin omm wE
i3y
B @EmHs
R

A, ERERGNRED, EENVNAG, REREFENTHRER.

115 /558



e ey

1. R OBIS,

2. FAMRENZODER, Rbiiam, AEEFENNEFmENTEIH.

3. EF-RIE, EEMAGEI, SEXMHAFNER | B EEsiR.

() onoss™ k0T Security ) @ Product o9 e

< Product v € PROD v 2087068134443945986 10 10

(O] s BRP > e It + am
= @ Admin ¢ Be nasa Admin L] ()
a2

= ® User® mP FRARA Admin LU wime

4. EHRIMEEED, FAZNER, SEHRIARABERZAF.

116 / 558


https://iot-security.snowballtech.com/

IR

1. R OBIS,

2. FEMFRENZODER, REiam, AREFEN NS mENTRITH.

3. EFMmIHE, EEERITER, RERNFHEERPAE.

117 / 558


https://iot-security.snowballtech.com/

@ Admin e mP nasa Admin L

® User® mre FRARA Admin cEm

4. ERMARAED, EFAFANAE,

Q &=
o —TRPAALUKETZ I AT, BEZERIBFSE - mA ORI,
o APARNAFRWE—HESHERINEFIM;, B ixEHEEE " mo
o HEIANE—MEF FHAF4H,

118 / 558



5. s, BIRISeRAR BBy,

EMARPARE

1. R OBIS,

2. FEMFRENZODER, REiam, AREFEN NS mENTRITH.

3. EFMIE, EEMAGER, REWNEAFNER | EffHERmERe.

119 / 558


https://iot-security.snowballtech.com/

4.

(D omdowrswoTsecurty (1 @ Product 1 0 L

' Product v € PROD ¥
|e ~a
L KMs
@ Pkl YWV RN CME St N
®A mE ne me *8
b I ® User Group mra wasa Admin ogA
8 u-sdte @ ndmin e me s Admin cEm
@ User® Ll rARRA Admin Ly-L} L
B wEme
R
2 mrPd

EHRERGNREN, EENNHNAT, [REERFRRISTRER.

Ll

120/ 558



BERAP4

1. R OBIS,

2. FAMRENZODER, Rbiiam, AEEFENNEFmENTEIH.

3. EF-RIE, EEMAGER, SEXMHAFNER | EirFEEsiR.

() onoss™ k0T Security ) @ Product o9 e

< Product v € PROD v 2087068134443945986 10 10

(O] i 27 > W It W + am
=] ® User Group mPE nasa Admin L) E]
2

& @ admin & mF wans Admin -1 RiAME

& User® mP rafRA Admin LR-L} D

4. ERIMREED, FARMNER, REWIARIRIBERZAR A,

121/ 558


https://iot-security.snowballtech.com/

122 / 558



hR7s: v3.3.0

OnBoard™ loT Security
KMS B9#TiA

OBIS (OnBoard™ loT Security) #fJ KMS (Key Management Service) 2 RZHHAR
SRR, REFHENLZ2EEMFREG, ZHAFPAE, SN, SRMEERER
$A, HETF HSM (Hardware Security Module) {RIEEZRESERMNZRIAER, FHESE

FARPE,

SFRNMBASIFNTRETR, URSHERARE.
SFFARBHANAE, 5, BRERMIARNER,
SFHMERZMEALERNRE, SANEREH.
SFREZMI7R T ER KMS:

o WRMEBSHEER

o EHERSWIE

o ZLBE) (Secure Boot)

o Z£iFil (Secure Debug)

o HMAC (Hash-based message authentication code) iAiiE

TRELET KMS BItZ0EEST:

ZLBES 5iEA
EAE TR o XMHRETAMIENRE ARV LS A HEIE

o BIANSEE (BX. &F. BH)

BIRRES1F0E _
o BEHXRHNREFESMERT

123 / 558



ZlLEED gL

o OEM A HESNZFHE HSM
o KMS BTN SRR EIR R FA{ER

ik BYOK (ZE$ASN)

o BIARBERFMW= KMS & (530 AWS KMS)
o KMS @I Z2INUE API EEI2E

=E4E BYOK (9MEB KMS)

KMS HAMER AL AEFRNIME, MENEMZERAE. LRMEF T

124 / 558



hR7s: v3.3.0

#04a]7£ OnBoard™ loT
Security HeliE%$H

SEIE SARUNMAEITE OnBoard™ loT Security (OBIS) AR Al X #RZ AR IEFRZEER

AItE S+

EFAZ AT, IEHRIRE XS System Manager 8 Resource Manager #J OBIS &Y
PR

REDIR

Q &=
SIERAR, WA mECEEHHITER,

1. R OBIS,

2. BEEMFEENZODEDR, <F KMS, EEATIE, <L,

125/ 558


https://iot-security.snowballtech.com/

(D ovdowsmiaTsecurity () @ KMS o0 e

AR ne
o System Key ECC P384 Tmist FRER ECC-P384 3 o EW
System Key AES128  Test HBER AES-128 0 . EX
) System Koy AES192 Test MBEN AES-192 o * E®
=) System Key RSA2048 wst FHBES RSA-2048 0 . ER
System Key RSA F3IREN RSA-4096 0 . ER
) s
System Key HES RSA-3072 o . E®
System Key AES256 Test HEBER AES-256 0 . ER
A
) System Koy ECC P256 Test FAEEN ECC-P256 1 o ER

F—Y. BEESER

FEFERXE, EFNEMARRANEEES,

126 / 558



1 T

2 R 3O

23

I8

T Security

W S 0N FD

il

gl

EARD * HEEY
QAR * AES-128

EWme * NERE

ENRIER
EREzwzas

% W'\ \Zﬁi uﬁ_o

BRMIFE R LUER, 252 PROD IFEH TEST 1R,

127 | 558




B W O30 OB

W S oY FD

il

gl

il

iEA

BRI LOER, WIRBEANIENTREA,

RN R AFIE R AR B B A
o XFZZ$A: AES-128, AES-192, AES-256
o JEXFRZ4A: RSA-2048, RSA-3072, RSA-4096, ECC-
P256, ECC-P384, ECC-P521, ECC-P256K

[REAZAFFARIFRITRIIRIE (AIZE) !
o BREE: AWEAIENTERERBIDERFER,
o MTHEE: AVFERANMERNIFTE AN BIREHITINE AR

2N
o

o ERFHIEIEMAC: AVFERAMIREAEMMEIUIDESINER, A
TRESHRETEIE,
o ERMhE: BTEAMMY (B0 ECDH) , BTFREMIIRME
Ao
AR WTIENMER, ERRPEE, BRRRREXEHFHSA
LI AR A

128 / 558



FW: EEERRE
x5S

RBER BYOKMF A BYOKAK/SK SAEH

Q #F
RARREBHRERIR (HSM) AR EMER—IIBENE A,

ERPRBFREXE, ERRFEM.

() onBowra™ teT Secwity (] @ HiREY M S
@
|p KMS
.
EREWIASE LRIE KMS R
I‘ O FRER O ‘l
ARWR
o
iz
el
W i
a3 —
Q &%
-

ERET IAM AerNLRINREZE AWS KMS - 2205, En/REHENIESR
prirs 2N

129 / 558




TEERAFFEEXE, 7%&F BYOK KRR, BAEXNER.

(2D onsowa o7 securny @ HiRES S A
[ﬁ KMS
= == |
H
s 23
=g
EE it EH
iR
User - ME—FriE AWS IAM R (NBEBRIAAES) , ATNERE
RN T SEMEELIEEE,
Role  _  ME—1RR AWS IAM FpfE, BTIREMRRDE (40 EC2 Lz
RN = Lambda EREZEWSIHNRE) .
Key . !
= ME—FRIR AWS KMS RN ZEEA, BFEENESH#EZ,

RN

130/ 558




Q #F

ERIARIZAMBRTIEME =T KMS iha5MNBEE R,

TEEARFEEXE, %1% BYOK AK/SK , HIAEXHER.

(@ onsowe o7 secuny @ HRER
Ip KMS
AK/SK {E235iRR:
& =5
2 WA

|

iR

AK (Access Key ID) :

o BPFRINFET: ME—4TIR AWS IAM (Identity and Access
Management) FEYAF, EUFRHF B,

. AFRY: IRSHS (NEBERES CL &) , BEES

SK 7 BESTRCIAIE.

131/ 558




I
=

HiEA

i
¢ il
O

SK (Secret Access Key)
o TWEREIE: BTEMIBERER, BIESHEENE, KMUFEHER,

BFERPReEs, SREE—HZER

sK £ .
o TIRERE. HERS
=8
Key _  ARN (Amazon Resource Name) : M—#5iR AWS KMS FEIINE
E . e e
RN 230, BTEIEMESRE.,
Q #F

Fa) L RERRINERERBI I TRE Ao

EBARFREXE, EEFANER. EFENEAANERE X

() onBoara™ teT Secwity @ HiREY
| & xus
. Eiﬁﬂili!
‘ OsAERO
T
AW R
(<}
iz

132 / 558




SABHRERURA:

2%
es L
Wi
MR EENEESA. SAINS RSA_2048, RMEARLEE, A
mE T FRONERRTEEE,
- SRR
_— 2 e RSA_AES_KEY_WRAP_SHA 1
‘ e RSA_AES_KEY_WRAP_SHA_256
Q &=

BIARFASANRRN, QIERARMEETHERNELRE. ERANERET
A2 El, ZEARLTRHEERRS, BT AERRER.

BIAMBEE

Q #F
BIARBENSNERN, SIREREESEUTIREMERME,

1. ERANE, KENNRER.

2. ERPRERIBEMBRERYE, S TH L EfF, THINZZHEME,

133 /558



() OstBoard™ 1oT Security D @ HEEN

NS I
< ® NIREH v (@hoo
@
L$ 1 (3] 8% %
| L KMs -
L £40.4.)
SE 208
&9 AdBA ® User
& . %S 2026-08-11
=RE ®
RSA_2048
RSA_AES_KEY_WRAJ HA_
ATERARELRIANB L0

3. BTHNMEZASAE HSM B, HERERTHRZERFEITNEG,

4. WHRERANNETTRE, ELEEBMBERXIEF, EFRH LEHIA json BINNE
Ao

5. RifRX, BIFISERERMBEE, BIRRSEEENIER.

JEFTREE R

RGER SAEIAM  BYOKKFfA® BYOKAK/SK  SALH

Q #F
RARREBHRERIR (HSM) AR EMER—XIBENE A,

ERPRBFREXE, ERRFEM.

134 / 558



@ F
Eumn *
|p KMS
“
TREVEAT, »)
& =5 homzno ‘l
A ARWR
EREWHNEE
(-]
iz
el
w2
3 —
Q ®’F
-

Fu) EEE RGN E AR IRRFRE AR

EEARFRENXE, EESNERN, EEMESANBRE X

135/ 558




®o s ® HiREY M S I
[p KMS e
E Fam RitEs HOEAEW?Q ‘I
SNEHWNE 2R
=E
58 WiEA
WiR
P . EENNEE L. BaifZHF RSA_2048, RIEEALZLEE, &
E= NI
nz TEAMBREFERFTR
R ARA!
&R

& e RSA_AES_KEY_WRAP_SHA_1
e RSA_AES_KEY_WRAP_SHA_256

Q &=

BIARFASANBRARY, IRBARMTEETRERAMNBEE, ERANERE
SERZHET, ZERFLTHEEAS, BEXAERER,

136 / 558




BIAMBLRE

Q #F
BIARBENSNEAME, IEEARIFSE U TP RTRERINE,

1. ERANE, [RENNHER.

2. EEPRERIBEMBRERYE, S TH L EF, THINZZHEME,

(D) OnBoard™ 1T Security 1 @ EMREY

SO0 e

< o FMFEN v @80

N g 0@ B2
|p KMS -

L £:40.4.)

HEUNE nENE

SHBENW

3. BTHRIMEZRSANE HSM 1, HEREXNMIRERHITINE,

4. WHRRANNETTRE, ELEEBMBERXIEF, EFRH LEHIA json BINNE
Ao

5. R, BIRISERERMEBEE, BRRSEEENIER.

137 / 558



Q #x
EFET IAM FAEAHANIREEE AWS KMS - 2T, RRRESENEN
priEz

EERPAFFEREXE, %£F BYOK KRR, BAEXNER,

D ombons-irsecuny 1 @ RES M S I
Ip KMS
= == |
WP fAeaE R
=5
=8 WiEH
IR
User - ME—FriR AWS IAM IR (WNEEBRHHFHAESE) , ATNE
RN SEMZEAEE,

138 / 558




=5
=8 EA
B ’
Role  _  ME—#RIR AWS IAM FpftE, BT IRRRDE (40 EC2 KHlsK
RN Lambda BEEEKAHR) .
Key =N rara ke 1 1
RN = MR AWS KMS HEVIIEEH, ATRENESEE,
Q &=

fERMIRERNBAZTIEME =T KMS 151N R,

EEZPARFREX, %F BYOK AK/SK, EZFEHENEXHER.

() onBows™ T security ® REy M S I )
| & xus
'
= ”ouvox AX/SH ‘I
HIRBAR
o
W e

AK/SK £ 215 FR:

139 / 558




I
=

HiEA

i
¢ il
O

AK (Access Key ID)
o BHIRRRT: ME—ARIT AWS IAM (Identity and Access

AK = Management) FRIAEF, EHINFAF .
s NAEY: AIRENE (WEEENEH CLI#) , BFES
SK R 8EFERLINIE.
SK (Secret Access Key)
oK _ o AEEIE: BTERIERER, RIESMNEENE, XUFEHE,
= o EIRRE: HEXSHKFETLIEH, TREL—FZER
=1
Key _ ARN (Amazon Resource Name) : Mi—#RiR AWS KMS FRENZR
RN @5, BTMENESRE,
Q #F

XENBTRIEZZATKEF PN - THELH.

EHBARFREXE, EEFAQA, ETAAXEF, EERIN pem BHAAXH,

140 / 558



8

® HRES M S I )

|

e —

HAWER

iz

F=%: EiEHEMH

FEMEIgE X, fILIRIESEPRERIEFRIE, B A TRERIS E A ER,
FMY: IHEHFT

FEEFEXE, ATt iR AR AEXIEIME R, MEFHERIIFEEE,

FRL. TAHEIE

MWINFRBECETIRG, REtIE, ZHEERNERERANETES.

Q &=

—RRIERT, FRNERBANBAEER, IREEATAEER, AJUERGRR
ENSRTRHACERNET | EfPEREBEERA, AEERFNEHERERRS
HEfIARI T,

141/ 558



hR7s: v3.3.0

#0{a]7£ OnBoard™ loT
Security FEEZETH

ASOFIESARUNEIZE OnBoard™ loT Security (OBIS) F5em LA T i8(E:

i
Bt
=
=2
i
G

>3
QI‘_:

(1, 1 1
i |
o

1 1
g M
o H

AItE S+

EFRZE, FRRIRERE NN ZRBNR,

EEEMES

1. BF OBIS,
2. FEMEENEODES, R"E KMS, AEERENNAZEH.
Q #F

mEmmE V, #HE =T, R C METRF = B4R, AISUB#TILE. HFE
RIFT, FHEEXZRMLETARFIRIHFIIRE

142 / 558


https://iot-security.snowballtech.com/

() onows toT securty

Test Key P00

Asymmetrickey P800

Symmetrickey PR0D

System Key ECC P384 st

System Key AE TEst
System Key AES192 st

System Key 48 Test

System Key R 96 TEST

System Key RSA3072 mest

5 TEST

stem Key AE

System Key ECC P256 Tist

@ Tost Key

HEER
VHBER
MHBER
FHBES
HBEN
HEER
HEER
FHEN
FHRES
HBEN

FIHES

AES-128

RSA-2048

AES-128

ECC-P384

AES-128

AES-192

RSA-2048

RSA-4096

RSA-3072

AES-256

ECC-P256

. E®
LR
. R

o X

(S

AXEE
Test Koy
KID-5A0332379d32
o EX
*ie
L1
HREN

AES-128

143 / 558

2051-08-1123:59:59

o User

2026-08-1117:4104

NENE ERAREMAC



E&(E

3.

/%

Q =%

BEEAERRER, ATUERRRIERBXRSZNEE,

F R OBIS,

TEAEMRENRDIEFR, K KMS, JAREENNAZEHA.

@ owowarioTsecuty () @ KMS o9 e

E;ﬁ * A DO & §ig 2R > W It B3 + e
RARWEY, TRt .

C Test Key R0 HRES AES-128 0 o ER
ymmetrickey (Pao0 VHIBER RSA-2048 0 o RS
metrickey {ENE0 HBER AES-128 0 o 0%
= System Key ECC P384 (5 FHHES ECC-P384 3 o ER
ystem Key AES128 Test HIBEN AES-128 0 .ER
° HBESR AES-192 0 o ER
. VHEER RSA-2048 0 o ER
o FIER RSA-4096 0 o EW
FHGES RSA-3072 0 o ER
HIBEN AES-256 0 o ER
FNREY ECC-P256 1 o ER

EZANENERRER, BREERPNF N ZRNERSIHE (FRRE, &
R{EFBSEIA R A EEAEISE) .

144 / 558


https://iot-security.snowballtech.com/

() OnBoars™ toT Security @ Tost Koy o9 e

BE a8z 5

Ip KMS
BREAEA  EMEEE

I RF

BIERAE, ATUERERANHERFICR.

1. R OBIS,

2. FEMESENEODET, _E KMS, AEEENNZEHR.

145/ 558


https://iot-security.snowballtech.com/

() owBoss™ 0T Security [ @ KMS o9 e

—— — -
O P Test Koy G0 HBER AES-128 0 o ER
Asymmetrickey B8 VHBER RSA-2048 0 o RS
Symmetrickey PROD HBER AES-128 ° —
=) it System Key ECC P384 st SHBES ECC-P38s 3 ——
System Key AES128 TEst HREN AES-128 ° n—
® System Key AES192 Tist HEES ASS-102 o —
o System Key R & VHBER RSA-2048 0 . ER
o & Systerm Key REA4008 FGER RSA-4006 0 oER
System Key SA3072 GEB FHHES RSA-3072 0 o ER
System Key AES256 Test HBEN AES-256 0 o« ER
System Key ECC P256 mist FHHES ECC-P256 1 o ER
RBK NWM - )

3. AEZANENBEREN, BREERANHEIER (BIEA, BIFREINEEE
F) o

(D osdowsoTsecurty (D @ Test Key OIS I

< Test Key v (PROD

| & xus

@

& Usor 2 Admin ERER-HSM 2026-08-1117:41:04

146 / 558



EEMG

1. R OBIS,

2. FEMEENEODET, _E KMS, AEEENNZEH.

@ owonsoTsecuty () @ KMS o9 e

R we v zamm cem (ENE

© K Tost Koy GHB) HBES AES-128 0 . E®

Asymmetrickey @S5 VIBES RSA-2048 0 o RS

& Symmetrickey ERE0 HBER AES-128 [ o s
8 FHGES ECC-P384 3 o ER
HIBEN AES-128 0 o ER
° NBER AES-192 0 o ER
o VHEER RSA-2048 0 o ER
o FHEY RSA-4096 0 .Ew
HHGES RSA-3072 0 o ER
HIBEN AES-256 0 o ER
System Key ECC P256 (8 FIIES ECC-P256 1 o ER

H13Fk 30 &/ v 1

3. EERANENMEREN, BIAEERANZERNNR (4R, ANNRE)

147 | 558


https://iot-security.snowballtech.com/

™) Onllosed™ 0T Securtt
® y

|p KMS

0]

o) Tost Key

< Test Key v

L3 25

® User®

PROD

Admin

148 / 558

Admin



hR7s: v3.3.0

#0{a]7£ OnBoard™ loT
Security FEIRZH

ASOFIESARUNEIZE OnBoard™ loT Security (OBIS) F5em LA T i8(E:

o BIETANR
o TEHEA

o SESAEDEA

AItE S+

EFRZE, FRRIRERE NN ZRBNR,

EIEEHNR

Q %

—MRIERT, RINEREBANBAEESR, MREENBAEER, AJUATERGET
ENRTRHAEERNAT | EfEREBEER, ARERNNEHEERRS
hfmIARI AL,

R OB LU RS BIFRAKERP N EARNIR (BEE, Wi, SUEBERN, SiE, B
Ams)

1. R OBIS,

149 / 558


https://iot-security.snowballtech.com/

2. EEMEEMZOSED, RE KMS, AEERINVEREHNZHRHE,.

3. ERANENIMSAITED, A LSRG ZE AR,

® @ O ®
< ® Test Key v (PROD BE v
5
® Uso Admin L dm amn

THEH

Q #F
THAFNMZ AN QAR TINE Sk,

R FHIRSAHESNER, BE—AFAXNE—ZRS/NENEST TH 10 X

1. R OBIS,

2. EAMSEENZODEFR, SE KMS, RESAGHMIEIFEHEEDR | BEffHiE
ETHLH, B TEIZIENIRE AR Q.

150 / 558


https://iot-security.snowballtech.com/

() onslowrs™ 10T Security (] @ KMS o9 e

IHHES RSA-2048 o o E® E]
HIBER AES-128 0o o ER

FHREN RSA-2048 0 LRLE Y

HEER AES-128 0 . RS

FHBEN ECC-P384 3 IR

HEER AES-128 0 . Ew

HBER AES-192 0 . ER

IHGESR RSA-2048 0 * R

IHHER RSA-4096 0 * ER

UFIREN RSA-3072 0o s 3

NBEW AES-256 0 o EW

UHRESR ECC-P256 1 . ER

HUF VWM 1

PiE SR AF BT TR

Q #x
BIRER, EEFmE AR AEEZER,

X
ohr

1. R OBIS,

2. EEMERZODEF, SE KMS, REREMNERANER | BIRFERHE
SRES, BIEIEE SRR B E R,

151/ 558


https://iot-security.snowballtech.com/

@ ostowraioTsecuty (1 @ KMS

(1]

(L]

o
-~

Ir

U-Safe

RimHEe

%®e

Tl ]

BN
HRARWEY, RRIEAWQES

&8

Test KeyA PROO

10: KID-ARITdetdo2

Test Key Mmoo

10 KID-SASI2ITIIT
Asymmetrickey PROO

10: KIO-ARe 140808572
Symmetrickey MO0

10: KID-SA00602 4054

System Key ECC P384 Test

10 KID-AE18207913%

System Key AES128 TisT

10 KIO-SAOENSIESAS.

Key AES192 Test
101 KID-SAse 190436
System Key RSA2048 TesT
102 KIO-ARI00cb:09

Key RSA006 TSt
10 KID-ARS2T0454708

Key RSA3072 Test

10: KID-ARGed TH441

System Key AES256 TesT

10: KID-Shatdcct3atd

System Key ECC P256 st
10 KIO-AE6a329240M

LB
INHESR
HIBER
FHGER
HEER
BHEEN
HBEW
HRER
IEHHEN
IHBESR
UFIREN
HEER
BHBER

AES-128

AES-192

RSA-2048

RSA-3072

AES-256

ECC-P256

s

v #is v

#14%

[

(S
» C WE It NE 3

El

oEm O
o EX Taoy
. RS D
. RS
R
o EX
. ER
o ER
. E®
. ER
o E®

VM| v B i o< >

152 / 558




hR7s: v3.3.0

OnBoard™ loT Security
PKI BY#2

OBIS (OnBoard™ loT Security) HHJ PKI (Public Key Infrastructure) BRARIEBRE
HRZOMRIR, IRMEIEPNER, TAMBHERS, IYEMEEFREBELTS. FENA
T

o MENKEMEILFIRR.
o EABGLITIAETRIRE KRAIREFER,
o FERABLITIARIBERRIERHEEML,

Itb5h, OBIS iEfZfH Matter THNBNIEBIEIR, FIREEMINVAVERHE, TREET PKI
BYIZICVEETT

L EED 5iEA

o 1R CA 5%k CA BRER
o IEREWIESEERRFRE

CA B4ER

o IEREXR. ZHS5HH
IEBERRARRER o IEPRRSRIBEE
o IERARES RS EE

o OEM 7E1E\l PKI HH{REE1R CA FREM
o PKIEZRENTELR CA

ShEB PKI SE£ERX (1R CA £Fi%)

153/ 558



hR7s: v3.3.0

el32iF$ - OnBoard™ loT
Security

OnBoard™ loT Security {27 FEIEHEIEEES, ZIFETF Matter. Google Cast #ll
Custom FERIZIER, EETAHIERER, RETHREZEIEBHNEIERZ.

154 / 558



hR7s: v3.3.0

#04a]7E OnBoard™ loT
Security AEIEETF Matter
MSEAYIES

SEIESARUNMEITE OnBoard™ loT Security (OBIS) gl E T Matter #SEHIIEF,

AItE S+

I Z AT, IEHRIRE XS System Manager 3 Resource Manager #J OBIS f&iY
PRo

RIEPIR

Q %
BIZET Matter NLERVERRR/G, FIEECES Ml BRHEITER,

1. R OBIS,

2. EEMRBENEODER, < PKIl, ARTEIERi#ENE R LI,

155/ 558


https://iot-security.snowballtech.com/

@ owe ] @ P ® ®
ot gEs v zEam CEE I owE -]
0 M ¥ EY¥RG mn 35 0 "D
L
I@ — »  Platform PAA for testing Test . ~ 9999-12-31 06:00:00 —
8
B

IR ETF Matter #ISBEY PAAEH  RIEETF Matter #ISGHY PAIEH

IR E T Matter F5EAY DAC 18R
Q #F
RINHNESER, NBESEAEE. HTFRSEMRNIED, NEREFEZF
%, AAnEnmAa LANEBRIERTIIRESRIER,

1. EEFEBXE, REFNFRERZFEMISNER (BEW PAAIES) -

156 / 558



(@ ostowa=heTsecwrty (I @ SHRMES S I

- (o]
|@ PKI
(]
L]
o

PAA IEBERIE 2 EA

== RYERN SNIEH

gﬂ( [EJ—ﬂ{iﬁ':F' ) PAA i.l_.E:H% w%gﬁiuﬁ_o

IFi5 BWMMIFE R LUK, 2502 TEST Mi5F1 PROD IFiR,

35 ch R Matter #1355,

B4k ZRIAH PAA,

REFRM + ER, EEH SRR

Il_ﬂé?‘:‘ FHEE LEXH. .pem BY PAA JEH, SEBIZHER PAA
g SRR X,

157 / 558



Matter
VID

&

RYERN SNIEH

A RIE SR PR Sk 3g
BHE, #HAMERR  RIBIEBAS BT, BEXEEN.
BRXETE,

IEBREERIR, RIBIEBAS BohfgEtT, BTEEK.
Matter | & IDo RiER,

AT+ 5einBE PAA IEBHEXHEIMER, IHRERIEES
Fo

158 / 558



v SEREEE

() ondons™ o7 securny ® IRRES SRS A
R
IO o iEme
&
BEES
ETTY
R

o Bhih{ERinAA:

=) iR

W7 RSEhRES,

BRRE, EBXHSEH, ERF\EEAHFZRNERT, LMY
IERFHIERKIUEH A RHATE,

oL
&

159 / 558




1= LA
8% RIBIEBAB B, BT EEN.

%
;; IIBIEBRA BB, BIAEMH.
o WAEBRSHAR:

=2 iR
CRL RIFEPABTBMEN, ATLIKETREEMHRER,

o FHXERECEWA:

== LA
wHA IEBRBEERT.
(A4 HIRZ R,
LHLNEA(T HLRBAIRTT,
EIES L 1ISO EZRAD,
& /M ATINET,
ek R
E3F B 7S BX & A HBFE.

160 / 558



1S L)z
Matter VID Matter | & ID,

o ¥ RIEREEWA:

Q #F
MRDEREMEENXRBEIRE, RATVIBIEBNSBIIRFNHZRHZIE
B BN, ZIEBRREL,

=) iR
EhkL9R HIAZE 7 CAIEH,
BEKE PREFRIEBHEE,
ARIE EHFER, IEBERNCRL ERFTARE.

FRERR  FLERSIRIAE, FERRIMINABERST REHA

2. MIMEETIRE, _Eel&, BIFI5TA PAA IEBRYEIE,

Q &%
—RIERT, RNIBURANIRERR, NREFRIBEER, ALUE
RATENREIEREERNED @ EiHsRRBEER, AEEENN

IEREEGH R HIARIE,

161/ 558



Q@ =8
ERIZEE T Matter #EHY PAIIEBZHI, BREELIEE /D —PET Matter %
B9 PAA IEH, LUEERERHITIEEHLAE,

=
N2,
et

Q &=
AIAENEERIN, NFEREEXER. WTRGERIER, NFEEEZF
B, AlREinma LANSRERIRESRIEN.

1. TEEBHETIE, smEXR PAA EBIGER | EARFHERRM.

Dotencitsoomty @ @ /PK TR

P
2P0 I ¥

& Enme 2y
> Yonshouogll-7 @8 Google Root Google Cast 2046-08-11 11:23:56 o ER

> YanshouOsi-3 (0D Root Cert Custom 2051-08-11 11:13:50 . IR
1] > YonshouOsh €D Root Cort Custom 2051-05-08 23:59:59  « ER
8 fe Yanshou0810 &9 Google Root Google Cast 2026-08-1023:59:58 o 2um
> f00t_0803_1 #mco Root 2M_0803 2051-08-03 17:03:50 . %
root_0803 {0 Root zM_0803 2051-08-03 16:57:24 . E%
. tost_root S Root zM_0803 2051-08-0316:53:09 o EX
test permission (FROD Custom-Root Custom_Yena 2051-07-27 15:50:58 oIn
> Testc €D Root Cert Custom 9999-12-31 07:59:59 3
Testi23 ENED Google Root Google Cast 2046-07-0215:2225 ¢ ER
testjokak (P00 Google Root Google Cast 9999-12-3116:00:00 . Ew
isjsjks (#Roo Root Cert Custom 2051-07-01 11:18:06 . E®
testi34) BN Custom-4-root Custom-4 2051-06-26 10:04:06 o EX
> Poo @S PAA Matter 2036-06-1219:26:35 L2 [:]
> @oogie root Gl Google Root Google Cast 2036-06-1215:31:30 IR
> Google-root (B Google Root Google Cast 2046-06-0409:0221  « EX FTRES

#88 % 30 &/ 1

2. FEBEEXE, ERSHAEMES.

o YN PAIEBU4ERTFTEER PAA LR, RALURIESKERRAERTSNIE
¥ (BEM PAIIEP)

162 / 558


http://192.168.40.174:3000/zh-cn/obis/3.3.0/feature-guide/pki/create-a-certificate/matter-specification?id=%E5%88%9B%E5%BB%BA%E5%9F%BA%E4%BA%8E+Matter+%E8%A7%84%E8%8C%83%E7%9A%84+PAA+%E8%AF%81%E4%B9%A6#paa-certificate
http://192.168.40.174:3000/zh-cn/obis/3.3.0/feature-guide/pki/create-a-certificate/matter-specification?id=%E5%88%9B%E5%BB%BA%E5%9F%BA%E4%BA%8E+Matter+%E8%A7%84%E8%8C%83%E7%9A%84+PAA+%E8%AF%81%E4%B9%A6#paa-certificate

6

SrES I S

-

1) R SNIEH
B ESERHER, F—RARIEBZ TS —,
IFIR 4B PAA IEPRIIFIR,
BEE  HEB PAAIEH,
HSE  i%&$F Matter #ISE,
B% B\ PAL
|ERM + BAR, SR EEERXA pem Y

PAIIER, EBEEIER PAIEHE EEX
178

EMBE AFELREX
8 o

163 / 558



== REEM SNIEH

oy POIRRS
o FEPAAE  RBERNSEMEN, BEHEL.
5,
EBEES
A ;T RIBTBRA SR, BEAER.
Matter Matter | 5
RS,
VID IDo
Matter Matter =5
B,

PID IDo

AT+ 5einBA PALEBAEXMFIMER, IHFHREXRIERFIN

=
= Fo

o YR PAIEPMAT RFEERBY PAA IEH

164 / 558



eHrEs S

(9,
o
o
L

E—IER#EF, R—BRIIEBEI AL —,

HEE PAA IEBHIIFIE,

HRAERY PAA ET,

#RIAA Matter,

FAIAZ PAL

IRE PAEBHBEXKEYE, HEMTEBEIHAIEBIEE,
BIREFTEIEPHELOIE. B IREERE TN,

AR MRMEABBE PAA LT, BRETEISHER PAA IE
Ho

165/ 558



Matter
VID

Matter
PID

&

iR

IEBREERN.

Matter | & IDo

Matter = &a Do

AT #5einBA PALEPBAEXAFIMER, IFHRERMERFIN
Fo

166 / 558



v SREANERE
@ otowawTsenty (0 @ FK SHRES

xiRe

2218

o HAh{ERiRAA:

(=15

hR s

8%

+ AEXME

iR

MSERRZS o

RIBIEBAE Bahi#th, BXAEN.

167 / 558

IS




=8 EA
ERHEZ RIBIEBABS BohiEth, BEXEEN.
o ISIFARSSWFA:
g8 i L
CRL  IRIFIEBARBuh#HT, BILlKETEE AR,

o FHXERECEWA:

Q &=

DARMED—PERHE R,

== iR
wHA IEBFEERN.
a4 HLRZTT,
(RN HLRBAIRTT,
E = i 1ISO BRI,
& /M ATINET,
sk R

168 / 558



== iR

B FHpFE BXZ A\ HBFE,
Matter VID Matter | & IDs
Matter PID Matter ™aa IDo

o HRIEEEENA:

Q &=
NREEMEBHRBEIRIE, RATMIBIEBLIURRNHZFHZIE
B BN, ZIERRRIELE,

=2 iR
BhbLIR HIAZE ) CAIEH,
BIEKE FRTE FRIEFRIEE.
EARIE M FER, IEPERNCRL ERFRHAR.

FRERA  FLERSSRIAE, FRRININABER S RERA
& Bo

3. MINMEELIRG, _Eel&, BIAI5TA PAIERHIEIE.

169 / 558



Q &=

—MRIERT, FRINEBEIZANERERR, MREEEREER, JUE
RAGSTAHIEREERANER | EiHsREBEERA, AEERNN
IERERRHRIHHIARE,

BIEET Matter ISEHY PAI IEFRY, WIRELRENBE PAA LS, RHEERT
F% CSR (ERFRZIERK) MECE. ECSREETMZAT, ZIEPRL TR
AT, BXEERRER,

PAIEHBH CSR B0 E 18

Q &=
B PAILIEHRY, MMRELEFENBEHN PAAIEH, SELUTHETEAH CSR ELE,

1. EIEBHEE, BAMNAIERHE, AERENNAY PAIER.

2. MEIEHEEHE CSREEBX, & T L EFRTEH CSR X, AR, EHEMR
By Root CA Xz H#1THE, MMAERLH Root CA £RAJ PAI IEH,

170 / 558



@ ctowa-bTsewy 1 @ paitest SN

v

TS

|o fa O (EHCIRRMBIERR, N LOEHS CSR LURMME
xRme
- iR @ Admin
AT LI LE

3. BERMNE, ELEXEFFSEARM + BIF, EFH LEERXH pem 89 PAIIE
B, NEEEHERIFR PAERE EEXIE,

4. SR, BETHE, PAIIEPETENIEERS.
@ .

£6l# DAC Rk Zal, IBWERELIBZED—1ET Matter HEHY PAIIES, LUE
TEECERNE TR AR,

Q &=
AIAHNENERIU, XFESEXEE. WTREEMNIES, NFREESZF
B, AlREtinma LANSRERIRESRIE.

1. EIEBHENE, BAMNAIERSE, AEREXMN PAIEBHER | EfHERR
hn.

171/ 558


http://192.168.40.174:3000/zh-cn/obis/3.3.0/feature-guide/pki/create-a-certificate/matter-specification?id=%E5%88%9B%E5%BB%BA%E5%9F%BA%E4%BA%8E+Matter+%E8%A7%84%E8%8C%83%E7%9A%84+PAI+%E8%AF%81%E4%B9%A6#pai-certificate

(D) ossosrd=ioTsecwrty (I @  PKI

EBE
@ =& HENSRERBTAHTH
2 ws &8

|I®PK' I 4F35-92¢
root_0803_1 moo

root_0803 P00
B I AL4C-BFOF-ADFT-D
8 Safe 2m_test_root PRoO
test permission PROD
®

» Testc paoo

' 5 Testi23 smoo

testjokak PRoo
isjsjks peoo

testi34] moo

paa PRoo
.pui(e‘sl

> pai

> google root paoo )

» Google-root st

ABAFSEATE

Custom-Root-System-£C  test

« Custom-Root-System Test

ERBE
Google Root

Custom-Root
Root Cert
Google Root
Google Root
Root Cert

Custom-4-root

Google Root
Google Root
Root Cert

L

2. AEFEEXE, EFSMAEMES,

D otosd"rTsecwrty 1 @ SHREBRG

¢ ra ERGRER
L Km
l O P &5 .

5 o
B I

EAE pol
8 u-sat

nm Matter
® ma - DaC

'
a LECL o
2 mPE 9
) %

Matter VID *

Matter PID *

L 3

DAC #EirEhti(E 2 BA .

172/ 558

ne

Google Cast
2M_0803
ZM_0803
ZM_0803
Custom_Yena
Custom
Google Cast
Google Cast
Custom
Custom-4
Matter
Matter
Matter
Google Cast
Google Cast
Custom

v s v

MBI

2026-08-10 23:59:59

2051-08-03 17:03:50

2051-08-03 16:57:24

2051-08-03 16:53:09

2051-07-27 15:50:58

9999-12-31 07:59:59

2046-07-0215:22:25

9999-12-3116:00:00

2051-07-0111:18:06

2051-06-26 10:04:06

2036-06-1219:26:35

2036-06-1219:29:28

2036-06-1215:31:30

2046-06-04 09:02:21

2051-06-03 16:48:29

AnEr_AE_A3 1EABEY

#88 %

= 87N C um It RE + o

ne

. Eam

. EX

¢ ER

* IR

. %

. ER

° EX TFTRiES
* EX
on/m - 1 < >
S




=2 A

B EERES, B—EREERRIRGIAE—,

IR 4% B PAIEBMIFIE,

BRE &R PAIEH,

38 i\ Matter,

B%  EiAJ DAC,

BHEE 197 DAC {RIREVERETEl, HEMETEEIHAIEBRITEE, 7]
i&] BEFEIEBHEWIE. P RS EAEITTXEL,

Matter
Matter | & ID,
VID
Matter N
Matter = aa Do
PID
S35 BT # 3t DAC RIREXHEIME R, tHREKRMEEEDM

Fo

173 / 558



v BRIEEE

(2 onboars ioT sacurity @ 2l g L
& REER
Eime
lo e
EL 2 1)
R

o S SEA:

=2 ¥ EH
ks FSEhRZS,
"]k RIBIEPAR BN, B EER.

EREE RIBIEBAE BohiEth, BLEEN.

o FHXERECEWA:

174 ] 558




== iR

wHA ERFHFEEET.
¢A4R AR,
(LA R 4R BB i R
EIES AL 1ISO BRI,
&M CEEL
ik ek R
B8 FHBFE BXZ AHRFS,
Matter VID Matter | 7 IDo
Matter PID Matter = aa IDo

o ¥RIEEEEHA:
Q #F

MRAERNMEBHIRBEEE, RAETVIBIERBHOIURFIHZIFZER;
BN, ZIEBR/RIEL,

= iR
Ehbs9k AR TN CA IEH,

)b RIBIEBAE Bohi#, BXEEN.

175/ 558



=) ¥ EH

T REHAE FLERSSRINE FPRIMNINABEER ST RERRZ,

3. MIAMER TR, ~EtliE, ENFISTR DAC RIRAEVEIE.

Q #F
—RRIBERT, RANEBLIZANEREER, WIREENEREERR, AU
RATERRTIIREERNED | BIPERRBEER, REERMN

IEBEE G H R HIARIE,

176 / 558



hR7s: v3.3.0

40{aJ7E OnBoard™ loT
Security el ETF Google
Cast #IseBIEH

OB FEFIRUNMEIFE OnBoard™ loT Security (OBIS) H eI ETF Google Cast #SEAYIE
Ho

AItE S+

EFAZ AT, EHRIRE XS System Manager 8 Resource Manager #J OBIS &Y
PR

REDIR

Q &=
IR T Google Cast #ERNERIENRG, PITEAE il A TIERE,

1. R OBIS,

2. EEMFEENZODESR, [F PKIl, ARTIEBiEnE LI,

177 | 558


https://iot-security.snowballtech.com/

@ AW ER @
L Km &¥ ENmE nm L3 0
I o i y Platform PAA for testing Test N ~ 9999-12-31 08:00:00 OEN
=)
®

I ETF Google Cast #3EH Google Root iEH

I ETF Google Cast #I5EHY Manufacturer JEH
BIZETF Google Cast #15EH Model iEH
BIZEETF Google Cast #13BH Device 1#iR

Q &=

AIAHENENERIU, XFESEKEE. NTFRELEMIES, NFREESZF
B, AREinEa LANSREIIRESRIEN.

1. EEBEEXE, REMOFRERZRAERISNES (BER Google Root i
) o

178 | 558



() OnBoard™ 1T Security D ) RMER ) @

o »
&
o
W
| T
N ]

Google Root JEHER(E S 15AA:

1%—
- RBRER CINNE
E4 . o o
- E—FEH, Google Root IFHZFRAIAME—,
7\
¥ S . N
8 BRMIFF A LOER, 72502 TEST #1530 PROD 1%,
£
;o -
.. 1%&#% Google Cast F5to
plcs
=
E h > AY S
% XA 8 Google Root,

179 / 558




& & ot

i8]

R 3 &

5 om N

b

&

b

RGER

REE LT,

A] DARHESE PR RiEH
‘e, EEMSER
HRig BB M AT al,

IEBRBEER.

BLRATT,

BLR BB,

ML 1ISO EIZxR AT,

SNIEH

s T BAE, R AN pem
B Google Root iEF, HEEZEHER Google
Root IEHEI_EEXIH,

RIBIEBAS Bahi#th, BXEEN.

RIBIEBAR Bohi#tr, BEXAEN.

&R

180 / 558



*

RGER

BN BT,

YT MR

AT #5153 Google Root IEBEXEVEIME R, WHABERIEEFI

Fo

&R

&

181/ 558

SNIEH



v SEREEE

REER

wiEEs

¥R

o HEbhSSEA:

ERHZ

iR

MSERRZS

RIBIEBAS Bahi#Etr, BX7EEN.

RIBEBAE Bohi#Eth, BLEEN.

182 / 558

089




o IOIFARSSIHER:
=8 ¥ BH
CRL  RIBIEBARBEchEN, ALK EEEMER,

° 3\512k1§l§\ EE%'IH EE .

Q &=

BRI ED—PEHKER

=2 iR
BHA IEBFEERN.
H4R LHERZ R,
(RN HLRBAIRTT,
ESES ML ISO EZRH,
& /M =EUNEZE i8S
0] 1T 2 o
B3 FHBFE BX & A HBFE.
BEXEHE EIAINBEEX OIDs

183 /558



o ¥ RIEREENA:

Q &7
MNBAEENMSEMNRBEIRIE, RATEAIBIEBRAITIRANHEZFZE
B; BN, ZIEBEIEL,

=R iR
BhbLIR HIAZE 7 CAIEH,
BEKE FRTE FRIEHRIE E.
EAME ERFER, EBERMCRL ERFEHAE,

IRERA  FLERSSRIAE, FRRININABESR S REHA
& Bo

2. WIMERTIRG, KtIE, EIFI5TEL Google Root IEHHIBIE.

Q &7
—RRIERT, RINEPOIZEANEIPERR, IREEREPEIRER, AIUE
BRATERSHIIPEERNED | BERFEREBEIER, AEEERHN

IEREERHAF R IHHIARIA,

Q@ =
ERIEET Google Cast MSEA) Manufacturer IEB 2 Hi, BHEREIEED—1
ETF Google Cast #5EHY Google Root JIEH, LABIEECE I #ITIRIFFHYE,

184 / 558


http://192.168.40.174:3000/zh-cn/obis/3.3.0/feature-guide/pki/create-a-certificate/google-cast-specification?id=%E5%88%9B%E5%BB%BA%E5%9F%BA%E4%BA%8E+Google+Cast+%E8%A7%84%E8%8C%83%E7%9A%84+Google+Root+%E8%AF%81%E4%B9%A6#google-root-certificate

Q #F

ARINENEE

R, NFEEELE

Bo WFRREMMIES, MKEKREESF
B, AIREEA LANSRERTIRESRIEI

1. EIEPHETE, SEXR Google Root IEHHIIEIR

(@) omtosra™ a1

@ PKI

EHE
,  YanshouOBIl-7 P#oo
YanshouOB11-3 #4o0

YanshouO811 oo

YanshouO810 peco

ro0t_0803_1 #moo

ro0t_0803 oo
test_root PRoO

test per RO

Google Root
Root Cert

Root Cert
Google Root
Root

Root

Root
Custom-Root
Root Cert
Google Root
Google Root
Root Cert
Custom-4-root
PAA

Google Root

Google Root

2. FEPEEXE, EESMAEMESR,

Google Cast
Custom
Custom
Google Cast
2M_0803
ZM_0803
ZM_0803
Custom _Yena
Custom
Google Cast
Google Cast
Custom
Custom-4
Matter

Google Cast

Google Cast

BRI

2046-08-1111:23:56

20%1-08-111:13:50

2051-05-08 23:59:59

2026-08-10 23:59:59

2051-08-03 17:03:50

2051-08-03 16:57:24

2051-08-03 16:53:09

2051-07-2715:50:58

9999-12-3107:59:59

2046-07-0215:22:25

9999-12-3116:00:00

2051-07-01 11:18:06

2051-06-26 10:04:06

2036-06-1219:26:35

2036-06-1215:31:30

2046-06-04 09:02:21

#88 &%

o IR

o IR

. EX

IR

o ER

o EX

*ER

. IR

WRM - 1 >

o NS Manufacturer IEH44ETF HHEH Google Root IEH, RAILURIET KL
RRGEMZESNIER (BERY Manufacturer iEH)

185/ 558



8]

|@

.
=

B

=

5

b

15

o R B

o ]

@ HRES

D)
(e ]
REER SNIEH

FE—IEHsER, FE—ERIEFHRFRAHME—,

4x7% B Google Root IEPRIIFIE,

4x7%BY Google Root iEH,

XA Google Cast,

186 / 558




¢

=

TRt

5

)

[

REEM SNIEH

ZXiA 9 Manufacturer,

|SERM T BE, EFEH EERRA pem B

B |

Z;ﬁg e Manufacturer iEH, SEBIZIHER
° Manufacturer IEFHE| EEXi,
BT Bl 4k

7B Google BIBIEBAS BohigElr, BTEEBK.
Root JEH,

-
%%ﬁﬁ%% IEIERAA BRI, BTN,
HLOZ R, RiEH.
YR —
wo = Mo

187 / 558



G ik

8 =

*

REEM SNIEH

A 1ISO EZxR
A,

AENZT, RERA,

1T R R A&,

FF#b 3835 EE Manufacturer IERBHEXEIME R, WIFHRERFF
BEENE,

o YN Manufacturer IEPHE T RLALE KR Google Root IEH

188 / 558



i)

=<

5

bt

15

i

at &

T F & at

KR 3 3

iR

E—IERER, F—ERAERRILIE—,

#%7% 85 Google Root iEPHIIFIE,

4x7&HY Google Root IEP,

ZXiA 79 Google Cast,

ZXi\ 9 Manufacturer,

] ARIESSFR BRI F I, ARG EE N E, 58
S EIES AAGEBRIHIR, PIREFEIERHERIE. BRREER
BRI XL,

IEBRBEERT.

189 / 558



i)

=

LHERR R,

R BARATT,

ML ISO EFR1HE,

HIMBEFF,

R

BT #h 783 EE Manufacturer IERBEXMIEIIMS S, WIFHERME

[SEUE N

190 / 558

iR



v BRIEEE

() Onboms= T secu
wERn

*ime

E3 1)

o HAh{ERinAA:

8%

EREE

o BUIFRARSS AR :

iR

MSERRZS

RIBIEBAE Bahi#th, BXAEN.

RIBIEBAS Eohi#E, BT AER.

191/ 558

089

*




=2 iR
CRL  RIFEPABBEMEN, ATLIKETREEMHRER,

o FHXERECEWA:

Q #F

BIGRMED—PERER.

= iR
BHA IEBFEERT.
4H4R LHLZ T,
£R 4R A (i LR BB E TR,
El= 1L 1ISO ExR A3,
=WEL BEIMNET,
i TR
i FHB#E BX 3 A HB#E,
BEXEX BRI EX OID,

o ¥ RIERECEWA:

192 / 558



Q &=
NREEMEBHIRBEIRE, RFETELEIEBHLIURARNHZFHLIE
B B, ZIEBHRIEL,

== A
EhbL9R HIARE N CAIEH,
BEKE FREFRIEBHEE,
TAME EHFER, IEBERNCRL ERFRHAE.

FRERA  FERSSRIAE, FRRANINABER ST RERA

3. MINMEELIRE, =Etli#, BEIrJ5ERk Manufacturer IEBRIBIEE,

Q &=
—fRERT, BANEBIZANEREER, NMREENEREER, IUE
RAMENRTIEREERMEN | EftsERBEER, ARSEHN

IEBEEGH R EIARIE,

BIZRIMER CA FAH) Manufacturer IEBES, REEZEK CSR (GEPERIE
R) WIECE., 7ECSR ECBMZ a1, ZIEHBATHTRIRS, BT EAERRE
Ho

Manufacturer JiE$HH CSR BEE P E

193 / 558



Q #F
£l32 Manufacturer IEFBY, SELITHESR CSR ELE,
1. EiEBHEE, EANNAIERYE, ARREXNA Manufacturer iE$H,

2. HIFPRAEHKE CSRMBXE, S+ Ta L EFRTE CSR Xt AE, EHMR
B Root CA YizX{Fi#HITEE, MMERH Root CA &I Manufacturer iE+,

@ osons-rserty 0 @ test IS
.
" 08 s ® '
| © Pk O EHMRRADERR, NLEEES CSR LUFRMRMN
nume
8 toat
4B3F16C8-ECFF-4302-979F -E0W45AB7EQDB
R +
Local
ST ML ALRT 16

3. BERMRGE, aLEXKEPaERM T BfF, E&iEH EERKH pem B
Manufacturer IiE$, ZEBZERIREY Manufacturer IEHE]_ EEFXE,

4. SHIB3E, BIB5Em/E, Manufacturer IE BT ENIEERS,

O =
EBIZET Google Cast #5EHI Model IEBZHI, BHEBLEELD—NET
Google Cast #1389 Manufacturer iEH, LUETEREIHITIERFMIE,

194 / 558


http://192.168.40.174:3000/zh-cn/obis/3.3.0/feature-guide/pki/create-a-certificate/google-cast-specification?id=%E5%88%9B%E5%BB%BA%E5%9F%BA%E4%BA%8E+Google+Cast+%E8%A7%84%E8%8C%83%E7%9A%84+Manufacturer+%E8%AF%81%E4%B9%A6#Manufacturer-certificate
http://192.168.40.174:3000/zh-cn/obis/3.3.0/feature-guide/pki/create-a-certificate/google-cast-specification?id=%E5%88%9B%E5%BB%BA%E5%9F%BA%E4%BA%8E+Google+Cast+%E8%A7%84%E8%8C%83%E7%9A%84+Manufacturer+%E8%AF%81%E4%B9%A6#Manufacturer-certificate

Q #F

RINHNEBRI, XFEGEAER. B TFRFALERVIES, IFRKREES

B, AIREEA LANSRERTIRESRIEI

1. EIEBHEE, BAMNAIERRE, SxM Manufacturer IEHHYE

ERR AR

|® o ~ YanshouOBIl-7 #aoo Google Root
. Yansho 8

Manufacturer
o] > Yanshou0811-9 Model

Root Cert

Root Cert
anshou0810 #Hoo Google Root
. 0803_1 oo Root
KY 03 @B Root
test_ro PROO Root
test p: b Custom-Root

Testc oo Root Cert

Test123 moo Google Root

t k  PROO Google Root

isjsjks PROD Root Cert

test1341 o Custom-4-root
, Poa PROD PAA

2. FEFEREXE, EFESMAEMESR,

WNE Model IEBLETFEHEM Manufacturer iE$H, {Re]LURIES

R ENIED (BBEH Model IEP)

195/ 558

Google Cast
Google Cast
Google Cast
Custom
Custom
Google Cast
ZM_0803
ZM_0803
M_0803
Custom_Yena
Custom
Google Cast
Google Cast
Custom
Custom-4

Matter

2046-08-11 11:23:56

2045-08-1111:25:15

2044-08-1111:25:57

2051-08-1111:13:50

2051-05-08 23:59:69

2026-08-10 23:59:59

2051-08-03 17:03:50

2051-08-03 16:57:24

2051-08-03 16:53:09

2051-07-27 15:50:58

9999-12-31 07:59:59

2046-07-0215:22:25

9999-12-3116:00:00

2051-07-01 11:18:06

2051-06-26 10:04:06

2036-06-1219:26:35

# 88 &

o ER

30 &/

no: EARH

I

FREH

TR RGE



|® PRI

ot

IE

3 R

5

K

15

ok R B

N,

ct &

REER SNIEB

FE—IEHHER, F—ERAIEBRFVRAIE—

#7% B Manufacturer IEPBRIIFIE,

4Ky Manufacturer IE$H,

XA Google Cast.

196 / 558




=

3 9 F W

REEM SNIEH

ZXIA 0 Model,

|ERM + EAE, EEH EEEES pem B

Z%ELF’%Y Model SE#, sk#& B4R Model JEHE L%
° X1,
B AR

B Manufacturer  1RIBIEPBABEohENT, BLEEN.
WEH,

-
%%ﬁﬁ%% RIS LA, BEAEN,
(L Z o &M,

LHLRBIRTR, RER.

197 / 558



i

RYERN SNIEH

AL 1SO EZRK

&R
5o
BN R, &R
R i8S &R,

AT #7E4A Model IEBHEXBEIMER, INSHERMERTFI
Fo

o Y8R Model IEBLETF RAELE B Manufacturer IE$H

SR

»
B
&
A
i

198 / 558



]

=<

5

bt

15

i

at &

T F & at

KR 3 3

iR

E—IERER, F—ERAERRILIE—,

4k& EH Manufacturer JIEPREIIFIE,

4% EHY Manufacturer IEH,

ZXiA 79 Google Cast,

ZXiA 9 Model,

] ARIESSFR BRI F I, ARG EE N E, 58
S EIES AAGEBRIHIR, PIREFEIERHERIE. BRREER
BRI XL,

IEBRBEERT.

199 / 558



i)

=

LHERR R,

R BARATT,

ML ISO EFR1HE,

HIMBEFF,

R

T #7835 ER Model IEBHEXIEIMER, INHRERIERFE

Fo

200/ 558

iR



v BRIEEE

8]
D

o S SEA:

== iR

Wz FLSERRS

BRRE, IEBXFHEH, ERFFEAAFATENBERT, TRHH
IERBHIERIERA %A E,

8% RIBIBAB B, BEXTEEN.

201/ 558




=2 iR

=
;z RIBTTBAS AR, B EEX,

o BUFARSS AR :
=) iR
CRL  RIBIEBAB Bz, RTIKEEEHA,

o FHXERECEWA:

Q &=

BIGRMED—PERER.

1) iER
BHA IEBREERT.
48R LR ZTT,
(LR (i (RLR BRI R FRo
E= F{L 1ISO BRI,
& /M BN E o

202/ 558



=B WiEH

0] I 2 o
B3 FHBFE BX & A B8,
BENXREMY BEIAINBEEX OIDs

o HRIEEEENA:

Q &=
NREEMEBHRBEIRIE, RATMIBIEBLIURRNHZFHZIE
B BN, ZIERRRIELE,

=2 iR
BhbLIR HIAZE ) CAIEH,
BIEKE FRTE FRIEFRIEE.
EARIE M FER, IEPERNCRL ERFRHAR.

FRERA  FLERSSRIAE, FRRININABER S RERA
& Bo

3. MIAMER TR, ~EtIE, EIFI5TRL Model IEBRIEIE.

203 /558



Q &=

—MRIERT, FRINEBEIZANERERR, MREEEREER, JUE
RAGSTAHIEREERANER | EiHsREBEERA, AEERNN
IERERRHRIHHIARE,

BIZET Google Cast #MSEM Model iIEPH, MNREAENEE
Manufacture iE$, {FEE5SH CSR (GERZRZIERK) WECE., 7ECSRECE
SERZEl, ZIEEEATHITERRES, BXEESEER,

Model JEHH CSR ECE L H
Q &=
B3 Model IEBH, MNREA£ENBE Manufacture IEFH, SZLUTLTETR

CSR ECE

1. EIEBHEDIE, BAMNNAIERE, ARREXNNAY Model JEH,

2. HIFPRAEHKE CSRMBEXE, St Ta L EFRTEH CSR Xtt. AE, EHMR
B Root CA Yz #H1TEE, MERHE Root CA &K Model IEH,

204 / 558



|@ ra O EHMRRNBWERS, WLECES CSR LITRMY

ERRe

Local

SEHMIMD RN R RLILR T LIG

3. BERMNE, ELEXEFFRERM + BIF, EZEH LEERH .pem 89 Model

IEH, SEBEEHRIRE Model IEFHE| EEXIE,

4. [RERR, EETME, ModelERERENERRS.

@ .

7E€I32 Device ##iRZ I, BRHRERECIEED—1PET Google Cast #I5EH Model

IEH, DMEERCER S ITIRZEH MR,

Q &=

AINHENEERIU, XBEFEAER, HTFRAFEMNIES, NERLREESF

B, AlREtinma LANSRERIRESRIE.

1. EIEBHENE, BAMNAERSE, REXME Model SIEFRANER :

hn.

205/ 558

BRI



http://192.168.40.174:3000/zh-cn/obis/3.3.0/feature-guide/pki/create-a-certificate/google-cast-specification?id=%E5%88%9B%E5%BB%BA%E5%9F%BA%E4%BA%8E+Google+Cast+%E8%A7%84%E8%8C%83%E7%9A%84+Model+%E8%AF%81%E4%B9%A6#model-certificate
http://192.168.40.174:3000/zh-cn/obis/3.3.0/feature-guide/pki/create-a-certificate/google-cast-specification?id=%E5%88%9B%E5%BB%BA%E5%9F%BA%E4%BA%8E+Google+Cast+%E8%A7%84%E8%8C%83%E7%9A%84+Model+%E8%AF%81%E4%B9%A6#model-certificate

() osoad™1oT Security (]

e &
L KMS

& Ir

@  PKI

TEHE

HENSRERBTAHTH

&%

YanshouO811-7 peoo
Yanshou0811-8

> Yanshou0811-9

» YanshouOBll-3 #aco

» YanshouO8il oo

SOAA-4CRI-BOGH-512FBOIAATE

Yanshou0810 reoo
405068 ‘ 24

root_0803_1 #oo

28172+ ADI0SETASEA

root_0803 peoo

zm_test_root PRoO

test permission PRoD

Testc Moo

y Testi23 moo

tostjakak Moo
isjsjks PROO
testi34] oo

y poa PRoo

Enne
Google Root
Manufacturer
Model

Root Cert
Root Cert
Google Root
Root

Root

Root
Custom-Root
Root Cert
Google Root
Google Root
Root Cert
Custom-4-root

PAA

2. AEFEEXE, EFSMAEMES,

(D) osoard™ oY security (]

@ Fa
L Km

I © P
M I
8 u-sat
®

@ SHREBRG

CITTI TR EE

&

ERE Yanshou0811-9

ne - Google Cast

ma Device

LECTS o

anen

/M

Device &R £ {E 2 i%EA:

206 /558

ne

Google Cast
Google Cast
Google Cast
Custom
Custom
Google Cast
ZM_0803
M_0803
M _0803
Custom_Yena
Custom
Google Cast
Google Cast
Custom
Custom-4

Matter

SN

2046-08-1111:23:56

2045-08-1111:25:15

2044-08-111:25:57

2051-08-111113:50

2051-05-08 23:59:69

2026-08-10 23:59:59

2051-08-03 17:03:50

2051-08-03 16:57:24

20%1-08-03 16:53:09

2051-07-27 15:50:58

9999-12-31 07:59:59

2046-07-0215:22:25

9999-12-3116:00:00

2051-07-0111:18:06

2051-06-26 10:04:06

2036-06-1219:26:35

#88

IR

*EX

30 &/

C B It WE + e

FRiES

v 1 <« >




ot RE B

at &

A

E—IERER, F—FRAIERRMRLIE—

4¥ 7B Model IEFHRIIFIR,

2%7?59 Model il-.E:Eo

ZXiA A Google Cast,

X1\ Device,

IRTE Device IRIRMEMETE, EEMTEEIHFIEBHTHAR, 7]
REFFTEIEPBHEIE. A IREEAE TR,

IEBRBEERN.

PR i

207 / 558



I
=]

I%\

iz

=AY

i

8 H

=

AR Y 1

AL 1SO BRI,

B BFFo

YT MR

T #h5ei5BA Device IRIREXAIFNIME R, IMISHRERMERFIMN

Fo

A

208 / 558



v BRIEEE

() orara i Sacurty

same

o Ehh{SSiEA:
iR

hR s MSERRZS

L= 803 RIBIEBAR Bohi#Etr, BT AEN.

EREE RIBIEBAE Bohi#th, BLEEN.

o FHERECEWA:

Q &=
WIRMEDL—INERMMER.

209/ 558




=B WiEH

BHA IEBREERT.
£H4R AR AT,
(LR BRI (AR BB R,
El= F{L 1ISO BRI,
& /M BN EZ o
7] 3T FRo
B FHBFE BX 2 AHRFE,
BHRENXEM AANIIBEE X OID,

o ¥RIESEENA:
Q &=

NRAEFEMERHXRBEIRE, RATLIBIERHHSIURGHZFHZE
B B, ZIERRRIELE,

=2 WiEA
EhbL9R HIAZE ) CAEH,

TARE AEHFERFTARE.

210 / 558



=2 iR

FREAR  FLERSIRIAE, FERIRIMINRBER ST RERA
& &o

3. BIMEELIRG, ~_&#iIA, BIRISTHL Device HERAVEIE,

Q &=
—MRIBERT, BRNEBRIBANEREER. NMREECEREER, AIMUE
BATENRTIEREERMAN | EfEERBEER, ARSEHN

IEREERHAF R EHEIARIA,

211/ 558



hR7s: v3.3.0

410a]17E OnBoard™ loT
Security Fgll## Custom #}
SERVIEPH

ASEIESARUNEIE OnBoard™ loT Security (OBIS) #8lZ Custom SEHIIEH,

AItE S+

I Z AT, IEHRIRE XS System Manager 3 Resource Manager #J OBIS f&iY
PRo

RIEPIR

Q %
BIZBEXIEPHRIRG, AIEEE miL BRI TIER,

1. R OBIS,

2. EEMRBENEODER, < PKIl, ARTEIERi#ENE R LI,

212 | 558


https://iot-security.snowballtech.com/

(& o @ PKI
iEHE
5] M = T2 4 mn 35 101
D ¥
y Platform PAA for testing Test . ~ 9999-12-31 08:00:00 p—
®

SEIRIES | IEBPRIED IRRATFIER

Q #F
AIAFNEDERIL, XFEGEKEE. WTFRALERNIES, NFREESZF
B, AIREEA LANESRERTIRESRIEI

1. ARSRERXE, RIEMOFREZRAEENISNIED,

213/ 558



(3D orenrs™ T Sovurny @ RRES Do ®

et

|® PKI

RIEBEAL S B i%EA

=
- RREM SNIEH
g = N > A EA
# E—IFRH, RIEBE IR TE—,
23 .
" BRMIMRAI LUERE, S52 TEST 154 PROD 1%,
R
0
i{' 1#%E$E Custom #HSE,
pic

214/ 558



=
=

L

& & ot

i&]

&

2ZXiA 9 Root Cert,

AEELEXMH

B DIARYESE PR e KI5 Fhd
K, HEAERBARES

RYERN

X EF B,

IEBRAXNAREE, Ak

JSRIGIHE:

o

o

o

RSA_2048
RSA_3072
RSA_4096
ECC_P384
ECC_P256
ECC_P521

SNIEH

|ERM + EAE, EEH EEEKA
.pem FIIRIES, HEBREREERIED
B B X,

RIBIERPAS Bahi#th, BXEEN.

RIBIEBAE BahfEth, BXAEN.

215 /558



=
=

R

m

8 H

RYERN

IEBHEXNEREE, ANk
KEIBE:
o SHA256WITHRSA

SHA384WITHRSA

o

SHA512WITHRSA
SHA256WITHECDSA
SHA384WITHECDSA

o

o

o

IEBRBEERN.

ZERESE 1iS

LR B RTR,

PRI 1ISO EZRH3,

AN E R,

SNIEH

RIBIEBAE Bahi#th, BXEEN.

RIBIEPAE Bahi#th, BXAEN.

RER.

216 / 558



RYERN SNIEH

R RS,

BX &R AHB#E, REA,

AEFER, FRIEBIAM

FBRE BT, sk
BEMBE S TR, IRBEBRB BRI, BLAER

AT # R BRIRIEBAXBTIME R, IFHRERTNEEFINF,.

217 [ 558



v BRIENNEE
Ce R

HIRRES

noRR

wane

wIns

Esne

o Bhih{ERinAA:

iR

hR7As  RSEhRES,

gy R EBEHAE. EREFEARTENERT, SRH
KB EL

218 / 558



LA

IEBHEXAAEE, PEREaE:

L= 87

RSA_2048
RSA_3072
RSA_4096
ECC_P384
ECC_P256
ECC_P521

IEBHEXNEREE, AEREaE:

o

8%

o BOTERARSSIER:

CRL

OCSsP

CA

Issuers

SHA256WITHRSA
SHA384WITHRSA
SHA512WITHRSA
SHA256WITHECDSA
SHA384WITHECDSA

LA

RIBIEPAS BohiET, AILIKEEENREMH, EEEHRA
HAFIE AT

RIBIEBAS Bohi#ET, AILAKEMMRMBERHEAF Nonce,

BRARE, BiRMH LR CAIIER TEHARS,

219/ 558



o FIXERECEWA:

Q #F

BIRRMED—PERER.

B A
BHA IEBFEERN.
4 HIAZ R,
(R LHLRBIRTT,
El= AL 1ISO EZRHD,
& /M ATINET,
ik R
3 FHBFE BXZ& A HBFE.
BENXEMH AIAINEE X OIDs

o FRIESEENEA:
Q &=

NREEFEMERNXRBERE, RATMIBEFRIUIURGHZFHZE
B BN, ZIEBRREL,

220/ 558



=2 iR

EhbL9R HINEE N CA IEF.

BIEKE FRTE FRIERRIEE.

EAME M FER, IEPERNCRL ERFRHAR.

RERA  FLERSSRIAE, FRRNINABESR S REHA
& Bo

2. WMIMERTIRE, RELtIE, ENRISERRIERRIEIE,

Q &=
—RRIBERT, RNERIZANIEREER, WREENEFEER, AJLUE
RATENRTIEREERNEDR | EiHsRRBEER, AEEENN

IEREERHAF R EIHHIARIA,

Q &
ORI, BRRCSARED—MEIED, WEER BRI TEE A
7

Q &=
AIAHENENERIY, XFBESEKEE. WTRELEMNIES, NFREESZF
B, AREinEa LANSRERIIRESRIZN.

1. TEEBHERE, SEMMARIEBHEDR | EIRHEERM,

221/ 558


http://192.168.40.174:3000/zh-cn/obis/3.3.0/feature-guide/pki/create-a-certificate/custom-specification?id=%E5%88%9B%E5%BB%BA%E6%A0%B9%E8%AF%81%E4%B9%A6#root-certificate

() osoad™1oT Security (] @ PKI :: 9 Q

P . v s v C B B LR
O “h i ] ne % 481 ne
> YanshouOBNl-7 #aoo Google Root Google Cast 2046-08-11 11:23:56 . ER
v Yanshouosil-3 G Root Cart Custom 2081-08-111113:50 o ER E]
1] Yanshou06n-§ teaf Cort Custom 2050-08-11 1117:12 . En
8 > Yanshou08hi-4 Sub Cert Custom 2050-08-11 11:14:25 . Ew FRES
~ Yanshou08il ##do Root Cert Custom 2051-05-0823:59:59  « EX
Yanshou08il-2 Sub Cert Custom - . RS
. Yanshou0810 #eo0 Google Root Google Cast 2026-08-1023:59:59  « 21M
o > foot_0803_1 #co Root 7M_0803 2051-08-0317:03:50 o EX
foot_0803 €N Root 7M_0803 2051-08-0316:57.24  » EX
zm_test_root Peoo Root 2M_0803 2051-08-03 16:53:09 iR
test permission Paoo Custom-Root Custom_Yena 2051-07-27 15:50:58 . Ew
> Testc €ED Root Cert Custom 9999-12-31 07:59:59 . E%
> Tosti23 #co Google Root Google Cast 2046-07-0215:2225 o ER
testjokak (D Google Root Google Cast 9999-12-3116:00:00 . ER
isjejks EHID Root Cert Custom 2051-07-01 11:18:06 2
testi34) END Custom-4-root Custom-4 2051-06-26 10:04:06  » EX
#88 % oR/m v 1 < >

2. FEFEEXE, EESMAEMES,

o WMRPLIEFBRATBEIRIES, (RAILIRIERRERRZFERNFNES
(BBRIRLRIES)

222 /558



G

=<

5

b

15

o RE KR

RGERN SNIEH

E—IEH#ER, FE—FRIEBRIRLIME—,

4 BIRIEBRIFR,

HRARIIRIET

223 /558




= e

TR

& o

&

1%3E Custom F5E,

ZXIA4 Sub Cert,

RHRE X

REEM

BRI 4 A BRIES,

IEBHEXNAIRAEE, Ak
REVEHE:

RSA_2048
RSA_3072
RSA_4096
ECC_P384
ECC_P256
ECC_P521

224 [ 558

SNIEH

|EFRM + ER, EEH EEERA
.pem BIRLIEH, HEEZHERHPR
IERE EE X,

RIZBIEBRNA Eohfgth, BXEE
o

RIFIERRNA Bohfi#th, BXAE
Ko



¢

o

REEM

IEBEXNEREE. Ak

REIBHE:

= SHA256WITHRSA

= SHA384WITHRSA

= SHAS512WITHRSA

= SHA256WITHECDSA

= SHA384WITHECDSA

IEBRFBEERT.

EAZEAEE 1

BRBAIRTT,

ML ISO EZRH,

HHMNE o

225 /558

SNIEH

RIBIEBAE Bahf#th, BXAEE
o

RIFIER NS Bohfigth, B
Ko



REEM

¢

I S

R

EX & A HBFE.

AEFER, FAEIA
BIAMBEZARE,

B JH 35 B

HR

SNIEH

RIBIEBAE Bahf#th, BXAEE
o

BT RRBPRLEFEXNTIMER, INEHRERTESFEIF,

o WIRAPRIEBUET ARG ERBIRIES

226 / 558



|® PRI

1 T

=

5

b

15

ot R KR

LA

E—IEHHER, F—ERAERRMLIIE—,

YA BERIEBIFR,

HRARIIRIET

227 /558




G

&

it

b

&

R

B

iR

1A/ Custom,

ZX1A4 Sub Cert,

] ARIESSPR RIS F I, IR ERIIREE N E, 58
MBS BB A AGEBRIHIR, PIREFEIERHERIE. BRREER
BT XL,

IEBRXEAIRE L, AhEREEE:
= RSA_2048
= RSA_3072
= RSA_4096
= ECC_P384
= ECC_P256
= ECC_P521

IEPEXHERE L, AIAREEE:
= SHA256WITHRSA

= SHA384WITHRSA
= SHA512WITHRSA
= SHA256WITHECDSA
= SHA384WITHECDSA

228 /558



i)

K 3 I

IERFEERN,

EIE2E 8

BB,

ML 1ISO EZR S,

H N B FRo

B R,

BX 2R ABB7E.

229 /558

iR



i)

B W O30 OB

HR

iR

EHFER, FAGIAMIBRNESEZRRE,

BT FRRBPRLIEBEXNTIMEE, IEHRERTESFINF,

230/ 558



v BRIEEE

3]
D

xizme

R

o S SEA:

== LA

W7 RSEhRES,

BRRE, IEBXFHEH, ARFFRAAHTENERLT, TRHH
IEBHIERIUERA RBTE,

231/ 558




8%

R

8%

o BUFARSS AR :

CRL

OCSP

CA

Issuers

iR

IERBEXNAIAEE, AhEREaE:

RSA_2048
RSA_3072
RSA_4096
ECC_P384
ECC_P256
ECC_P521

IEREXNEREE, ENEXREGE:

SHA256WITHRSA
SHA384WITHRSA
SHA512WITHRSA
SHA256WITHECDSA
SHA384WITHECDSA

iR

RIBIEBAS BohiET, AILIRETEENREAL, EEEHA
HAFI EEAHK

RIBIEBAS BohiEi, FILUKEMRBERHEAF Nonce,

BRARE, FRMHE EL CAIERTEARSS,

232 /558



o FIXERECEWA:

Q #F

BIRRMED—PERER.

B A
BHA IEBFEERN.
4 HIAZ R,
(R LHLRBIRTT,
El= AL 1ISO EZRHD,
& /M ATINET,
ik R
3 FHBFE BXZ& A HBFE.
BENXEMH AIAINEE X OIDs

o FRIESEENEA:
Q &=

NREEFEMERNXRBERE, RATMIBEFRIUIURGHZFHZE
B BN, ZIEBRREL,

233 /558



=2 iR

EhbL9R HINEE N CA IEF.

BIEKE FRTE FRIERRIEE.

EAME M FER, IEPERNCRL ERFRHAR.

RERA  FLERSSRIAE, FRRNINABESR S REHA
& Bo

3. MINMEETLIRG, REeI&, BIAISTRPRIERRIEIE,

Q &=
—RRIBERT, RNERIZANIEREER, WREENEFEER, AJLUE
RATENRTIEREERNEDR | EiHsRRBEER, AEEENN

IEREERHAF R EIHHIARIA,

BIEPRIEREY, MRELAENBBRIES, FFEETHK CSR (ERERIF
X) ECE. 7£ CSR ECETTRZAT, HIEBFATRHERRT, B AERRE
Fo

FRRIEBR CSR BLES T

Q #F
BIRPLIETRY, WRERENBBRIES, SEUTTR5M CSR BRE.

1. EIEREE, BAMNAESRE, AERENNAHRIES,

234/ 558



2. HIFPRAEHKE CSRMEBXE, S+ Ta L EFRTE CSR Xtt. AE, AR
B Root CA (Certificate Authority) XZXH#H1TEZE, MM4EME Root CA &
GBI,

S

< ® Yanshou0811-2 v (#%68

l (O] O EVMRRUNERE, ALNCHES CSR DURMME
sae
%) @ Admin

AERRDXFERRBT L

3. BERMNE, ELEKFFRSEHRM + BIF, EFH LEERHN .pem BIPLIE
B, NEERHRIFHFRIEBE L EXE,

4. RERR, BETME, PRIEBRELTENIESR.
@ .

FEIRRALMRRZA, FHERBIZED—MRIEBHPLIES, UEFERE
BY BT AR

235/558


http://192.168.40.174:3000/zh-cn/obis/3.3.0/feature-guide/pki/create-a-certificate/custom-specification?id=%E5%88%9B%E5%BB%BA%E6%A0%B9%E8%AF%81%E4%B9%A6#root-certificate
http://192.168.40.174:3000/zh-cn/obis/3.3.0/feature-guide/pki/create-a-certificate/custom-specification?id=%E5%88%9B%E5%BB%BA%E4%B8%AD%E7%BA%A7%E8%AF%81%E4%B9%A6#intermediate-certificate

Q #F

AOIANHENEERTY, X

SEAER. NTFRFAEMIES, IFEREES

B, AIREEA LANSRERTIRESRIEI

1. MEEPHENE, BAMNAERHE, RENNARIEREPRIEBHEDR

ERR AR

() ossoard™ toT Security | @ PKI

Yanshou0811-7 oo
|® PKI ’

YanshouOBIl-3 #AoD
& Yanshou0811-5
) > Yanshou0811-4
YanshouO81l moo
YanshouO810 oo
root_0803_) #oo
root_0803 Paoo
m_test_root PROO
test permission PROO
Testc Moo
Testi23 moo
tostjokak oo
isjsjks PRoO
testi34] o0

poa PRoO

Google Root
Root Cert

teaf Cert Tomplate
Sub Cert

Root Cert
Google Root
Root

Root

Root
Custom-Root
Root Cert
Google Root
Google Root
Root Cert
Custom-4-root

PAA

2. FEBEEXE, ERSHAEMES.

236 / 558

Google Cast
Custom
Custom
Custom
Custom
Google Cast
ZM_0803
ZM_0803
M_0803
Custom_Yena
Custom
Google Cast
Google Cast
Custom
Custom-4

Matter

2046-08-11 11:23:56

2051-08-11 11:13:50

2050-08-11 117212

2050-08-111114:25

2051-05-08 23:59:69

2026-08-10 23:59:59

2051-08-03 17:03:50

2051-08-03 16:57:24

2051-08-03 16:53:09

2051-07-27 15:50:58

9999-12-31 07:59:59

2046-07-0215:22:25

9999-12-3116:00:00

2051-07-01 11:18:06

2051-06-26 10:04:06

2036-06-1219:26:35

#88 %

i

. iR TRiES

ELT V) 1




R SLARR IR E RS S5 A

1—%—
il
" L]
ﬂ E_IIE:E'%EEP; E_Eé&mﬂ:ﬁ%wbﬁﬁ”ﬁ—o
% . N
y  WREIREBNRE B,
5

237 /558




ok RE 3 1 T

o ]

X

&

LA

AR ABIIRIEBEPRIUE o

ZXiA 9 Custom,

ZRi\ 9 Leaf Cert,

IRERARPEREREE, EAMEEEIHFIERHIIHR, 7
BEFTEIEBHEWIE. B infsERE XL,

AR WRMEBBERIEPHFRILES, BRHEIHEABRIER
FRERIEH,

IEBHEXH A AEE. ALEREEE:
o RSA_2048
o RSA_3072
o RSA_4096
o ECC_P384
o ECC_P256
o ECC_P521

238 /558



LA

G

IEBHEXNZATE, ANEREEE:
o SHA256WITHRSA

b

g‘

Z o SHA384WITHRSA
=] o SHA512WITHRSA
* o SHA256WITHECDSA

o SHA384WITHECDSA

w
B EPRREERT.
A

4@

Z R
g ARET
4@
n
o ERRUE
fi
& N X
© IS0 ERMA.
E
%/

LN EFR,
M
35

EL R
L

239 /558



il

LA

BX 2 ABB7E.

B FER, FAGIAMIBRNESERRE,

BTN ARALFEREXNTIMES, INHRERIERSEM
Fo

240/ 558



v BRIEEE

MIREHRE

Biae

E3 L)

o S SEA:

LA

W7 RSEhRES

BRRE, IEBXFHEH, ERFFRAAHTENERLT, TRHH
IEBHIERIUERA RBTE,

241/ 558



=2 iR

IERBEXNAIAEE, AhEREaE:
= RSA_2048

RSA_3072

RSA_4096

ECC_P384

ECC_P256

ECC_P521

8%

IEBRXNERE L, AEREEE:
= SHA256WITHRSA
SHA384WITHRSA
SHA512WITHRSA
SHA256WITHECDSA
SHA384WITHECDSA

R

8%

o EHXERECEWA:

Q &=

TR ED—PEMHKER

2 A
BHA IEBREERR.

it LHERZ R,

242 [ 558



=B WiEH

LHERERA HIRBAIRATT,
ESES ML ISO EZRA,
& /M AENET,
i 1T 2 o
B3 FHBFE BXZ A HBFE.
BEXEH EIAINBEEX OIDs

o ¥ RIEREEA:

Q #F
NREEMEBHXRBEIRIE, RATMIBIEBHLIURRNHZFHZIE
B B, ZIERRHRIELE,

=R iR
BhbLIR HIAZE 7 CAIEH,
gL b EHFER, IEBERNCRL ERFRHAE.

FRERA  FLERSSRIAE, FRRNINABER S RERA

3. MINMEELIRGE, ~Etl#, AR TlEALERIRBEIE,

243/ 558



Q &=

—MRIERT, FRINEBEIZANERERR, MREEEREER, AJUE
RAGSTAHIEREERANER | EiHsREBEERA, AEERNN
IERERRHRIHIARE,

IR RARAFERET, NRTLENEBBRIEBHPRIES, RFEE5EM CSR
(EBERIBEK) EE. £ CSRECETTRZAT, ZRIIFRTFRERRE,
BRAER(ER,

RATL(FIEIRE CSR BCED R

Q &=
BB LFRIRET, MRELKENEBBRIEBRPRILES, SEUTTETM
CSR EE&,

1. EIEBHEE, BAMNAIERHE, ARRENNAYRELERR,

2. HIFPRAEHKE CSRMEBEXE, S+ Ta L EFRTEH CSR Xtt. AE, EHMR
#J Root CA (Certificate Authority) IFiZXH#H1TEZE, MM4EMHA Root CA &
& R TRIEIR,

244 | 558



S

< ® Yanshou0811-2 v (#%68

uE L

l (O] O EXHRRUNERS, ALACSEE CSR DRMME
xkae
N e
L2 +
-
AERMDXFERB BT LI

. BERRE, ELEXKIFPRERM T B, EEH EERRXA pem HRELE
&R, SEEZHERIMBIRLSSFRIRE LXK,

. RERR, RETME, RALMERRSZEENIES.

245/ 558



hR7s: v3.3.0

40{aJ7E OnBoard™ loT
Security FEFIUER

ASOFIESIRTE OnBoard™ loT Security (OBIS) 5% LA TI21E:

EEENER
BEERREK
BEEHWIEARSS
EERLImIET
EEHE
BEEMG

AItE S+

FEFEZE, FRERIRERE N RIEBRINR,

EEEMES

1. R OBIS,

2. FEMEENZODES, Rd PKle BRIANNAVESRHE, AREENNANES.

246 / 558


https://iot-security.snowballtech.com/

Q #F
mEmmE V, #E =T, R C METR = B4R, AIEURTIEE. HFE
RlFT, HBEXERMPLET LS8R

() onoars™ 0T Security @ PKI N 9 Q
* = a% v = R C mE It uEa
@
L K &F & e
I © > Yanshou081l-7 oo Google Root Google Cast 2046-08-11 11:23:56 «ER
> Yanshou08il-3 (o0 Root Cert Custom 2051-08-11 1113:50 o ER
] > Yanshou081l oo Root Cert Custom 2051-05-08 23:59:59 o ER
a8 Yanshou0810 (#Roo Google Root Google Cast 2026-08-10 23:59:59  « 21W
> root_0803_1 #co Root ZM_0803 2051-08-03 17:03:50 ¥ 2
® root_0803 oo Root ZM_0803 2051-08-03 16:57:24 «ER
a zm_test_root €N Root M_0803 2051-08-03 16:53:09 o ER
@ 5 test permission ERD Custom-Root Custom_Yena 2051-07-27 15:50:58 . ER
> Testc D Root Cert Custom 9999-12-31 07:59:59 .« ER
> Testi23 EKD Google Root Google Cast 2046-07-0215:22:25 o IR
testjokak (P00 Google Root Google Cast 9999-12-3116:00:00 o« ER
lajsiks @00 Root Cert Custom 2051-07-0111:18:06 2
testi34] a0 c 4 Custom-4 2051-06-2610:04:06  » EX
> Poo &9 PAA Matter 2036-06-1219:26:35 «ER
> 9oogleroot EED Google Root Google Cast 2036-06-1215:31:30 oF23
> Google-root wEst Google Root Google Cast 2046-06-04 09:0221 o ER
e & 0&M v 1 < >

3. EERIRED, BIAERIEPEXER (BHMER, IEBESNTR) .

247 | 558



() onBoars™ 10T Security @ YanshouQ811-7
< ® Yanshou0811-7 v (#Re0 WfE
Bite
| © P
YanshouO81-7 Google Root
6CAATEIB-ABCO-4C2F-ACF8-ABSCEEFI4DF0 2046-08-11 11:23:56
a
. ER @ Admin
Local 2026-08-11 11:23:57
Google Cast
e
4910424d34004£0509782034526a70818c6 3640 CNeYanshou0811-7
v3
OB9F.CD57:4B:C0185B:A3:66 64.BBAE 61.A7:72:419. 2026-08-11 11:23:56
RSA_2048 2046-08-11 11:23:56
SHA256WIthRSA CN=Yanshou08N-7
rR

BE&(E

Q #x
BIIEBERRE, AIUEBIEBRIRBIXRSRNSEE.

/%

1. R OBIS,

2. EEMESENZODEF, K[ PKle BANNAERHE, AREEENNAES,

248 [ 558


https://iot-security.snowballtech.com/

() onBoars™ ioT Security (] @ PKI :: @ Q

e~ ﬁf%m‘-t»mw @ v =AW CW guped
2 o o p— = . P
> Yanshou081l-7 oo Google Root Google Cast 2046-08-11 11:23:56 «ER
> Yanshou08il-3 (o0 Root Cert Custom 2051-08-11 1113:50 o ER
] > Yanshou08N #eco Root Cert Custom 2051-05-08 23:59:59 o ER
a8 Yanshou0810 (S Google Root Google Cast 2026-08-10 23:59:59  « EuW
> root_0803_1 #co Root ZM_0803 2051-08-0317:03:50  « EX
®
root_0803 paoo Root ZM_0803 2051-08-03 16:57:24 «ER
A zm_test_root €N Root M _0803 2051-08-03 16:53:09 . ER
“7 ' test permission PO Custom-Root Custom_Yena 2051-07-27 15:50:58 ° ER
> Testc ED Root Cert Custom 9999-12-31 07:59:59 . ER
> Tosti2 BB ) Google Root Google Cast 2046-07-0215:2225  » ER
testjokak (oo Google Root Google Cast 9999-12-3116:00:00 o ER
lajsiks @D Root Cert Custom 2051-07-01 11:18:06 . %
testi341 im0 c 4 Custom-4 2051-06-26 10:04:06 . EX
> Poo &9 PAA Matter 2036-06-1219:26:35 . ER
> googleroot (Paco Google Root Google Cast 2036-06-1215:31:30 23
> Google-root TE Google Root Google Cast 2046-06-04 09:02:21  « EX
e & &M v 1 < >

3. MEFMERTED, AAEFEAFMFmIERHNERSITEE (ER%E, BXERN
BRI EAIEE) o

@ oworrwtsecuty @ @ Snowball Matter UAT PAA 01 OIS
Snowball Matter UAT PAA PROD i >
e = I» oll M
A
2
| @ Pk
VWR v = B 20 2
& rREN Emne R BiE @M
a8 xddce_blackorphan 1 2026-08-05 15:19:51 2026-08-06 15:19:51 ,
Nordic_test 33 2026-06-09 09:50:24 2026-06-25 10:23:47
B W@k »
pro mg24 2 2026-06-04 17:15:59 2026-06-04 17:19:31
protn 6 2026-06-04 16:39:59 2026-06-04 16:51:49
A
o Bm 6 2026-06-04 15:53:58 2026-06-04 16:18:04 »
2 R
131 2 2026-06-04 11:43:28 2026-06-04 14:53:28
ruirui.qorvo 2 2026-06-01 11:16:57 2026-06-01 11:31:58
SILICON-y02 1 2026-05-28 19:46:12 2026-05-28 19:46:12
SILICON-y01 2 2026-05-28 18:09:43 2026-05-28 21:06:12
SILICON-yn525 3 2026-05-28 14:48:12 2026-05-28 17:39:43
#A10% oWE - 1 < >

249/ 558



ERWIEARSS

Q #F
o HIEBARECEFEMIVIEARSS, WAEREIERSITE DT
o BIUEBNEETHMHWIERSS, WREREEERARSER,

1. R OBIS,

2. EEMEENZODER, =d PKle BAXNNANERRE, JAREEXNNAVES.

G()-nnua’uﬂ'.snm) D @ PKI :: 9 Q
o i = W

nm

2 R
> Yanshou08il-7 %00 Google Root Google Cast 2046-08-11 11:23:56 o« ER

> Yanshou0si-3 ExB Root Cert Custom 2051-08-111113:50 . ER
& > VYanshou08h EH56 Root Cert Custom 2051-05-08 23:59:59  « EX
a8 a 0810 EN Google Root Google Cast 2026-08-1023:59:59  « 21
> root_0803_1 oo Root ZM_0803 2051-08-03 17:03:50 . R
® foot_0803 o Root ZM_0803 2051-08-03 16:57:24 o ER
~ zm_test_root #aoo Root ZM_0803 2051-08-03 16:53:09 .« ER
test permission Peoo Custom=-Root Custom _Yena 2051-07-27 15:50:58 . E%
> Testc END Root Cert Custom 9999-12-31 07:59:59 o EX
> Testi23 EKD Google Root Google Cast 2046-07-0215:22:25 & IR
testjokak (GO Google Root Google Cast 9999-12-31 16:00:00 o« ER
isjsjks @D Root Cert Custom 2051-07-0111:18:06 «ER
tosti34] #aco Custom-4-root Custom-4 2051-06-26 10:04:06 . ER
» Paa Pmo0 PAA Matter 2036-06-1219:26:35 23
> googleroot G Google Root Google Cast 2036-06-1215:31:30 . ER
> Google-root T Google Root Google Cast 2046-06-04 09:0221  « EX
e & V&M v 1 >

3. ERISIEIRSITE T, BIAEERILARSSHEX{EE (CRL, OSCP fl CAEXHE) .

250/ 558


https://iot-security.snowballtech.com/

(8
B

root_0803_1 00

< root_0803_1 v (#Ro0 W -~

=

CRL

|® PKI

ERLImIET

Q #2x%
BIARIGIES, JUEFETZRERELANFABRIRIEREE, MM T EEIRAVSER

y:pul
TRIE o

1. R OBIS,

2. EEMFEEMZODER, 2FE PKl, BFMMAERHE, AREENNAIERIERENR
(DAC Template, Device Template #[ Leaf Cert Template) .

251/ 558


https://iot-security.snowballtech.com/

() onsowrs™ o7 Security (] @ PKI :: 9 Q

.o - ff’gmfm_’m“ W3 v S 2FN CME It NF
2 a8 nm L3 L) us
> Yanshou08ll-7 (oD Google Root Google Cast 2046-08-11 11:23:56 o ER
> Yanshou08il-3 (o0 Root Cert Custom 2051-08-1111:13:50 *ER
& 1 > Yanshou08ll #sc6 Root Cert Custom 2051-05-08 23:59:59  « EX
& Yanshou0810 proo Google Root Google Cast 2026-08-10 23:59:59 . 2im
> oot_0803_1 oo Root ZM_0803 2051-08-03 17:03:50 . ER
® wEmHs root_0803 pRoo Root ZM_0803 2051-08-03 16:57:24 o ER
. 2m_test_root #Ro0 Root M_0803 2051-08-0316:53.08  » EX
@ me test permission ERD Custom-Root Custom_Yena 2051-07-27 15:50:58 . ER
> Testc GNB Root Cert Custom 9999-12-3107:59:59 ¢ EXR
> Testi23 BN Google Root Google Cast 2046-07-0215:22:25  « IR
testjakak Peoo Google Root Google Cast 9999-12-3116:00:00 . ER
Isjsjks #ro0 Root Cert Custom 2051-07-01 11:18:06 . %
tosti34 oo c a c 4 2051-06-2610:04:06  « EX
> Paa oo PAA Matter 2036-06-1219:26:35 o EX
> googleroot (Paco Google Root Google Cast 2036-06-12 15:31:30 .o ER
> Google-root @ Google Root Google Cast 2046-06-04 09:0221  » EX
#88% 0&K/M - ' < >

3. MELRIREBITEN, HEIEERXZFIERER (FFS, EFCN, EXREHEFE
R4EiED) o

() onBosrs™ o7 Securty (] @ online dac02 1 9 Q

online daci v (#ROD %
& = . il Mat

2
I @ Pk v s v = ERM CHME It MFA Al N
L2 FHCN Re1 s ‘
b 1 610Ba7d1781Tb498b27¢3ba499. . DAC EOENXdc! 2026-06-04 06:13:18 2051-06-04 06:13:18 .
34e4e3bca987121c86dd6aabO0 DAC EOENXdc! 2025-07-15 16:48:19 2050-07-16 07:59:59 X
36c10f0e9d27abetable5e 10319 DAC ImXIQITA 2025-07-15 15:48:19 2050-07-16 07:59:59
© 3c9aa25a67193ce1dda3 bdeab... DAC ImXIQITA 2025-07-15 15:4819 2050-07-16 07:50:59 '
P 566¢274392d73559ac00c326. DAC vgDz02xi 2026-06-04 06:13:18 2051-06-04 06:13:18
P 4400a56528502164720197b2. DAC vgDz02xi 2026-06-04 06:13:18 2051-06-04 06:13:18 >
35925994546b62bcadan083a DAC vgDzO2xi 2026-06-04 06:13:18 2051-06-04 06:13:18
29682238c441cfded01610f0d DAC vgDzO2xi 2025-07-15 15:48:19 2050-07-16 07:59:59
42fcac071d17ea76adeb41e7d7... DAC EWJ615 2025-07-15 15:4819 2050-07-16 07:59:59
4342810220fdc6eddaB5a82a2 DAC wkiciXlx 2025-07-15 15:48:19 2050-07-16 07:59:59 :
1376a32d7ab7ee44¢1479c2415. name 2025-07-15 15:48:19 2050-07-16 07:59:59
70451706852115171c54145196 name 2025-07-15 15:4819 2050-07-16 07:59:59
2230b4b520057850635ad6a0 name 2025-07-15 15:48:19 2050-07-16 07:59:59
76225c808913029166b54814... name 2025-07-15 15:4819 2050-07-16 07:59:59
EXAE VHE v 1 < >

252 /558



E8HE

Q #F
BIIEPAS, ATUERIEBRHERFIER.
1. ER OBIS,

2. EEMEENZODDER, =d PKl, BAXNNANERRE, JAREEXNNAVES.

() owows™ioTsecuty (0 @ PKI IS 2

Y s 1 i

> Yanshou08il-7 %00 Google Root Google Cast 2046-08-11 11:23:56 .« ER

> Yanshou08h-3 EEB Root Cort Custom 2051-08-11 11:13:50 2
> Yanshou08ll #sco Root Cert Custom 2051-05-08 23:59:59  « EX

8 " Yanshou0Si0 €N Google Root Google Cast 2026-08-1023:59:59 o 2iW
> foot_0803_) &ED Root ZM_0803 2051-08-0317:03:50 o« EX
© root_0803 (P00 Root ZM_0803 2051-08-0316:57:24  « EX
- zm_test_root o0 Root ZM_0803 2051-08-0316:53:08  « EX
test permission oo Custom-Root Custom_Yena 2051-07-27 15:50:58 . ER
> Testc GNm Root Cert Custom 9999-12-31 07:59:59 o ER
> Testi23 EKD Google Root Google Cast 2046-07-0215:22:25  « EX
testjokak (EHOD Google Root Google Cast 9999-12-3116:00:00 o ER
lajsjks NS Root Cert Custom 2051-07-011118:08 o ER
ovod c 4-root Custom-4 2051-06-26 10:04:06 o ER
> Poo &S PAA Matter 2036-06-1219:26:35 o IR
» google root PrRoD Google Root Google Cast 2036-06-1215:31:30 o ER
> Google-root N Google Root Google Cast 2046-06-04 09:0221  « ER

88 & 0&/M v 1 < >

3. EERAEREDN, AAIEFIEBNALIER (BEA, BIEREMRERESE) .

253 /558


https://iot-security.snowballtech.com/

(&) onBoars™ 10T Securtty @ Custom-external O @

< ® Custom-external v (FROD WfE
I@ PKI wE v 279 > B It F
@ admin Admin i~ Cert 2026-07-10 13:47:35

EEMNG

1. R OBIS,

2. EEMERSENZODEF, [ PKle BANNANERHE, AREEENNAES,

254 [ 558


https://iot-security.snowballtech.com/

@ ontowrs

©

@

Yanshou0811-7 Moo
YanshouO811-3 peoo
Yanshou0811 reoo
Yanshou0810 proo
root_0803_1 reco
root_0803 PROO
zm_test_root pRoo
test permission Moo
Testc PROD

Testi23 proo
testjakak PRoO
Isjsjks #mo0
tosti34] proo

poa #ROD

google root ProD

Google-root TesT

s

Custom-external

stom-external PROD

Google Root
Root Cert
Root Cert

Google Root

Custom-Root

nn

Google Cast
Custom
Custom
Google Cast
ZM_0803
ZM_0803
ZM_0803

Custom_Yena

Root Cert Custom
Google Root Google Cast
Google Root Google Cast
Root Cert Custom

C - Custy K
PAA Matter
Google Root Google Cast
Google Root Google Cast

L L

255 /558

f Wik v

Admin

2046-08-1111:23:56

2051-08-1111:13:50

2051-05-08 23:59:59

2026-08-10 23:59:59

2051-08-0317:03:50

2051-08-03 16:57:24

2051-08-03 16:53:09

2051-07-2715:50:58

9999-12-31 07:59:59

2046-07-0215:22:25

9999-12-3116:00:00

2051-07-01 11:18:08

2051-06-26 10:04:06

2036-06-1219:26:35

2036-06-1215:31:30

2046-06-04 09:02:21

B

30 #&/™

SHZIEPER (8, ABNNRE) .




hR7s: v3.3.0

40{aJ7E OnBoard™ loT
Security FERIEPH

ASOFIESARUNEIZE OnBoard™ loT Security (OBIS) F5em LA T i8(E:

. EEBERR
. THEIEH

CIE g

FEFEZE, FRERIRERE N RIEBRINR,

BIRIEBNR

Q %

—MRIERT, FINEBZANEREES, MREENEREER, AJUATERGET
ENRTIERSERNET | EfEREBEERA, AEERNNIEREERARS
hfmIARI AL,

fRA] OB LU RS BIFRAKERPIIERRINR (BEE, HWiE, SIEBRNAFRMMKS) !
1. R OBIS,
2. EEMERSENZODEF, [ PKle BAMNNANERHE, AREEENNAES,

3. EIEBIERMGEITEDT, AILEEMMIZIEBEI R,

256 / 558


https://iot-security.snowballtech.com/

(8
2 124
o

ustom-extermal Ce®

@ Admin e wan e a2 Admin 8N

THIED

Q &=
FF FTHRSAHERES, BE—ARNE—ERS/\N&EZETH 10 X

1. R OBIS,

2. BEMREWEOHLED, St PKl. BFMUIERE, HEREHIDEBIER
| AR TR,

257/ 558


https://iot-security.snowballtech.com/

wo

¢ =a
L Kms

1]

& Ir
U-Safe
z»

B wake
-

R ke
& mPd

D osowswoTsecuty (I @ PKI

B
HEGOEEXNFAHTS

"
3 Custom-external oo
10 J4IC2I1-4E04-4853-05C2-0TBIOABEICIE

» Custom st
10: I70AF738-5339- 4135996~ 108 8E5 04357

tost]l moo
10 COFERCRI- 0813 - 446F - $132-20664CF IFEA2
Test PRoO
10: SCOBIF02-C238- 4 3L-DLFS-9FOONSOLLBA

Custom Root Proo
10: 221A5618-070C - 4D6C - 90F6-BCHBACFEEEE2

Custom proo
10: FI0294A0-£40F -4CE7- 000K - 482950053896

» Platform PAA for testing Test
10: 04330080~ I15a- 46¢1-0.447-bINTHELOES

pra it g

Root Cert

Root Cert

Root Cert

Root Cert

Root Cert

Root Cert

nn

Custom

Custom

Custom

Custom

Custom

Custom

SRR

2036-02-0410:15:12

2051-07-1010:49:34

2051-06-1210:13:18

2051-06-12 09:22:35

2051-06-1118:24:21

2051-06-1118:21:55

9999-12-31 08:00:00

It F

258 /558




hR7s: v3.3.0

#0{a]7£ OnBoard™ loT
Security FRgIiEZ T

@ &
BaiLI eIZETEMMIER,

A3EFEZIRUNMEIFE OnBoard™ loT Security (OBIS) HEIZE T MMECE T FER(S
B, NiG&iEBTI £, HSM U-Safe, Identity U-Safe IR ILMUESR

T rysd!
OBIS SEHFAIRR AT AT :

o ZAMT : BEHFEI MIZFZE OnBoard Edge Service (BEIPBEL KRS
F) , MREI FtisiE = EEe . S AT 3N —1 OnBoard
Edge Service, #t/X{5EE$E OnBoard Edge Service [, I AlfiiTE&ES,
IRRIE T T LN,

o =1 ! &FEEENHETIRES, RRIEPEHRFRNEN, UWFRIEHXEST
K. EFHELEXRESET .

Q &&=
fIRe] LABX R S Bk iBhSERY OnBoard Edge Service RIZRE,

259 /558



AItE 1+

TFB a1, IEHERIFEA System Manager I Factory Manager BY OBIS f &1V
PR

RIEDIR

1. R OBIS,

2. (EAEMFRHNESS LR, SHIM, ABAHNE
() owBosrs™ iaT Security @ Ir o S? [y
?

3. ERIBI ®@R, EEHBAI B8R,

260/ 558


https://iot-security.snowballtech.com/

4.

T EhhE2uRR:
= EEWIR iR

I B s T ZFRTME—
3 = BRMER A LUER, 23R MBI,
X £ BEIGES T tthit,

RGeE, BIRIsem I BelE, elEsem)s, BIAEL EHEEI BXER.

261/558



Q #F
—RIERT, BATSIBAANL BER. NRETKT EERE, AR

RIMETAE I BERENER | EFERRBEER, AREEHNI &

BRFREHRIAENE,

tIEE, RXAEIREFERTI AR,

o AT MRS HFFTERN, EAMI 700 HSM U-Safe 5, AT
MRSSHEFRREENER. ESERIBESE L] KEHH,

o mI HHIREHIER,

o ®

< Cloud Factory (&%

10341475413917696 =Ir &) Admin &

2026-08-12 15:52:33 2026-06-10 18:46:37

8 L 2

Identity U-Safe

262/ 558



hR7s: v3.3.0

#0{a]7£ OnBoard™ loT
Security PECEMER T

ASOFIESARUNEIZE OnBoard™ loT Security (OBIS) F5em LA T i8(E:

AT &8

EET] BERNI SEEE
R T 238

™0 HSM U-Safe

BiE SHARE HSM U-Safe

™0 Identity U-Safe

fR48, PIEDARPL Identity U-Safe
PIESRERI T

AItE S+

TEFEZAE, FHR:

REREL BBAaxl I fKEBMNT AENRE,
EMEEEREATF BN HSM U-Safe # Identity U-Safe,

263 /558



)1 -3

Q #F
T FEA]LIEEMREL xS, HER "HiFE + 25" 3¢ "HiFE + IIERE" /Y
FHREZRE OnBoard Edge Service,

AR
o TEBTFFSMMIFIZE T, OnBoard Edge Service {245 "HEFE + 23" AR
HITE DI,
o« EAMI FIBARE, AASEMNERBRELRHLZERIXNNAVHFE. Bal, %
FENZRE Rl U E EBE AL REEXEXH.
1. &% OBIS,

2. FEMRENESHER, REI, AEEENNATI FENL TH.

3. MEMRTED, ARREHRM. TRINIMEEEO, EFEHMANTIG T ZIERTH0
FEHbAE,

Q #%
WAMN I FEMARRE—EF NRSHBRNARF

264/ 558


https://iot-security.snowballtech.com/

A, REFM, BNETER T 2R,

EET BRI &

Q #x

&

RWUEER, RA=BEMERBNIEREH ZIXE XV AIERFE,

1. R OBIS,

2. EEMRBMNESDEFR, [ET, ARERNNATI H#NI RE.

3. MEMBITEN, BN BEANTI KEHER :

265 /558

EfrH R E B R,


https://iot-security.snowballtech.com/

@ ottty ) @ Local Factory o ®

Local Factory (i)

*kkkkkkk ® C & Admin

2026-06-10 15:59:45

a2 e By R

v #a v = 8RN C mn It W + an

a ® Usere Iran o ER

2 e @ admine wan . ER

4. EIMEFE ORI, BIREERN,

266 / 558



BRI &

1. R OBIS,
2. BEMRENESDEF, RET, AREENNNI #ANL DIH.

3. MEMBIREN, SAENNI FEER | EfRFHEEBE

(©) omsonst sacuny @ T Local Factory Ce®

< Local Factory (i

10340131626024960 - *xkkkkkkk ® C

2026-06-10 15:59:45 - - 2026-06-10 15:59:45

® User® Iren .« ER =]

@ admin e wan . ER nRER

4. ERIMEEEOSR RGN, BIRIBRZI £,

267 [ 558


https://iot-security.snowballtech.com/

%0 HSM U-Safe

Q #x

7N HSM U-Safe WBREA T RBESHNM I #1T4E, HERSRATES
OnBoard Edge Service, [EAY, @TEIE HSM U-Safe MMSEIM BN L L7 ES
RERRIF,

AN HSM U-Safe [, T RESHFRTENIESE,

1. R OBIS,

2. EEMRBMNESDEFR, [ET, ARERNNATI H#NI RE.

3. EI[ TiE, % HSM U-Safe Xi%, m&HiHM.

268 / 558


https://iot-security.snowballtech.com/

R
(D) ostowsmwoTSecrity () @ Local Factory ] 9 @

< Local Factory (i)

10340131626024960 kkhkkkkkk ® C

2026-06-10 15:59:45 - - 2026-06-10 15:59:45
|& -

1REA 1] e

BEA EwerE

4. 1E407%E HSM U-Safe B, HWAFTELER HSM U-Safe R (FTEEX) MFF
S (AIEREASALEESR)

#E HSM U-Safe

L

269 / 558



5. R, BIRI4EE HSM U-Safe,

i E KR HSM U-Safe

Q &%
BE HSM U-Safe LRILHER. $iEE, REZLEENBE.
1. B OBIS,
2. EEMRBMNESDEF, [REI, ARERMNET FNI NE.

3. I i@, 3| HSM U-Safe X, SEHEIR HSM U-Safe M O st
EltRo

@ owonsiotsecuty ) @ Test0924_Factory SRS

< Test0924_Factory (&%

3101175633149952 *Xkkkkkkk ® C

2026-08-12 16:49:53 192.168.40.100 + 2024-09-24 10:12:41
|& r
T e e
q 0001BCO0B505C982 - 2026-07-29 13:15:38 o EW 8
o 00003FO0SABOAGEC - 2026-07-29 13:15:46 o ER -
0001BCO0BGCA1281 @ sersp0 e 2026-07-01 11:39:55 @z €
Identity U-Safe + %
10953F00A7090F69 @ 37090 © 2025-08-05 18:08:20 o ER
10943F00A7090F69 @ 387500 ¢ 2025-08-05 18:08:20 o ER
10933F00AT090F69 @ ssr0my0 2025-08-05 18:08:20 o ER
10923F00A7090F69 @ 3875090 2025-08-05 18:08:20 *ER
10913F00AT090FE9 @ 387sx0y0 2025-08-05 18:08:19 o ER

4. ERENEORREIHIA, BRI HiESA#EHX HSM U-Safe,

270 /558


https://iot-security.snowballtech.com/

7N Identity U-Safe

Q #F

70 1dentity U-Safe WEMZATBESRNATI #1T74E, H1E OBIS 3¢
OnBoard Edge Service BHES5RFRINAITHER, AFEZR Programming
Station, IR, BT EIE Identity U-safe MISEIRERIEAIERIAIL,

1. R OBIS,

2. TEMRENESHER, RET, AREENNMNI FHNL TH.

3. £ 7@, #Z Identity U-Safe X1z, =i,

® @

< Local Factory (i

Local Factory Ce®

10340131626024960 - ®C &) Admin®

2026-06-10 15:59:45 - - 2026-06-10 15:59:45

ldfndtyvu-sa!‘o R +En

4. 1EHBE Identity U-Safe O, HMAFTELHTEH Identity U-Safe WBIR (FTEE
X) MFEFS (AFERESELEESR)

271/558


https://iot-security.snowballtech.com/

Q #F
o WNREMMNERLL, BILUEEFHYIE XN AYRR UL,
o YNSRERAMNKERUE, FRE]LATE 0GR LB HITHRE,

#17E Identity U-Safe
&

5. RE#RM, BIRI4PRE Identity U-Safe,

R4k, $iESkAFHI Identity U-Safe

Q #ox
B Identity U-Safe LIZ2IEHERMEG, BER, RESTERBIE.

1. R O0BIS,

2. TEMFRENESHER, REI, AEEENNATI FENL TH.

272 /558


https://iot-security.snowballtech.com/

3. £/ i@, 3 Identity U-Safe X5, sSfixti Identity U-Safe BOEIR : E4x
FEFRARYE, BiE SRR,

@ owonsiotsecuty ) @ Test0924_Factory RS

< Test0924_Factory (&%

3101175633149952 g kkkkkkkk ® C

2026-08-12 16:49:53 192.168.40.100 + 2024-09-24 10:12:41
|& r
HSM U-Safe
. L Sc ) + &
Q 0001BC00BS05C982 - 2026-07-29 13:15:38 e IR -
o 00003FO0IABOAGEC - 2026-07-29 13:15:46 * ER
0001BC00B6C41281 @ 387sxby0 © 2026-07-01 1:39:55 (3 + 4

" re= o, BEMBEREU + B

100G3P00A7000P00 @ serswp0 e 2025-08-05 18:08:20 o E®
10943F00A7090F69 @ 387500 ¢ 2025-08-05 18:08:20 o Em
10933F00A7090F69 @ 387sx0y0 2025-08-05 18:08:20 «ER
KRGS @ 3875090 ¢ 2025-08-05 18:08:20 o Em
10913F00ATO90FE9 @ 387sx0y0 2025-08-05 18:08:19 o ER

4. EHENEORREIHEIA, BIRTEESE, MESAEDIX |dentity U-Safe,

BIEBR ARSI T

Q &x
METL URILHER, Sieh, RSSTERHIE.

B R OBIS,

2. EEMNSERENESHES, SFIM, AERERNI HEM | ERFERHER
fEsto

273/ 558


https://iot-security.snowballtech.com/

(@) ostowra 07 secu @ Ir
Ir
e i .
2 &n
Cloud Factory - I

3. ERUENEOPREHIA, BN BESBIIZI

274 | 558

was

@ admine

It N

Ce®



hR7s: v3.3.0

#0{a]7£ OnBoard™ loT
Security FEIEMNEIRIRTE
ik

{RE] LIARIESEPRE K, SZ AT ETE OnBoard™ loT Security (OBIS) BiEME 1R kE
U, 5{FH7E OnBoard Edge Service Al B EEEF b,

ASORHESRIN(EITE OBIS ATk LA THE(E:

o BIERERIG

o NBRFULLBTE Identity U-Safe
o NIEFRILERLE |dentity U-Safe
o YRIEIRRIG

o MHIFRIERLE

o BERRILEZNG

Gl gk
Tz A, BHRR:

e BT HEE,
o MREMEL EERNI KBV AEINE,
o EMFLIRENAETFEHEMNM Identity U-Safe,

275/ 558



Bl R b

Q #F

NI eIBRRILE, (RA]LIARIESEFRERTE OnBoard Edge Service J9ilt/x oA
AREFIL, PITIRERRE], TERIERRI ID EWHRETAHURE SRR
IR

i

SRR

o FAKREEFIE (Programming Station)
o EMR&HSITITHE (OBIS Programming CLI)

1. R OBIS,
2. BEMRENESDEF, RET, AREENNNI #ANL DIH.

3. I TiHE, ERRPISTRZLDL, AR,

276 / 558


https://iot-security.snowballtech.com/

(D) ostowsmwoTSecrity () @ Local Factory 1 9 @

< Local Factory (i)

10340131626024960 kkhkkkkkk ® C

2026-06-10 15:59:45 - - 2026-06-10 15:59:45
|& -

4. ERMRRIEEO, RNRRIEBA=ES, FEFEERAN. ERAFRTELE
5, FH0a) Identity U-Safe,

MBNER *

277 | 558



Q #x
WNREF AN ldentity U-Safe, {RE]LITESBRE U-Safe THIAEFIERE RN
Identity U-Safe #{T457E.

5. RN, BIRISERCRRIGERIEIE.

HIRFIEYPE Identity U-Safe

Q #x
MERS, AIEHA Identity U-Safe &3 Programming Station & .

1. R OBIS,

2. EEMRBHNESDEFR, [RET, ARERNNATI H#NI RE.

278 | 558


https://iot-security.snowballtech.com/

3. I T, EHEIRRISITEDL,

() onBoars™ 10T Security @ Test0924_Factory

< Test0924_Factory

3101175633149952

2026-08-12 16:49:53

192.168.40.100

- ‘ - §

Test-3.1.1-0925

station080500100

station08050095

station0B050096

station08050098

station0B050099

station08050097

station08050091

station0B050094

station08050090

Identity U-Safe

Identity U-Safe

Identity U-Safe

Identity U-Safe

Identity U-Safe

Identity U-Safe

Identity U-Safe

Identity U-Safe

Identity U-Safe

Identity U-Safe

AIE RGN RRIEANED | ERHERE.

10003FO0A7090F69

10013F00AT0S0F69

10023FO0A7090F69

10033FO0A7090F69

10043FO0A7090F69

10053F00A7090F69

10063FO0A7090F69

10073F00A7090F69

10083F00A7090F69

2024-09-24 10:12:41

Sit-performance0001

Ll It W +

o7 ]

L)

oum C]

L]

oLl
o TM

L)

E4P7E Identity U-Safe O, EEEHER dentity U-Safe HREHRTE, BIRlA
ZIRFIRGEE Identity U-Safe,

279 [ 558



7 Identity U-Safe

FIRFULRSD Identity U-Safe

A =

fRE8E, B AEMA Identity U-Safe &% Programming Station ZF .

1. R OBIS,
2. TEMRENESHED, RET, AREENNNI #HANL TH.

3. I TE, ERERUITER, REREMMIGRIEHINET | EARHEEMEE.

280/ 558


https://iot-security.snowballtech.com/

() onoars™ 0T Security (D @ Test0924_Factory o 9 Q

Test0924_Factory

e =
" *kkkkkkkk ® C 0 Admin
@ K
192.168.40.100 00003F007D46EAID | +2 4-09-24 10:12:41
|& -
® i
MR RENK L us
o Tost-3.11-0925 \dentity U-Safe - - - o FEHM
o R Statlon080800%00 Identity U-Safe - 10003FO0A7090F69 Sit-performance0001 L] [3
station08050095 Identity U-Safe ; 10013F00AT090F69 . «um -
station0B050096 |dentity U-Safe _ 10023F00A7090F69 _ «Tm D
station08050098 Identity U-Safe N 10033FO0A7090F69 N - BE3
station0B050099 Identity U-Safe ~ 10043F00AT090F69 _ TR
station08050097 Identity U-Safe _ 10053F00A7090F69 _ oM
station08050091 Identity U-Safe 10063F00AT090F69 -
station08050094 Identity U-Safe _ 10073F00ATOR0F69 _ «Tm
station08050090 Identity U-Safe - 10083F00A7090F69 N T
130 & <k 71 B 1 < >

A, EHRIMNEEFEORSEHIA, BIRINIZRRIAHESE Identity U-Safe,

281/ 558



YmAR IR TR UG

Q #F
LEFIERE IR, FBERSTAREART RS, HIRICHAE RIS,
IRRIERAIET NI, LA RI4RIEER k.

1. R OBIS,

2. FEMRENESHER, REI, AEEENNATI FENL TH.

3. I A, EHRRRIGITETN, REREWMIERIEHNET | B ERRmE.

(o] @ Local Factory

< Local Factory (i

o ®

10340131626024960 - ® C &) Admin &

2026-06-10 15:59:45

4. EHEBEREEORNRRIEBMNTES, FEFERFN, ARRERE, TR
Bz IRR b

282 /558


https://iot-security.snowballtech.com/

M PR I5R TRk

A 5
MBFENRRIER T EME, FIZIERE,

1. R OBIS,
2. TEMRENESHED, RET, AREENNNI #HANL TH.

3. I A, EREREITEN, RAESEWMRRIEAETR | B LRI

283 /558


https://iot-security.snowballtech.com/

D otowawoTSecuty (1 @ Local Factory 09 Q

Local Factory (i)

*kkkkkkk ® C & Admin

2026-06-10 15:59:45

v s v = 8RN C B =t + e
RS RAKK L) U-Safe K 29

Station
2 . 8 - - - oM (B

4. EHIMEFE O THIA, BIRIRIFRZER b,

284/ 558



ERRFRULE

Q #F
YIRFJUENERARABIEER, RASER—FENERE, ZZBBARATFESR
Programming Station E P ik, ZkEHN 285 B s A2 iHEXo

1. R OBIS,
2. HEMERENESDEF, REI, ARERENNNI #ANI TH.

3. HII M@, ERRPWTER, AEREMUERIEER | BIHEREsE
3.

Local Factory Ce®

® @

< Local Factory (i

10340131626024960 - ®C &) Admin®

2026-06-10 15:59:45 - - 2026-06-10 15:59:45

4. FRWBEN, AUEEHERERIEHNEREE,

285 /558


https://iot-security.snowballtech.com/

286 / 558



hR7s: v3.3.0

#0{a]7£ OnBoard™ loT
Security PECEMER T

ASOFIESARUNEIZE OnBoard™ loT Security (OBIS) F5em LA T i8(E:

o NI &£I18

o BRI K18

o ™10 Identity U-Safe

o fR4R, BIESAEEN Identity U-Safe
o BIESAEBIT

AItE S+

TEFEZAE, FHR:

o MREBMEI EEBERNI KBV AENE,
o EMFLIRENAETEHEMN Identity U-Safe,

RINI £

Q %
T ZEAUEEMMREI BXIE, BRI 28E, RAZBIEMTIRE
BHZIXEIF N AIERFE. B AT, ZMENEE A UEEBERZFEEXEN.

287 /558



1. R OBIS,

2. TEMRENESHER, REI, AEEENNHTI FENL TH.

3. MEMRITEN, ARREHRM. ERMITEEBED, EEHBNRILE I 22988
FEHbAE,
Q #F

WARMN I FEXNER—FEPNRESIBRANER.

o -

4. REARM, BRISERS I EIBRVAR.

BRI &

1. R OBIS,

288 /558


https://iot-security.snowballtech.com/
https://iot-security.snowballtech.com/

2. TEMRENESHER, REI, AEEENNHTI FENL TH.

3. EEMAIEN, SEMNI FEETR | EfRHEEER

() owtows 1ot securty @ Cloud Factory Ce®

< Cloud Factory (&%

10341475413917696 - Khkkhkkkk @ (

2026-08-12 16:10:46 2026-06-10 18:46:37

It NE +

® User Irem o ER D

@ admin wan . ER :]

4. ERIMBMEEORREHRIA, BIABEREZI 21,

289 /558



0 Identity U-Safe

Q &7

70 Identity U-Safe IEHEA TIESHNI I #1T748E, BESRERIL#HTT
YER, AIATEZ Programming Station, [EBY, @FEIR Identity U-safe MM
LI R ULV E FRIAE,

1. R OBIS,
2. TEMRENESHED, RET, AREENNNI #HANL TH.

3. £I] 1@, 2! Identity U-Safe Xi3&, =i,

290/ 558


https://iot-security.snowballtech.com/

(8]
B
o
3

o ®

< Cloud Factory (&%

10341475413917696 =zIr - *kkkkkkk ® C &) Admin &

2026-08-12 16:10:46 2026-06-10 18:46:37

4. TE4P7E Identity U-Safe O, WAZEYERN Identity U-Safe B #R (RAIEE
X) MFEFS (AIERERELER)

Q &=
o YNIREAMMERUL, PILOEERFHYPE XMW BYGER L,
o WNRIERANNGEFRUL, RA]LATEANNSGEF UEBSFHITHRE

291/ 558



17 Identity U-Safe

L1

e -

5. @, BNAI4ERE Identity U-Safeo
fR40, $iEXAFEI Identity U-Safe
Q #x

BE Identity U-Safe R IEEERMAER, HER, RKESLENME.

1. BR OBIS,
2. FEMRBEWVESDES, [T, AREFEMMRI FENL DTE,

3. I Bum, % Identity U-Safe Xi%, mExiM Identity U-Safe BT : B4R
FkiEARYS, BiRE SRR,

292/ 558


https://iot-security.snowballtech.com/

(8

@ tostXiandan0525Cloud ORI

< testXiandan0525Cloud GE%
10153779162775552 =zIr guangdong *kkkkkkk ® C &) xiandan &

2026-08-12 16:59:53 2026-05-25 14:19:11

Identity U-Safe

7 + an

00003FO07B809C10 # Admin & 2026-08-05 14:33:24 o Em (B

4. b EOS, SEHAiA, BIRTAESE, SiEsiA#ii% Identity U-Safeo

BiEEkfF T

Q #x
WEL URIEEER. HER, RESTEENBYURE.

1. R OBIS,

2. EEMSERNESHEP, SEI, AEREHNI MEM | EHFEEHEs
iz

293 /558


https://iot-security.snowballtech.com/

() OnBoars™ toT Secur ® Ir
Ir
& wRI 2
o) £ =
&
Cloud F; =Ir

3. AHMEMEOR, [EiEIA, BIRISESEINZI .

294/ 558

It N

Ce®



hR#s: v3.3.0

#0{a]7£ OnBoard™ loT
Security FEIEMNEIRIRTE
ik

AR SARINMATE OnBoard™ loT Security (OBIS) ARFERk A T R1E:

o BIEGRRIL

o NIRFIEYTE |dentity U-Safe
o NIRFILARLE |dentity U-Safe
o RIBIRRIL

o MIERGER IS

o BEFRRIGEG

BERfF

TR zEl, BHRR:

o BRI HiLE.
o BB I EEANI fEMNIT] AENE,
o« EMZLRENETF B D ENM Identity U-Safe,

295 /558



Bl R b

Q #F
AT eIBRRIEGE, RETLARIESSIRFER MR D EEERIER I, PITIRERR
A, FERFERFRIL ID EWHIREN M AIHUR(E SRR,

i

SESTAT LIS b

o FRHRKRFERPIH (Programming Station)
o @R S$ITITH (OBIS Programming CLI)

1. R OBIS,

2. FEMRENESHER, REI, AEEENNATI FENL TH.

3. I TiHE, EFRPISTIZDL, AR,

296 / 558


https://iot-security.snowballtech.com/

(D) ostowsmwoTSecrity () @ Cloud Factory 1 9 @

< Cloud Factory (&%

10341475413917696 rr khkkkkkkk ® C

2026-08-12 16:18:52 2026-06-10 18:46:37

|& -

4. ERMBRREEO, BANRREBHNTLES, HERERAR. ERAXNEEBR
Identity U-Safe,

MBNER *

297 | 558



Q #x
WNREF AN ldentity U-Safe, {RE]LITESBRE U-Safe THIAEFIERE RN
Identity U-Safe #{T457E.

5. RN, BIRISERCRRIGERIEIE.

HIRFIEYPE Identity U-Safe

Q #x
MERS, AIEHA Identity U-Safe &3 Programming Station & .

1. R OBIS,

2. EEMRBHNESDEFR, [RET, ARERNNATI H#NI RE.

298 / 558


https://iot-security.snowballtech.com/

3. EI A, ERBERMITETN, REREHMIGERIEHNET | EWRHTESE.

(©) owtowrs o7 Securty N tostXiandan0525Cloud SRS

< testXiandan0525Cloud GE%

10153779162775552 guangdong ® &) xiandan &

2026-08-12 17:02:25 2026-05-25 14:19:11

vez1v (mm) 2 > BE It M + mm
fo & R

i Test-3.1.1-0925 Identity U-Safe - e |

station0B0500100 Identity U-Safe . 10003F00A7090F69

. Sit-performance0001 1] "5
station0B050095 Identity U-Safe _ 10013F00A7090F69 _ - [:
station08050096 Identity U-Safe 10023F00A7090F69 onm
station0B050098 Jdentity U-Safe _ 10033F00A7090F69 _ o
station08050099 Jdontity U-Safo 10043F00A7090F69 oum
station0B050097 \dentity U-Safe 10053F00A7090F69 -
station0B050091 |dentity U-Safe ; 10063F00A7090F69 ; -
station08050094 Identity U-Safe 10073F00ATOR0F69 .um
station0BO50090 \dentity U-Safe ; 10083F00A7090F69 -

®1 * /7 1 >

4. 7E4P7E Identity U-Safe B[O H, EFEBELER Identity U-Safe HRHRTE, BIRR
ZIRFIRGEE Identity U-Safe,

299 /558



4B7E Identity U-Safe

MARBU-sate *

FIRFULRSD Identity U-Safe

A =

fRE8E, B AEMA Identity U-Safe &% Programming Station ZF .

1. R OBIS,
2. TEMRENESHED, RET, AREENNNI #HANL TH.

3. I TE, ERERUITER, REREMMIGRIEHINET | EARHEEMEE.

300 /558


https://iot-security.snowballtech.com/

@ otonsiTsecwty 0 @ tostXiandan0525Cioud ORI

testXiandan0525Cloud (&R

guangdong kkhkkkkkk ® C &) xiandan

05-25 14191

7 Wi v = BFH C BN It NE + &

MR RENK (- L U-Safe 88 =3°]

Test_Usafe Identity U-Safe . 00003F007B809C10 . - D

TEST 0731 =8 23 - COPY_xddcc_0805_b0 o it i

camMOR2S £ Sww - - e (7]

A, EHRIMNEEFEORSEHIA, BIRINIZRRIAHESE Identity U-Safe,

301/ 558



YmAR IR TR UG

Q #F
HRRIRTAICER, FEEMETARBARAI KRG, AMREUEDIERISE,
RRISGASRH R AR, L AIREGRR b,

1. R OBIS,
2. HEMERENESDEF, REI, ARERENNNI #ANI TH.

3. I A, EHRRRIGITETN, REREWMIERIEHNET | B ERRmE.

8]
[}
o]
g
2
&
ry
8
g
<

o ®

< Cloud Factory (&%

10341475413917696 =Ir - ® C &) Admin &

2026-08-12 16:18:52 2026-06-10 18:46:37
| zr

Station P _ - [:]

(&)

4. EHEBEREEORNRRIEBMNTES, FEFERFN, ARRERE, TR
Bz IRR b

302 /558


https://iot-security.snowballtech.com/

M PR I5R TRk

A 5
MBFENRRIER T EME, FIZIERE,

1. R OBIS,
2. TEMRENESHED, RET, AREENNNI #HANL TH.

3. I A, EREREITEN, RAESEWMRRIEAETR | B LRI

303 /558


https://iot-security.snowballtech.com/

D otows TSty D @ Cloud Factory o9 Q

Cloud Factory (&%

10341475 *kkkkkkkk ® C & Admin

06-10 18:46:37

7 Wi v = BFH C BN It NE + &

MR RENK (- L U-Safe 88 =3°]

Station
! e . 2°] - - - T G

2 Pt HNER

L

4. EHIMEFE O THIA, BIRIRIFRZER b,

304 /558



ERRFRULE

Q #F
YIRFJUENERARABIEER, RASER—FENERE, ZZBBARATFESR
Programming Station E P ik, ZkEHN 285 B s A2 iHEXo

1. R OBIS,
2. HEMERENESDEF, REI, ARERENNNI #ANI TH.

3. HII M@, ERRPWTER, AEREMUERIEER | BIHEREsE
3.

Ce®

]
®
o]
s
H
&
r
8
g
2

< Cloud Factory (&%

10341475413917696 ZIr - ®C &) Admin®

2026-08-12 16:18:52 2026-06-10 18:46:37

4. FRWBEN, AUEEHERERIEHNEREE,

305/ 558


https://iot-security.snowballtech.com/

306 /558



hR#s: v3.3.0

#04a]7£ OnBoard™ loT
Security REIBHLR S 5310
J5e Feih

AEFERRTE OnBoard™ loT Security (OBIS) RFEm A T21E:

o BEHIIRE

o PHRIECIFRRIG

o PNHURBUH 2 ECHRR ub
o 5A, BRMIFRIX

BERfF

TR zEl, BHRR:

o BRI HiEE,
- FEMEI EEGRRI] FENT AENR,

EEHRRE

1. R OBIS,
2. FEMERENESHDES, "REIl, AREFEMNNI #ANL BTH.

3. I TIE, SEEMRIFED, EANMLRIAETIE, BRI EERRRS,

307 /558


https://iot-security.snowballtech.com/

(©) owtowrs o7 Securty N tostXiandan0525Cloud SRS

< testXiandan0525Cloud

10153779162775552 guangdong *kkkkkkkk ® C &) xiandan &
©
2026-08-12 16:34:04 2026-05-25 14:19:1
& Ir
a &5 1R i
B tNE
N o a | ¢
. COPY_xddec_mg24_b2 xddce_mg24_v2 PROD o 2026-09-11 23:69:59 o B
o OPY x... @ ver_with_region PROD o 2026-09-06 23:50:59 o S
COPY_COPY_xddcc & ver_with_region PROD o 2026-09-06 23:59:59 o BFR
shao_1_cloud PROD " 2026-09-04 23:50:59 . BRR
secure_on_v0 TEST o 2026-09-04 23:50:59 o D
ver_with_region PROD 2026-09-04 23:59:59 o B
batch_with_longnotes... ver_with_region PROD o 2026-09-03 23:59:59 o e
batch_with_region (Jely ver_with_region PROD o 2026-09-03 23:59:59 o EfP
b_stopped_0 ver_approved_1 PROD o 2026-09-03 23:59:59 .EmE
key_used key—used TEST om 2026-08-19 23:59:59 o B

RORARZSER -

#
iR

& St SF
it H 0y &

- SIBHUREBIRNNAT, IHBERR U,

B I b

ot
4]

HREWKE, BIEHABHIERRIG

308 /558



#
LA

& St SF
it H 0y &

B X
= 0 HAESERERS.
B

HRER MR RA BB I A M.
AR HORIHE, FHIZRURARE NIRRT A ERIRE, 8iF
7£ Programming Station EFP im#1TIRFR. BiINHIRELHfR,

® o
£ o o

o L S k=1
NIRRT BLIRFR UG

Q #F

— MR RIES AT LA ERLa Z N RR U, M—MRRUEFEN R ARR— X
RS ECIRS AT BRI TIRR
1. ER OBIS,
2. TEMRENESHER, RET, AEREENNNI FHNL TH.
3. I i, EEHRAREDT, AR RSN MATHURENHRDIE,

4. EHURTTENSERRIEXE, WIAURBPRESAETH, HORSATRRNERL
BT EC,

309 /558


https://iot-security.snowballtech.com/

@ osowotsecuy 0 @ COPY_xddcc_0805_b0 ORI

' < COPY_xddcc_0805_b0 (@il

@
L Kms EXER
@ K
260805%017310015 13481081389
I & Ir . ate testXiandan0525Cioud
& u-Sate EFR 2026-09-04 235959
X 010
B wEme : ver_with_region 2026-08-05 10:7:31
R k8
& Rre v us v = BFEN C B It W

MR RANKT s SRR ws
Test_Usafe Kdentity U-Safe - - D
rs§1 o7§1 =8 23 COPY_xddce_0805_b0 .fca
csat0525 =B dww - D]

5. EIMEFED, K&, BNAlERIENDE. HicE, BRIERESSTENIT
=8

310 /558



FHLRENH P BC KRR UG

A iiE

BUEREC/E, MNRYGRRILT AR Tzt RRR.

1. B3 OBIS,

2. EEMFEENESDEPR, SEI, RAEEFRMNOT FENL TH,.
3. EI] i@, EEFEMRIFED, ARSI NAHURHNRURTTE

4. EHURTTENSERRIGXE, HEIMNNHIR, BURORIRSAITRAVGER .

() owdows™ T security @ COPY_xddcc_0805_b0 IS 2
< COPY_xddcc_0805_b0 (Jeily WE v
EXER

348 81389
I b r LR L
a EFR
ke
”B-’lﬁu . - 2 > BB ItOE
Test_Usafe dontity U-Safe SRN
TeST 0731 - COPY_xddce_0805.50 (@]
csat0525 BB dww - . FM

5. EHIMREFED, &N, BIEEAERIEMEUEDEL. BUEDERE, RRIERSS
LTENA A,

311/ 558


https://iot-security.snowballtech.com/

=H, BRNMIERRX

@ &
HORBIRRIE, ZHOR T E DRSS BRI At

1. R OBIS,

2. EEMRBHNESDEFR, RET, ARERNNATI H#NI RE.
3. I TiE, EFEMRIRETT, ARREMN AR HENIR T,

A, EHORTIE, REREAEEERER, BRI,

312 /558


https://iot-security.snowballtech.com/

Q #F
SRR TIEBTTRSES, 7 BIHERALR,

@ vonsitsewty 0 @ COPY_xddcc_0805_b0 IS 2
< COPY_xddcc_0805_b0 (Seily WE v
P Exme
©
260805%017310015 13481081389
& Ir LE L testXlandan0826Cioud
8 ETx 2026-09-04 23:59.50
xi2# o/o
'(" region 2026-08-05 10:17:3
B SRR v #s v 2 C OB It
e RANK i T 0
Test_Usafe dentity U-Safe o HR
TEST 0731 &8 23 COPY_xddce_0805_b0 okl
8810525 - dww - ]

313 /558



hR#s: v3.3.0

#0{a]7£ OnBoard™ loT
Security FEFI[

ASBIESARUNMEITE OnBoard™ loT Security (OBIS) REE LI RS, I 58, ERib
= BAHORE Bo

BERfF

FEFGEZE, FREMEAEI EERRI KBTI AR,

BRI KT

1. R OBIS,

2. HEMERENESDEF, REI, £ A, I KEVEER=MRES (E
®, BENFREM) .

Q #F
I HRXERIFSENI .

mEmmE V, #HE =T, R C METRF = B4R, AISUB#TILE. HFE
RIFT, FHEEXZRMLETARFIRIHFIIRE

314 / 558


https://iot-security.snowballtech.com/

@0

g Z
ER-
E

e ER

LRLE

o ®

o ZAHITI : ¥ HSM U-Safe ARMBIAMTI fF, T RS MEFT

T RIBEEBRAAI HSM U-Safe BIRVIRE, HIETECIERIRESE

I e T
TR
o j5188
T AR
el RTHES.
. EI ST BERENES.
HE TrewiE, BEAESEE.
=
é‘ 32,

AR WRKSERTFAMI

315/ 558



EBTI B2

1. R OBIS,

2. BEMRENESDEF, fEI, TI A, BEEEI MK,

Do @ I e
= . ‘
=Ir @ adm o ER
I @ Adm o R

3. REMNMI, NI E, BIRIEERTI WEXER (I ID, REMMX
F) o

Q &=
WFAMIT, EEXRZEkINBISER OnBoard Edge Service 8Efg, BIUEL

[TE R R ARSI, HEARSMANE R FE428 R OnBoard Edge
Service # Programming Station & i,

316 / 558


https://iot-security.snowballtech.com/

() owosrs o7 Security ) Cloud Factory 09 @

< Cloud Factory (&%

10341475413917696 =Ir - ® C &) Admin &

2026-08-12 16:10:46 2026-06-10 18:46:37

a B o

Identity U-Safe

ERRRIUGER
1. R OBIS,

2. FEMERSENESDEF, REI, AREENNNI #ANI TH.

3. I IE, EFRRRIGTEDL, AUEERRGEIEXERS ERAFN, RENES
EHERE) o

317 / 558


https://iot-security.snowballtech.com/

(8

< Cloud Factory (&%

10341475413917696 zIr

2026-08-12 16:18:52 2026-06-10 18:46:37

BEEHRER
FWI | EII

Q #F
EOR I ABTEE R T G, T MBI TR RS #R

1. R OBIS,

2. EEMEENESHER, REIl, AREFENNNI #ANI TIH.

3. I i, EEHRIAEDT, BAEFEHREIEXER MR, RBHNE~HE
F) o

318 / 558


https://iot-security.snowballtech.com/

() OstBoard™ 1oT Security ] @ Test0924_Factory < : @ Q

< Test0924_Factory (E%

3101175633149952 AkkkkkA* ® C © Admine

& 2026-08-12 16:40:21 192.168.40.100 2024-09-24 10:12:41
Ir

EL it RE
—

- batch-301-812 version-301 TEST o 2026-09-1 23:59:59 o i
COPY_1.MG24 1 TEST v 2026-09-1 23:59:59 o B
COPY_xddce xddec_mg24_v2 PROD o 2026-09-11 23:59:59 =t
Batch-telink-0812-3 Version-telink TEST ' " 2026-09-11 23:59:59 o5
Silicon-0812 version=silicon TEST . " 2026-09-11 23:59:59 o ifitie
1 1 TEST v 2026-09-11 23:50:50 . Ena
Batch-telink-0812-2 Version-telink TEST :"” 2026-09-11 23:50:50 o i
x0dcc_0805_b0  Jety ver_with_region PROD e 2026-09-04 23:59:59 o B
COPY_MG24 (usa Version Test 1.0 TEST e 2026-09-02 23:59:59 o BfF

-—
COPY_Batch-CopyV-01 COPY_v1.0.0-src TEST e 2026-08-27 23:59:59 ot
3 283 & * >

Q &=
ERIEHORIEER VAT /5, T RIS S HR IR,

1. R OBIS,

2. EEMRENESHESR, REI, AREFRNNHNTI #ANT TTH.

3. I i, EEHRAAEDT, BAEFHRIIAXER MR, RBHNESHE
F) o

319 /558


https://iot-security.snowballtech.com/

4.

() OstBoard™ 1oT Security ] @ testXiandan0525Cloud

< testXiandan0525Cloud

10153779162775552

2026-08-12 16:34:04

3

COPY_COPY_secure_on_b0

COPY_xddcc

batch_with_longnotes... &

batch_with_region Jey

b_stopp

key_used

RERMNATHIR, FHAHL

2026-05-25 141911

xddoc_mg24_v2

ver_with_reglon

ver_with_region

shao_1_cloud

secure_on_v0

ver_with_region

ver_with_region

ver_with_reglon

ver_approved_1

key—used

guangdong

PROD
PROD
PROD

TEST

XOAE, BIRIEE#HARI

320/ 558

oo

—
B/Gho

*khhkkkkkk ® C

2026-09-1 23:59:59

2026-09-06 23:59:59

2026-09-06 23:59:59

2026-09-04 23:59:50

2026-09-04 23:50:59

2026-09-04 23:59:59

2026-09-03 23:59:59

2026-09-03 23:59:59

2026-09-03 23:59:59

2026-08-19 23:59:59

11 & 0 /T

&) xiandan &

° &P




hR7s: v3.3.0

404aJ7E OnBoard™ loT
Security PFEH U-Safe

SIS ARINMTE OnBoard™ loT Security (OBIS) HEFR I 48R U-Safe BIS %A

RS

AItE S+

TR zEl, BHRR:

o BRI BIBIEHSE HSM U-Safe # Identity U-Safe,
o {REIH System Manager #J OBIS &R,

REDIR

1. R O0BIS,

2. REAEMRENESSESR, =if U-Safe. 7£ U-Safe TiHE, BIAIEFHFRI B
4BERIPRE U-Safe 52

321/ 558


https://iot-security.snowballtech.com/

Q #F
mEmmE V, #E =T, R C METR = B4R, AIEURTIEE. HFE
RIS, FEEXRRPLES I KT HT IR

{RE LS 3T U-Safe AL | EWRFHERSIE SRS, BN 8iEsmReii%
U-Safe,

() onBloars™ 1oT Security | @ U-Safe : : \')3 Q
RIS NS =
v
00003F00B2B5C882 Factory2.0 HSM U-Safe # Admin 2 o ER D

U-Safe IKZER

s L
Fa EECE T B0 HSM U-Safe # Identity U-Safe [GRVIRE, BIEE
C
£/,
el
- U-Safe B&BIE, B AEEER,

322 /558



hR#s: v3.3.0

#04a]7£ OnBoard™ loT
Security PEFIZHMAFE

OB FERIRUNEIE OnBoard™ loT Security (OBIS) FEEHF NEFIGEHIRYZE

AItE S+
Tz, BHR:

o BREMIKERER.
o REHEXMNNF@NESTmAENRIXNN T NEST AR,

RIEPIR

1. BF OBIS,
2. FEMEENBRDEF, REIREHE. FREHERE, BUEEREHLE.
Q %

mEmmE V, #HE =T, R C BT = B4R, AIEUE#TIEE. HFE
RIFT, FHEEXZRMLETARFIRIHFIIRE

323 /558


https://iot-security.snowballtech.com/

®o @ QEGR 089
REHE ) ‘ » tE
D MERRRDEAEHE, SIRASARENENTLUANES
2026-08-12 14:06:00 Version-telink Batch-telink-0812-2 Test0924_Factory Ly
| ® wame

REHEERURA:

=2 5iEA

i%& ID RETRIAR

BRFEE  IREFEERBENGE, A YYYY-MM-DD
il HH:MM:SS.

= auhR s K& N AR Z o

HER REN R BIHER B TR,

Ir REMNNAY T &,

& IRERRERONT, a0, RARINFIRK.

324 /558



3. REMNNAYILE ID, ENIKENHE, BIAIERREHEXER.

Q &=
BRFEEE 56 Eff L, T STISR M, R ARAFEIMR e RENE
R,

o DAC £REEXIEERT DAC HHXEE (DAC F5IS, LM HAIM%MA
Hi%) . DAC FHIS oA TFEIERT R HEMMIEEIIAEPRS,

o DAC HEBXIHE TR TIEPHHRID, @l @ rmiSieEHIEBIMAE S
B, A%, AAEXBIIBEM.

o RAFERMT EBTER

o MHELE

o Matter itE (DAC 4z EFMECE)
o IEH (DAC IE$)

o EfFFIR

o T R

o JRFUL M

o BT

325/558



o wean
en
=

somcan r e A i -G -
asuze

326 /558




hR7s: v3.3.0

#0{a]7£ OnBoard™ loT
Security FREIENKS

A3EFEZARUNMEIFE OnBoard™ loT Security (OBIS) HREIZEM S MTIA IR F LRI A0
£ OBIS,

AItE S+

I Z AT, 1EHRIRE XS System Manager B OBIS A &EIYE,

REDIR

1. R OBIS,

2. TEMRENEEDELR, REKS, ARG,

327 /558


https://iot-security.snowballtech.com/

OnBloard™ loT Securtty  []) @ WP
®e
WRAELGARM BRI
me [ 11
& User test@domain.com
@ samin admin@domain.com

B @Eks

o

3. ERIBAPER, WAFEEAFPER.

Q &=
BEERIESEABDLSNRITA.

328 /558

RPAE

System Manager  +4

System Manager  +8

SIRESIR

2026-08-11 14:40:10

2026-06-09 17:05:33

C mw



BR{EEI%ER:

2

O
yi=1:]

8 % 1EH

1
B AP, ARENENARIEESE, BENENER—
B R KSRE, BERTEN,
£
B2 BRgTRE—.
2

329 /558



e
=1

& N R & & T H

HR

*

Gl W S 0N A

iy

17|

iR

—MRAPAURDES AR, BRAERE TRFRIERMIRE
NR, BEZERBESEREDESNRITA,

RMFRERFAIMNYERIXRIER, HEEE,

BT 7ERBARAFEXIIIMER, IEHREX, EEFIF.

4. RLglE, BIR]SERikSRIEE,

330/ 558



hR7s: v3.3.0

404aJ7E OnBoard™ loT
Security FEFIKS

OB FERIRUNEIE OnBoard™ loT Security (OBIS) F&EEWKSEE, AK (Access
Key) #1 SK (Secret Key) o

REDIR

1. R OBIS,
2. TEMFRENEERDED, REKS, HFANKSIIHE.

3. AWSHE, KRENNBIAF.

: o089

S

I
F
r

331/ 558


https://iot-security.snowballtech.com/

4. ZRAFNE, MAEEKSES (AFRAG, EMiESMAES)

Q &=
£ AK [ SK KISAIEEREE AK 3 SK.  AK 1 SK AT F B MIIESEOA

e ®

User
[ Y p
2026-08-11 14:40:10 @ admine
J:1ad10)

C System Manager Product Manager ResSOUrce Manager +2

i

AK/SK & T HE AK/SK

B G

OBAKIhoT56e1zaAHyTcOsCem  — esssssssscscsces

RS

A me Admin

a8t

BE R

wmume 2026-08-11 16:35:20

;

@ Admin &
@ Admine

i 2026-08-11 14:40:10

332 /558



hR7s: v3.3.0

40{aJ7E OnBoard™ loT
Security FEEIKS

SBIESARUNMEITE OnBoard™ loT Security (OBIS) FR5EAE LA T2 /EM IR A P X
OBIS BYIA ) SREIR

o HEKSES
o PIEEEIKS
TIBRIK =

BERfF

I Z AT, 1EHRIRE XS System Manager BJ OBIS A &EIYE,

Jﬁiﬂlk’?t:u»

1. R O0BIS,
2. EEMFENEEDELR, REKS, #FAKSIIE

3. EMSHE, REMUMSHHER | EIfHEREE.

333 /558


https://iot-security.snowballtech.com/

@ owonsioTsecuty ) @ KP 09 @

@User  test@domain.co m ystem Manoger 26‘-‘08-1 & [:]
» @ sgnin  admin@domain.co m System Manager 2026-06- 33 L]
4. EREBAFER, EXKSES (BFPH, APAG, BRREENEE) , AERER
=
Q &=

—TMRAPAURDESZ T AR, BRARRAE TRFRIHRMIRENR, BEZE
RIFESEABDESIRIRA,

334 /558



Bl Bk AF B S

Q #x
MEWS URLEEERMER, HMER, RKESTENBHUE,

1. R OBIS,
2. FAEMRENEERDED, RS, #HAKSITE.

3. EMBTE, SEMNWSHIZR | EirFEESEmE.

335/558

RPRe * System Manager X +4

BRE -


https://iot-security.snowballtech.com/

& o @ WP
®e
WA A R M R
& User test@domain.com System Manager  +4 2026-08-11 14:40:10 eBm
@ ~dmin admin@domain.com System Manager  +8 2026-06-09 17:05:33 L}

4. EREMNEOFREHIA, BRI BESFEBHZIK S

BRI S

A iE
BFRENKS KL ERE, FEERE

1. R OBIS,
2. FEMEENERDEF, REKS, EAKSITIH.

3. EMSTE, SEMNUMSHIER | EIRFHEEMR.

336 /558


https://iot-security.snowballtech.com/

D odowsaTsecurty () @ WP

®e

WREUEA R B
® User test@domain.com System Manoger  +4 2026-08-11 14:40-10 o mm B
@ 2dmin admin@domain.com Systeen Mana g 48 2026-06-0017.05:33 o @A w0

A, EHRIMNEEFEORSEHIA, BIRTHIFRIZK S,
Q #x

MRZAFAEHRIZRNEERRNR, FRAREXRTFRBLEMENAEF
BB,

337 /558



FAPHAUTAIWRARR, AXHHARRBERBARAPL ENNE

2 L4
Product

wBENERS -

338 /558



hR7s: v3.3.0

#0{a]7£ OnBoard™ loT
Security REIERAP 4

AOEFERRUNEIE OnBoard™ loT Security (OBIS) HeIZHAFAMME—EERAF,

AItE S+

TFE 2z, EHEFRIFEIRE System Manager #Y OBIS A EIYRE,

RIEPIR

1. R OBIS,

2. TEMEENEEDXS, "EAPA, ARl

339 /558


https://iot-security.snowballtech.com/

@ owowsotsecny () @ FPE o8

| P &
v Wi = 2RN L A a1
e =& AW A TR i v o5 (¢} nE +

KMS SHUER L L] mANR wan fiResin

@ P

©

EXmE

3. ARIBAPAER, WMABFARER.

SAEE *

i

FRP4AERRA:

340 /558



=
g = ; HER
‘B
ﬁw% = AP A2 FRuATME—,
&5t BT 7B HBEXMNEIMSE, IFHER, FE2E

W,

4. REeIE, BRI sem AP ArelE,

341/ 558



hR7s: v3.3.0

#0{a]7£ OnBoard™ loT
Security FEFHRP4A

OB FERIRUNEIZE OnBoard™ loT Security (OBIS) & & A AiFE,

RIEDIR

1. R OBIS,
2. FEMERENERDEF, REAP4A, #NBAPATHE.

3. TAPANTE, RENNEIAFH,

mPd

4. FAFHTE, MUIEEAFARERE (HA, XEFaBEES)

342 /558


https://iot-security.snowballtech.com/

B s

&
KMS

PKI

Ir

U-Safe

RimHEe

e
Ll

< Group

A WA
W% Admin ©

L 3

BR  XBrE

B aNieediE)

2026-08-12 17:31:26

=B

BPae

WA

@ romine

vas v = 27N C e

L)

2026-08-12 17:31:26

)
[

o

343 /558




hR#s: v3.3.0

#0{a]7£ OnBoard™ loT
Security FEIRHARP4A

AIEIESIRUNMEITE OnBoard™ loT Security (OBIS) ASER LA FI2EM IR AP ARG
X} OBIS B9 0] S1EEANPR :

o RERPARR

o AMINAFARS

- ENMAFAKRGAE
o BERRAPAMS

o MIBRAFA

BERfF

I Z AT, 1EHRIRE XS System Manager BJ OBIS A &EIYE,

mIBAPARER

1. R OBIS,

2. EEMFENEESELDR, REAPH, #EANBFATH,

3. HAPANE, REMNAFANER | B ERmE.

344 [ 558


https://iot-security.snowballtech.com/

@ owowsotsecny () @ FPE o8

mPa

@ SEARADARA TR VeEv E=ARN CAE = N5
o L] N - o

L Kms 2UER A mAnE wan e

O Group ] 1 @ nemine 2026-08-12 17:31:26 E]

b I wis

B U-Saf

B wame

4. ERERAPAER, BEAAFAERS (EBM, EBGNEDR) , ARREREF.

Han Group
wnA Admin/admin@domain.com)
L3

345 /558



RN ARK 53

1. R OBIS,

2. EEMRENEERS,EH, RTAPA, #NBAFP4ATH,

3. FARPYATIHE, REXNNAEFA,

4. EHEP4HETIE, =EHRM.
) YT 09
: p +an

5. EARMMARED, WAEFEHIRNNNAENR, G, &M, BesemBr4A
R SIBY AR,

346 /558


https://iot-security.snowballtech.com/

EHARAKGAE

1. R OBIS,

2. EEMERSENERDEF, REARP4A, #NAPHNHE,

3. TAPHNE, RENNAIAFHERNR.

4. ERFAETE, SEMNARNER | BinERRERE,

347 | 558


https://iot-security.snowballtech.com/

< Group
e =
L KM o
s Admin ©
@ P
& 1
& u-Sat
A £ L]
® wume -
"1
R k8 e
o
| 2 meam B v
QAdth

2026-08-12 17:31:26

BPae
Lol )

L LN

@ Aamin©
Q Admin &

Ve = 8RN C o

L1 L)
2026-08-12 17:33:08

2026-08-12 17:31:26

o8

5. BRIEAFARED, EEMNNNAGNR. AR, [RERE, BATHRER.

348 [ 558



B PAR 5

1. R OBIS,

2. FEMERENEERDEF, RBP4, #ANAPATHE.
3. FAPATTHE, REXNNAAFHRZN,

4. ERPADE, RENEARINET | B RSk

() onoss™ k0T Security @ Group ae @
Group
s Admin © 2026-08-12 17:31:26
3]
L + Bn

A ] B e WFA [ T°H
2 mPa
& User® PSR @ rcmin & 2026-08-12 17:33:08 )

@ Admin & wan @ Admin ¢ 2026-08-12 17:31:26 L)

(o=

5. HEEMNENWAMSETIRE, REtiIA, BIRBFRZAFARR.

349 /558


https://iot-security.snowballtech.com/

]2z Pk

A 5
MErENEFRARTERE, FIZIERE,

1. R OBIS,
2. FEMERSENERDEF, fEARP4A, #NAPHATHE,

3. EAPARE, SEMNAFERNER | EiRFHEEHE.

350 /558


https://iot-security.snowballtech.com/

@ owowsotsecny () @ FPE o8

mPa

7 wis = o x : i

€ 8 SEARADARA TR v ug v RN CHME =t N
L Kms PAER ma mAnE wan e

0 Group @ 2 @ ssmine 2026-08-12 17:3126 O

. ®_
o
& u-sate

B wame

A

4. EIMEFE O ETHIA, BIRTMFRZA P A,

351/558



hR7s: v3.3.0

OnBoard Edge Service R
$
iR

@ =8

OnBoard Edge Service FRVRIEERFAM I, =T HNEXEEN 5T

OnBoard™ loT Security (OBIS) Hi#1T, BEARSIXHBITER SRR,

OnBoard Edge Service L] EEEEEFHUR, RMAITIRNAR, HEBIRNERE
HIRRIGREB I TEF12(E, TREA—MAMEARINRAIIR, I EEBanhEdizi 17
WA FIRSHITEIEZE, OnBoard Edge Service R LA R0 \IhEE

Fr=HERE

XEFRE—THEN OEM WHLEFHUXIRIE, T EERAEIM DI A izt R
S FHUR D ECLalRR L, HEBARERE,

IRRIEE:

T EERAEIME P EERR, 8!

o RIESEEREFU, 3155 OnBoard Edge Service HEEMNZ2INEAT (Identity
U-Safe. BRI TERD)

« M OnBoard Edge Service 4 F=tA DAL FERIL (HE, BRIERTERTRERIL
RERIEEROX ID SAEFITE ID)

o [ARERIET AR RIIRGE

352 /558



Sl A3 Va? .
EFISHICRE
OnBoard Edge Service MERIEEREEIZENES~IER, HiRXKXE OBIS mF¥ &, 1&H]
S5MEI 2% (0 MES I MiXARLS) EiRfE, RIREFIER. OnBoard Edge
Service TEEAIMEREBTE AR~ REBEAME, FAEMEZAMERILIENIE EdgeHSM
E N R AT/,

353 /558



hR4s: v3.3.0

41 E R OnBoard Edge
Service

@ =2
OnBoard Edge Service FRVRIEERFAM I, =T HNEXEEN 5T
OnBoard™ loT Security (OBIS) #i#1T,

AIEIESORUNEIER "HRFE + 23" o "HPFE + JIER" ;95 B R OnBoard Edge

Service,

BERF

TEFRZAE, FHIR:

« BRI NEIEMAE, EMERMEESEZCIEL] , iIfE L] MEEEFERIL,
{REF%48 Factory Manager BT A &R,
BEXR S EkihBI5ER OnBoard Edge Service BEFE,

EMEBRREVEF B LN HSM U-Safe, HIEXW N HSM U-Safe (FEECE T
EEBRM) AL MRS 28,

RS RIRELT I IRSARIF IR,

Q #&x
T REXRZDESEIEN 1 HSM U-Safe, {ENZ HSM U-Safe aJiEFHIRSZ 2814
B, BARHETIRETATRIM,

354 /558



F—: ERZEER

O 8
o TEBFFFIMNMIFIET, OnBoard Edge Service {X2#5HEA "Hi5E + 3" AR
T BRI,

o EAMII BERGE, RASENERVBEEH LXEMNNVERFE. BEl, %
FENZE R U EE BT R BEXIEN.

1. TEN'ST 28 ihnbA= s N LUk : http://<Service Address>:32334/login.

Q #%
1548 <Service Address> FiR HLPRARSS IP. BIARRSHIUIRENAGE, BESE
EERS UL,

2. 7£ OnBoard Edge Service BRIH, EZFERABBER, RWAMHNBIFENZL, H
REER.

355/558


http://192.168.40.174:3000/zh-cn/obis/3.3.0/feature-guide/factory/check-factories?id=%E6%9C%AC%E5%9C%B0%E5%B7%A5%E5%8E%82#service-address

Q@ e v

e OnBoard Edge Service

OnBoard Edge Service

EABRER | ERRIENER

LEE B2

3. EEMIE, TESBEEZE OnBoard Edge Service R,

9 OnBoard Edge Service

Ir
®X
SNOWBALL FACTORY DEMO04
b AR
Iro &5 F1-) 1R
3290228821327872 7 SNOWBALL FACTORY DEMO04 ity m
APIES SHRA C9ERETIE)
Kkkkkkhkk @ Michael 2024-10-10 17:28:36 UTC+08:00
I &858 sc
i a  #® BREIE ®E
carl.xia@domain.com Carl +678 17712341234 o IW
zy@domain.com zytost +678 17712341234 o W
user] @domain.com User - o IR
xiaoyu.luo@domain.com xiooyu o W
©17612120344@domain.com ©176121203441222@ domain.com +1 176121203441222 o %W

356 /558



B! EAWIENER

1. TEX S 28 HhhbA= chigi N LAtk : http://<Service Address>:32334/login.

Q #F
1548 <Service Address> Fit PRSI, BIARSHUIRENS %, BS
ZEERSHAL,

2. 7£ OnBoard Edge Service BRIH, 1EFEMRWIEEER, WARNBNFE, HRE
RIXIEIERD,

e OnBoard Edge Service Q@ B v

OnBoard Edge Service

ERAERER | FEARIEBER

3. ERIFAVMBFE, EULRE OnBoard™ loT Security (OBIS) BYILIEMBFHIREN 6 (i1 %X
FIUIERD,

357 /558


http://192.168.40.174:3000/zh-cn/obis/3.3.0/feature-guide/factory/check-factories?id=%E6%9C%AC%E5%9C%B0%E5%B7%A5%E5%8E%82#service-address

4. £ OnBoard Edge Service &RDi1H, HA{RERGFUEIN 6 (I FIIER, HRh

5.

2R

ERMINGE, TE=BkEZE OnBoard Edge Service R,

e OnBoard Edge Service

"

Iro
3290228821327872 0

APIEH

hkhkkkkkk @

carl.xia@domain.com

zy@domain.com

user1 @domain.com

xiaoyu luo@domain.com

¢17612120344@domain.com

SNOWBALL FACTORY DEMO04

&4
SNOWBALL FACTORY DEMOO4

SHRA
Michael

&8
Carl
zytest
User
xiaoyu

©176121203441222@ domain.com

358 /558

iREE

2024-10-10 17:28:36 UTC+08:00

BRRiIE

+678 17712341234

+678 17712341234

+1 176121203441222

* IEW

o IR

o EW



hR7s: v3.3.0

%[{=al7E£ OnBoard Edge
Service PEIETI[

O 8
OnBoard Edge Service FRVRIEERFAM I, =T HNEXEEN 5T
OnBoard™ loT Security (OBIS) R#17,

OB FERIRUNMEIFE OnBoard Edge Service H5ERE LA T IR{E:

- BET] EEREN
- BRI BEA
o BIESAED HSM U-Safe

o PiFETARD Identity U-Safe

CIE gk

EFRRZ AT, ERARIREILIER OnBoard Edge Service,

E%

EET EEBLEN

Q &&=
RWEER, R%=BEERBIIERH LZIXE M AERFE,

/

1. &= OnBoard Edge Service,

359 /558



. REAMRERNTI, 17 THRALIRE, ARKEIIM ERAKE, fEdET
TEERMETR | EinEREEEE.

eOnBoadedgeSeMce @ G User

#R

SNOWBALL FACTORY DEMO0412

R
Ireo &k £ 14
3290228821327872 00 SNOWBALL FACTORY DEM0O0412 ity CN
APIE IRA iR
Fhkkkkkkk © Michael 2024-10-10 17:28:36 UTC+08:00

& Q ER BRRE ®E

carl.xia@domain.com Carl +678 17712341234 o W D
2zy@domain com zytest +678 17712341234 . EW
user] @domain.com User - o EW .
xaoyu.luo@domain.com xiaoyu - o W

©17612120344@domain.com ©176121203441222@ domain.com +1 176121203441222 o IEW

3. EMINEEFEOR-EHIA, AIREET EEREN,.

O WIARR

RARRESB?

360 /558



Bz T EHE 5

1. &% OnBoard Edge Service,

2. REAMKREFHNI, £1T NERKIRE, ARKETI EBaXKE, fEiNT
[TEERANE ¢ BRI EERER

e OnBoard Edge Service

SNOWBALL FACTORY DEMO0412

361/ 558

R0
Irmo &% 44 B
3290228821327872 7 SNOWBALL FACTORY DEMO0412 ity CN
APIEY #IRA iR ia)
LR Michael 2024-10-10 17:28:36 UTC+08:00
I 2R
4] Q 8 BRRE #®e
carl xia@domain.com Carl +678 17712341234 . R [:]
zy@domain.com 2ytost +678 17712341234 o EW BRES
user1@domain.com User e EW
xisoyu.uo@domain.com xiaoyu . IR
©17612120344@domain.com ©176121203441222@ domain,com +1 176121203441222 o EW
£ BOREHEIA, BNeIRPRZ T EIE 5
3. TEHIAMREOF TN, BNeIERZ I &35,



WIABRSET WIRA?

-

$iE X iR 5 HSM U-Safe

Q #x
PE HSM U-Safe IRIEEERMELG, SiEE, RESTENBE,

1. &% OnBoard Edge Service,

2. AEHAMREPHI,, %3 HSM U-Safe Xi3, mEx HSM U-Safe B9i%EI :
IR 14 50 R S s

362 /558



e OnBoard Edge Service (%] 1 g User

SNOWBALL FACTORY DEMO0412

HSM U-Safe

U-Safe &1 Q  U-Safe B38 Q we v BmA Winste <
00003F0054904844 00003F00549D4844 * EW [ Fo 2025-12-19 16:59:36 U..
00003F00970226EA 00003FO0970226EA e W Feng Zhang 2025-11-17 18:24:14 U..
00003F00AT090F69 00003FO0AT090F69 o EW R 2025-11-06 18:58:03 U.
00003F008F 760074 00003F008F 760074 e EW qian.xie 2025-10-24 20:09:32 U.
00018C0114822389 00018C0114822389 e EW qlan.xle 2025-10-24 20:08:07 L.
Identity U-Safe

U-Safe 8§ Q U-Safe #3518 Q ) v B\oA wareE S
00018C0086C41281 00018C0086C41281 e EW 3.3 2025-12-30 17:29:34 U,

3. AEHENEORREWIA, BIRBiE S #H% HSM U-Safe,

$i7E sk AR Identity U-Safe

Q #x
BTE Identity U-Safe R IEEERMAER, HER, RKESLENHME.

1. &% OnBoard Edge Service,

2. mEAEMEESERNTIT, %3 Identity U-Safe XiF, SEXf Identity U-Safe Bk
M ERHE R PIE S AR,

363 /558



© OnBoard Edge Service @ o G User

#x
SNOWBALL FACTORY DEMO0412 [ED)

R0
U-Safe £ Q U-Safe 5518 Q RS v BmA WiReE <
00003F0054904844 00003F00549D4844 o EW B 2025-12-19 16:59:36 U...
00003F00970226EA 00003FO0970226EA o EW Feng Zhang 2025-11-17 18:24:14 V...
00003F00AT090F69 0O003FO0AT090F69 o EW . %..3 2025-11-06 18:58:03 V...
00003F008F 760074 00003FO08F 760074 o EW qlan.xie 2025-10-24 20:09:32 V...
00018C0114822389 00018C0114822389 o EW qlan.xie 2025-10-24 20:08:07 V...

U-Safe &¥ Q  U-Safe B5I§ a  ®E v BmA EiEE S
00018C00B6C41281 00018C00B6C41281 e EW %3 2025-12-30 17:29:34 U...
00003F00741080F0 00003F007410BOF0 o EW qian.xie 2025-12-18 20:32:22 V...

3. LN EOFREHIA, BRI HiES#H% Identity U-Safe.

364 /558



hR7s: v3.3.0

#{AI7E£ OnBoard Edge
Service PEIRH R 5 47 ol
ik

oX
OnBoard Edge Service FEVRE(GERTFAM T, =L BEXEENTEIE®E
OnBoard™ loT Security (OBIS) H#1T,

ASOFIESRTE OnBoard Edge Service FIZZR LA T i8/E:

o« BEEHR

o AR ECIRFR UL

o FNHUREUHD BCHRR 4
o KHAISHIERHLR

Gl gk

EFREZ AT, EFRAERIREILIER OnBoard Edge Services

EEHLR

1. &= OnBoard Edge Service,

2. REEMESEFHNI, FI] UEEFERRITED,

365 /558



eOv\BoadedgeService @ G User

w2 I
SNOWBALL FACTORY DEMO04
R0
Irmo Ir&w mH=n BEeE
3200228821327872 0 SNOWBALL FACTORY DEMOO04 i 2025-12-26 11:37:37 UTC+08:00
BE% P itk i) HSM FI%
192.168.40.107 0001BC0114822389 41
#ERF 2% sC

28 Figfy BGH

#tRID o ®|RE.Q 23} v IriT Fag.Q $T v 2R eEr MR ES v ik filiRes...0
83362 warwaaw TEST - Produc o ERM 2 2 0 2026-... fe 2025-.
83362 23423, TEST - Produc o ETH 222 0 222 2026-. 2025-,
83361 234234 TEST - Produc.. e EFP 12344 2 12,342 2026-... kit 2025-..
test00... TEST 1@88%... e BEHE 1 0 1 2026-... 2025-..
83317 TEST- TEST - Produc... e iETE 3 0 3 2026-.. 2025-

RORARZSER -

iR

e SE S E
it H 0y &

BIERMREHIRINAT, AIHBERR Ik,

B O

5 HREWKH, AIEHABHBERRIL,

F @

366 /558



# =
R &
1; - L
5 B

HRIRRTTREBVRTS.

B 4 m
£ o

R TETER R AT EEBE B M.

8. #dHAS, OnBoard Edge Service $tHXfiztt /R BIAER S THEE
BT AIEER1E, BEEProgramming Station B IHITIESR. BiX
flpx BT HAHER

B o
LT

3. EHRITER,

HEHERFIRESE, RENMAETHR ID, HNHRTIE,

© onBoard Edge Service @ o G User
Ir
R
SNOWBALL FACTORY DEMO04
AR
Iro Iran mExn mHEE
3290228821327872 O SNOWBALL FACTORY DEMOO4 it 2025-12-26 11:37:37 UTC+08:00
EH P ittt i) HSM FIR
162.168.40.107 00018C0114822389 1
RRTI .
FiET  BO®
#AD @ ®RE.Q HA v I FRE..Q on B4 "R %. : @ e, 0
______ warwaqw TE Produc ° BEE 2 2 0 2026-... ¢ 2025-..
23423 Te Produc g 222 0 222 2026-.. 2025-
1 234234 TE Produc. e Efi® 12,344 2 12,342 2026-. Eies 2025-
test00.. TE ans B 1 0 1 2026-.. 2025-.
1 TEST e Produc ETe 3 0 3 2026-. 2025-

367 /558




4. 7ERRTIE, BIRTEBEHRRER.

e OnBoard Edge Service (%] 1 iy User

I,

TEST-BATCH-MG24-10

#Hx
< TEST-BATCH-MG24-10 ElEd =57
R
#t% 1D IFiTREe Eaan -
8331753638854656 - Product1216 2026-01-15 23:59:59 UTC+08:00
2 B "t
3 0 3
DERIER
AR 1D 13 23 fi fo 3 t
3 226 FES
171384; t 26 R
163287 iR
15341788 ABE
03924941  testStationt B8
08607623 test u-safe U-Safe 00003F0074 e 00003F0074 - FEIM

AARR 7 ECkFFR b

Q #x
— MERER AT USECL SRR, M—NMRIRIEFER R ERR— MR
AR A ECRS R BRGRRIERATIRR:
1. &% OnBoard Edge Service,

2. REEMESEFHNTI, £ TEEFEHRITE0, ARREHMATHUR, FHARR
TUH

3. fEHURTIE, WINURBPRERIETH, HAAERSHTRARNRERIEHITIE,

368 /558



g OnBoard Edge Service
5 IS
#x

RN

4. FIARERED,
=8

< TEST-BATCH-MG24-10 () ="

TEST-BATCH-MG24-10

#itx 1D

8331753638854656

28

3

SDERIARE
SRS 1D Q  RRGER
00383238 station1226.
17138435 station1226
16328728 station1124
15341788 ut
03924941 testStationt
08807623 test u-safe

Q

©
&
£

IiTeRs FREn ESa{sh]
- Product1216 2026-01-15 23:59:59 UTC+08:00
B~ R
0 3
e C
BRSX ¢ U-Safo BR U-Sofe T ¥ U-Safe 31 HRER w3
FEB - - - -
REH - - - -
REH - - - -
REB - - - -
=6 - - - -
U-Safe 00003F0074... . WE 00003F0074. - FEm

RGN, BIRIERRRENDE. DEE, FERIBPRSZEENIT

RIAS IR IS station1226edge01" F FIRR AL
R*TEST-BATCH-MG24-10"15?

369 /558



7REREYGE 53 Bo ke R Uk

A =

BUBERER, MNMAERIGTTESRS AT RBER,
1. &X OnBoard Edge Service,

2. REEMEEFNTI, EI] UEEFEHRITEH, ARREHMETHUR, FHARR
TUH

3. EMRTIENSERRIGEEL, HEEHIR, BUBAERRESNITRATRR I,

e OnBoard Edge Service

#Hix
< batch1215 G =57 EL ]
RR0S
#ftx 0 INiTeNe REW St
8289436857008128 - Product1215 2026-01-14 23:59:59 UTC+08:00
o BEm R
100 2 98

3 ¢ v Safo B Safe KT W Sa HREW T
12938827 cloud xEH batch1215 D

A, FHRIANGENEED, RE#IA, BIRERRRENEVEDE. BURDERE, RRIER
S=XENTRA.

370 /558



0 WIAHSE

RIADASRIERK cloud"15? A REERRES

- [

M LERIR DatchI 215 e R,

XAk BRALR

O 8
HRMIERE, Z#R TEDECRYRRIGE B ohi#lR 2 Eoo
1. &% OnBoard Edge Service,

2. REAMKREFNI, I TEEFEIRITEN, AEREXNNMARAR ID, HAN
#RTIE

3. EHRDIE, REXREATMBIER.

371/ 558



Q #x
EMFFZESRIARE, RREFAATHE, BREXRABHIRRA, HHRET
JFIBTTINESEY, BIRTABRHAL R,

@ iy User

e OnBoard Edge Service

s I
TEST-BATCH-MG24-10
#X
< TEST-BATCH-MG24-10 EEEE =5
RN
#itx 10 IiTeRs FRER ESshl]
8331753638854656 - Product1216 2026-01-15 23:59:59 UTC+08:00
e B~ MR
3 0 3
DEERE sc
$AR0S 1D Q fMRENER Q 8|ESR v U-Safo 818 U-Safo XT ¥  U-Safe FJ #HtRE® s
00383238 station1226. xE8 - - - -
17138435 station1226 FEHB
16328728 station1124 xEB - - - -
15341788 nt xEHB - - - -
03924941 testStation? B8 - - - -
= 08607623 test u-safe U-Safe 00003F0074.. o WE 00003F0074 - FEm

372558



hR7s: v3.3.0

#{AI7E£ OnBoard Edge
Service PEIEMEIRIFR UL

O 8
OnBoard Edge Service FRVRIEERFAM I, =T HNEXEEN 5T
OnBoard™ loT Security (OBIS) R#17,

Q &%
{RA] LURIESEPRE R, BE AP BEE OnBoard Edge Service BRBM EIRIRRIE,
ETE OBIS AL EMEIREZRIL,

ASOFIESRTE OnBoard Edge Service FIFZR LA T i8/E:

o BIEGERIL

o FIRFILLETE Identity U-Safe
o NIFFRILARLE |dentity U-Safe
o MIRRIGER L

o BERRIG

o BEFRRILER

Gl i

TEFEZAE, FHR:

373 /558



o {RAILLER OnBoard Edge Service,
o« EMELIRENE T B D EMNM Identity U-Safe,

Bl FRub

Q &=

NI QIERRiLE, Re]LIARIESSPRERTE OnBoard Edge Service ilt/xHELE
EHERiE, FITIRERRAT, BERFERRIL ID TEFHIRET AR E ERS
RS

SESTAT LIS P b

o FRHRKRERPIH (Programming Station)
o @R S$ITITH (OBIS Programming CLI)

1. & OnBoard Edge Service,

2. REEMERSEFHNI, £ UEERRRIGTED, ARREHRM.

374 | 558



9 OnBoard Edge Service

= I
#R
SNOWBALL FACTORY DEMO04
MRBID Q@ RRABER Q  BRHN
08970190 tost U-Safe
00383238 station122..  XKEH
17138435 station1226 xER
16328728 station1124 xe8
15341788 tt xR
03924941 testStatio. 28
08607623 test u-safe U-Safe
11496092 station2-zf xEB
16684125 testS xe8
11302652 station44 xE8

3. ERMRFRLEL, HERPMBMN=ES, HEEERAR.

i3, #E5gy U-Safe,

RIS BFR

L

DL

M

DL

Fam

RL]

DL

375/558

=48 Q

12121

test1234

U-Safe

00003F00...

U-Safe .

User

] '

U-Safe . RRER

00003F00... -

c 2 an o me anes

BRAAAEES




Q #x
NRERFH NN U-Safe, (REJLATELBRE U-Safe THIEFIEZEE AR Identity
U-Safe #T4RE, BRIMERRIENINEEHEITHE,

4. REHIA, BIRISERURRIGHIE!E,

HIRFIEYPE Identity U-Safe

Q #x
#ERR, FJ{EHMA Identity U-Safe &% Programming Station & .

1. &R OnBoard Edge Service,

376/ 558



2. REEMESFHNIT, I NEHERERISTTED, GRS N GRRISEHED
L ERRHRERYIRE.

9 OnBoard Edge Service (%] (] G User
Ir
#x
SNOWBALL FACTORY DEMO04 EHl = c
et 3
MRAMID QO BRRABEK Q BRHA v KD v =48 Q U-Safe U-Safe v  U-Safe RER
08970190 test U-Safe Fam - - - - - =
00383238 station122 28 M 12121 - - - - [wz]
17138435 station1226 xER D] )
16328728 station1124 E:2=) EM
15341788 1t xER BL:]
03924941 testStatio. 1] pL
08607623 test u-safe U-Safe Fam test1234 00003F00. o WE 00003F00.
11496092 station2-zf xE8 D]
16684125 testS xE8 DL
11302652 stationdd B8 DL

3. EEFRRIL U-Safe BOF, EEFEEYER Identity U-Safe HaEdHRM, BIAIAZ
IRFULGBE Identity U-Safe,

377/ 558



0 SRR U-Safe

SRR U-Safer

FIRFULRSD Identity U-Safe

A 5

fR4RfS, RIfER Identity U-Safe &% Programming Stations

1. &% OnBoard Edge Service,

2. REEMESEFHNI, I UEERRRISTTED, GRS MR RISHED
P EARFEREARYS.

378 /558



g OnBoard Edge Service

MRB D Q

08970190

00383238

17138435

16328728

15341788

03924941

08507623

11496092

16684125

11302652

RRBER

tost

Q

station122...

station1226

station1124

e

testStatio.

test u-safe

station2-zf

testS

stationdd

BRHN

U-Safe

xe8

28

xe8

xR

-2

U-Safe

xEB

xe8

xE8

SNOWBALL FACTORY DEMO04

RL]

DL

DL

DL

Fam

RL:]

RL]

Dr]

~#8 a

12121

test1234

00003F00...

U-Safe .

U-Safe .

00003F00...

3. EHRIARBE RS THIA, BIEINIZRRILHESE Identity U-Safe.

379558

]

RRER

an o me




M PR IE Tk

A =
MFRENRERISELERE, FIEERE
1. &X OnBoard Edge Service,

2. REEMEBFHNI, I UEERRRISTTED, GRS MR RISHED
P EARFEEMIRR

e OnBoard Edge Service

SNOWBALL FACTORY DEMO04

MAMID O RANEK Q BRAL vV HS #48 Qo U-Saf afo U-Sef =

08970190 tost U-Sofe 1 =

00383238 station122. 28 sIM 12121 E
(2]

17138435 station1226 xER8 DL

16328728 station1124 x28 pL

15341788 e P G|

03924941 testStatio. =5 Ol ]

08607623 test u-safe U-Safe FEIM test1234 00003F00... wE 00003F00...

11496092 station2-zf F:0) o]

16684125 testS %88 Bl]

11302652 stationdd EEH DL ]

3. EIABBRE QR R EIiIA, BIRTRIFR iz G RIL,

380 /558




ERRFRUESR

1. &3 OnBoard Edge Service,

2. REEMESFHNI, £ EERRRIGTED, BAEERRIGIEXES
(RR5ID, RRIGBHMANERBNF) -

381/558



gmaoaraeugeSemce @ o g User

SNOWBALL FACTORY DEMO04 i IR
MRABID Q MRBER Q BRH Rs ~#8 Q U-Safe U-Safe v  U-Safe SRER
08970190 tost U-Safe
00383238 station122 %88 Bl ] 12121
17138435 station1226 xE® L]

16328728 station1124 xE8 CL|
15341788 tt xE8 L
03924941 testStatio =8 DL
08607623 test u-safe U-Safe FaIm test1234 00003FO0... wE 00003F00...
11496092 station2-zf xEB RL
16684125 testS X8 Bf]
11302652 stationdd xE8 DL}
= . - - -

ERRRUE

Q #x
YIRFUMNERTARAZBIEER, RASER— I FEINZEE, ZZBBRATESR
Programming Station ik, ZFENIZEEH a8 &K,

1. &% OnBoard Edge Service,

2. REAMSFEEFNIN, 17 NEERRRIGFE, SEXMERIGHEDR
R ERERRNE,

382 /558



g OnBoard Edge Service

= I

SNOWBALL FACTORY DEMO04

@MRABID Q

08970190

00383238

17138435

16328728

15341788

03924941

08507623

11496092

16684125

11302652

MRBER Q

tost

station122...

station1226

station1124

e

testStatio.

test u-safe

station2-zf

testS

stationdd

BRHN

U-Safe

xe8

28

xe8

xR

-2

U-Safe

xEB

xe8

xE8

B8

64240883

oL ]
FaM
TR
M

DL

383 /558

~#8 a

12121

test1234

00003F00...

3. FHMINEIEEN, RAIRAETRHERIRRIEHEREN.

U-Safe .

. WE

U-Safe .

00003F00...

RRER

an o me




hR7s: v3.3.0

Programming Station AY#E
AR

@ &

Programming Station & P im B BI{X3Z#F Windows #21E&R S,

Programming Station @"&fa—AR"HiTiHR, AFXgEHTIERRMECE,
Programming Station M FERERERIGFEHRITESECHRRERES. FABRNCRHE
FSAEFEEIMRERNXERT, SRETESFEMNRIEIRE, FRIERTERNT
REFNKERA, BIRTENTERCH ERIEXIFIEEE.

Programming Station @I 7 BAMRMEHEAEENECH BHRRE ST
A, KANARSHMFEmBIRORES, WM IRAR:

Hefit
A R
B
NIRRITEMRERAFRRE
Programming o PUTHECRIESHUR, SFohmNEFHRIRIREEF
Station ®F  OBIS TTEARR, UTEHMNANRRIERGE (ZRGaRS
I THITRIZIEHI#IZS CLI AR IEES CLI TH)

o EEE@EIRE R USB im0 5818t

384 /558



hefs

pii LG €
5
Execution
Process . . .
OEM H OEM AAHHZE, BFREHIRRSIESFHRERE
Control
Scripts CLI
Chip o
Adaptation ﬁﬁ SR BREN TR, IIFRESARNRRSEEEREO
CLI "
IR . _ .
Programmer s (WiEA) KR SRS TA (W0 J-Link) , B
CLI e EEYBERREGRRE

XD RERME OBIS BETSSTH ZRIS A FaMRRSEEN, EAPTERERIFRIT—
By, EHUHNEERERTG

385/ 558



hR7s: v3.3.0

Yl R 3 Programming
Station

OX:

Programming Station & P im B BI{X3Z#F Windows #21E&R S,

ISOBIESIRINMAIZRE Programming Station 2 i,

BERF

ez E, IEMIRIRE M EEKIREY Programming Station &P imBY &6,

BRIEPER

1. i&1T Programming Station ¥ P IGHILE B LUB I RERF,

2. EREREMETN, REAEATFBEE—TMREMUE (HERRABER) , A5
RERE,

386 /558



@ Programming Station %%

PETHENT
VESE Programming Station BFEMV(FE

N/
AN

©

Setup ¥ “ amming Station £ |5 |
B T RanR e R
BHriE

- BRESTESAR, B O

[C \Program Files\Programming Station

FiZEZ=iE: 529.9 MB
D]FZEiE: 884.7 GB

| | S

|

Prosramming Station 3.2 .2

BB

[ EBE©O |

3. EREMEOS, (RA]LRIESEFRERAIEELT
FXo

387 /558

Programming Station, SA[5=i5




) Programming Station %3 -

S
Programming Station BETETT{TRIRG -
Bt Gei(r)] RHRS -

1Z2{T Programming Station(R)

< E—&F) BUA(C)

4. ‘B%IBE{T Programming Station /5, Programming Station & P i#¥ B 51ia1T.

388 /558



(eu!sml @ vx v - X

RREFR .

& BRI

IP st

HR 1D

389 /558



hR7s: v3.3.0

Y{e1 & F Programming
Station

@ &

Programming Station & P im B BI{X3Z#F Windows #21E&R S,

ASOFIESIRINEMER TR, ZHYER Identity U-Safe BB SR Programming Station
& P

HiRE

TR zEl, BHRR:

e B7E OnBoard™ loT Security (OBIS) (As#1T]” & =] ) 8¢ OnBoard Edge Service
SRR RIGHI RN,

o B&%E Programming Station ZF i,

AT

Q #F
BRIREE R SEkhBh5ER OnBoard Edge Service FIEFE, HEMMNERIEELT
T ARSHWIFIR,

390 /558



Fi—: TEBER

1. 3BT Programming Station EF i, FARERAH,

2. 7EARSSEsHhuEA=rhig N IP itk (580, 192.168.0.1) . ARSBHIULMIIREN A ZIESES

BRI,

O BREFPW

RREF IR

=Ir

1P tthhik
[192168.40,107 ]

1305 1D
[-15483592 ]

0 ZUSECEBAETEBER, AHERBRFLEN
R

@ B v - H X

Tlrﬁ.,i? I

B

3. WMANNAERLE ID, AEREER. ERE, NEIRBKEZE Programming Station

P impYE R Ho

391/558


http://192.168.40.174:3000/zh-cn/obis/3.3.0/feature-guide/factory/check-factories?id=%E6%9C%AC%E5%9C%B0%E5%B7%A5%E5%8E%82#service-address
http://192.168.40.174:3000/zh-cn/obis/3.3.0/feature-guide/factory/check-factories?id=%E6%9C%AC%E5%9C%B0%E5%B7%A5%E5%8E%82#service-address

S RREPM
BRREE HORFE  EOKRE

TEST-QORVO-.. =~ = TEST-QORVO-QPG6200-LOCAL-0219
#t7x 1D:

8806735210872832 B BE~
ITHRS: 10 5

LOS-ANGELES-001

R

Qorvo-0115-v1.0.zip [ @

]

O HFHURKTRL, PILI4ESE -
o
03
L
xF
SNOWBALL
322

@ HEMNR 0% O HREEHR

FR=: ZiEER

Q #F

02

04

LIPS

P

v 2X2 {33

VA REESELN AMNERILEBRARENERD, RAILTE OBIS 3% OnBoard

Edge Service EERRILEREN, %R BRIE A XFHER,

1. 3BT Programming Station i, ARIERAH,

2. TEARSSEBMULFZAREN IP #uhk (30, 192.168.0.1) . ARSHUAIRENAEIESES

BiRS L,

392 /558


http://192.168.40.174:3000/zh-cn/obis/3.3.0/feature-guide/factory/check-factories?id=%E6%9C%AC%E5%9C%B0%E5%B7%A5%E5%8E%82#service-address
http://192.168.40.174:3000/zh-cn/obis/3.3.0/feature-guide/factory/check-factories?id=%E6%9C%AC%E5%9C%B0%E5%B7%A5%E5%8E%82#service-address

© BB @ vx v - I X

RREFH

=TI

1P ik

[wmmmuw ]
RS 1D

[ 12360568 ]

O B 8 (IMFHE

._.
L /V j‘
/ | 8

.

3. MIAXMNAERI ID ML, REREER. BFE, TESBEE Programming
Station EF imAYE R E,

393 /558



S RREPM
BRREE HORFE  EOKRE

TEST-QORVO-.. =~ = TEST-QORVO-QPG6200-LOCAL-0219
#t7x 1D:

8806735210872832 B BE~
ITHRS: 10 5

LOS-ANGELES-001

R

Qorvo-0115-v1.0.zip [ @

-
FALE
(4]}
O HAHURKTER, BILAESRE -
.
03
—
xF
SNOWBALL

322

@ HEMNR 0% O HREEHR

B =: Identity U-Safe EF

OF::!

02

04

LIPS

P

v 2X2 {33

5 Identity U-Safe WAREREN, FEMNSIIREATHHENA Identify U-
Safe, FHIGXNAY Identify U-Safe (FEECE L] BI7AN0) #HABZREE Programming
Station EF#MIEE. ENG, & Identiy U-Safe BFERFIE, TP EHIFIRGIE

Rk Do

[E—ATE] R aEIEN— Identify U-Safe, BNELEE R,

1. 1&1T Programming Station B i, AEIEZEAMFIEN Identify U-Safe,

394 /558



2. 1EARSSERMnbt=AhiaN P itk (6180, 192.168.0.1) . ARSZHUAVRENS FESES
BhiRsS it

© mREru @®x v - I X

RREP IR
ff% =TI
{wmﬂ ] ) »
J. 9
e @
g
' (il §
Py
3. REER. BFE, NE=PEZE Programming Station ZF iR E R E,

395 /558


http://192.168.40.174:3000/zh-cn/obis/3.3.0/feature-guide/factory/check-factories?id=%E6%9C%AC%E5%9C%B0%E5%B7%A5%E5%8E%82#service-address
http://192.168.40.174:3000/zh-cn/obis/3.3.0/feature-guide/factory/check-factories?id=%E6%9C%AC%E5%9C%B0%E5%B7%A5%E5%8E%82#service-address

S RREPM
BRREE HORFE  EOKRE

TEST-QORVO-... =~ = TEST-QORVO-QPG6200-LOCAL-0219
#t% 1D:

8806735210872832 B B
ITHRS: 10 5

LOS-ANGELES-001
B

Qorvo-0115-v1.0.zip [0 @

wie Iy
FALE
> Fia
(4]}
O HAHURKTER, BILAESRE -
.
03
—
xF
SNOWBALL
322

-~ B
FR—: BHEESR

Q #F

02

04

LIPS

P

v 2X2 {33

VIaEREEEEL ANRRIENBARAEREERD, (RREILTE OBIS LEEESR

USSR, ZBENE BRI E A SHHEN.

1. 1B1T Programming Station B Fis, EERI, ABRRAFNEI ID,

396/ 558



© BB @ vx v - I X

RREFH

I | =T

Irio
[3290228821 327872 ]

1ER15 1D
{ 19299899 ]

O B 8 (IMFHE

._.
L /V j‘
/ | 8

.

2. MIAMNAERL ID M2, REREER. BFE, TESBEE Programming
Station EF iwEIEFRHEo

397 /558



S RREPM
BRREE HORFE  EOKRE

TEST-QORVO-... =~
#t2% 1D:

8806735210872832

ITRRS:

LOS-ANGELES-001

R

Qorvo-0115-v1.0.zip [ @

O HFHURKTRL, PILI4ESE
Fo

xF
SNOWBALL
322

@ HEMNR 0% O HREEHR

= TEST-QORVO-QPG6200-LOCAL-0219

]

03

B =: Identity U-Safe EF

OF::!

B
5

02

04

LIPS

P

v 2X2 {33

R Identity U-Safe WA NEREY, FEMSTIREA T HHEMNE Identify U-
Safe, HREIINAY Identify U-Safe (TEECE L/ BY/700) Programming Station &
Pimii&E, NG, & |ldentiy U-Safe B4ERRIL, FFIHIFIRBIERIL ID,

[E—BfiEl R BN — Identify U-Safe, B[R EER.

1. 1B1T Programming Station &P i, EERI, ARRANNEI ID HiEA

Identify U-Safe,

398 /558



O BREPE @ $fx v - o x

RREFE

I D
3290228821327872

2. REER. BFRE, NESPEZE Programming Station ZF iwAYE R HE,

399 /558



S RRAEPW

BREE HRFE WORHE

TEST-QORVO-... =~ = TEST-QORVO-QPG6200-LOCAL-0219
#R 1D:
8806735210872832 a SR a BEF R
ITRES: ¢ 10 5 ¢ 5
LOS-ANGELES-001
Rk
Qorvo-0115-v1.0.zip @
FALE
‘IIIIIEIEH%!IIIII
0o 02
O LNHURKTER, RIS L -~
Ro
03 04
- @
%F
SNOWBALL
322
@ HEAW 0% O HACEHR [£+}4

400/ 558

2x2 {33



hR7s: v3.3.0

Y{AI{E Programming
Station PHRITIRERR

OX:

Programming Station & P im B BI{X3Z#F Windows #21E&R S,

ASOFIESIRINEIER Programming Station Z P iEHITIE & RS-

Gl gk

EFE a0, IEHERIRAI LIS R Programming Station 2 F i

BRIEPER

1. &3 Programming Station %, HINEHEPKRES L,

401/ 558



Q #or

INRFELIEM RS RGERRAEZA, HERERAHEMRIREE, AJRERAX

sEmEc s L) BiR, MASHERFIENESMA (EERN, I LES
X 512 MB (XX f%) » B, (FAISFHATANEE © B, “EHETEH
B2, RETNBIANMIE TR,

INRIFFRIEIER D BECAEAHEX:

o AHMR ID RIFAMBEE £ EIF, SARRANRR ID MTFKEH RZAgH

~ ot
/R 15 1%\ o

o ATITRESKEANNNSE 2 BIF, WNITRESHIERXHIH RS
MR, MIMIREH R BIHERIE S

S RREPE
BRREE HRFE  EOKHE

TEST-QORVO-.. =~
#t7x 1D:

8806735210872832( )

ITHES:

LOS-ANGELES-001[_ ]

Qorvo-0115-v1.0.zip (0@

O LHHURKTER, PILAESE
R

xF
SNOWBALL
322

@ HENW 0% O HABEH

= TEST-QORVO-QPG6200-LOCAL-0219

ES8 4
10

01

03

402 /558

BE”
5

FALE

02

04

24

v 2X2 {33



2. EHRFRETETTAIUEEHRBXES (Y, VID, M PID F) .

S BRREPH - P X

BREE WORE

TEST-QORVO-QPG6200-LOCAL-0219

HRB R TEST-QORVO-QPG6200-LOCAL-0219
R 1D 8806735210872832
iTEES: LOS-ANGELES-001
il m
PID: 0x8001
VID: OxFFF2
Il EE Product0129
CHES: QPG6200
AR TEST-QORVO-QPG6200
BipZs: Qorvo-0115-v1.0.zip [ @
Bl 10
B&r: 5
5 5
@ HEAW 0% O HREEH X v 2X2 {3

3. 7 Programming Station PN EREH, ERIHEORETRZD, RIELRERT
mREXIEIZE RREREERE,

403 /558



Q #x
IREFRRBFERHENTMAZERFERVISERE. SRIRAZITIRERIRRES
EERBERMRXENTHRSIRRIDRE, FESHEUTHRAE:

TTERANFIE AL EEER

178 x FlE < 24
T I RSB 16

o HITHEART 4 BY, FIEIXEIN 185 2

o]

o]

o]

i M I fE A i QA R Bk O 2z B3R A AR, siid TEFHECK Excel
&1k (Template.xlsx) KEHIRF, FEELEEETER.

BRETE MRS
TEST-QORVO-QPG6200-LOCAL-0219

0] 17+ 5

7| 2X2
01 i 1200000508 o EH
——
RILTIIE
2
NERPHNOSBTER
EEHORIGR iR TE B Templatexisx
X BfEXHF
® HEOM: 0% O HREBEH X v 2X2 {33

404 / 558



4. MIMSE IR/, 1E Programming Station ZF RN EREH S IR, HITIEEE
Ro

Q &2x
BRIHAE FANHLAHERRSSBERNIFZNRRITHITRENNAHE
JE:

o $h# 2 90%:
= BERER "EERIHL LR, BRAI BEERNERSEH"
« APAREERR,

o fA% =100%:
» BRER: "BREHLLR, BHRKAI EEGRKNERSEE"
« AP REEER

FERIEPIT AR EIHFORERZ D,

405/ 558



S.

S RRAEPW

BREE HRFE WORHE

TEST-QORVO-... =# = TEST-QORVO-QPG6200-LOCAL-0219
#X 1D:

8806735210872832 e S a BEF
ITRES: 10 5
LOS-ANGELES-001

fEzs:

Qorvo-0115-v1.0.zip 0@

1

0o

O HFHURKTRL, PILI4ESE L 4
o
03
v
xF
SNOWBALL
322

@ HEMNR 0% O HREEHR

BRRERE, RENENEOETEERENERIFS.

Q &=

02

04

LIPS

P

2x2 {33

[EBY, tB]7E OnBoard™ loT Security (OBIS) EEE K HIHENMIEXHEEE,

406 / 558
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BREE HOREE  EOKE

TEST-QORVO-.. =~
#tR 1D:

8806735210872832

ITRIRS:

LOS-ANGELES-001

B

Qorvo-0115-v1.0.zip [ @

> FFiA

O LHURKTER, PTG
o

XF
SNOWBALL

322

@ HEAH 0% O HREEH

= 1200000508 b

100%
52%)

e e
hex"

“C:\Users\maryw\ AppData\Roaming\ SNB\ ppcli\ programmings\ Qorvo\matter_factory_data_1200000508 hex"
[15:18:42] hexmerge:

[15:18:42] [Progress]:80% Executing command 9: program-hex

“C:\Users\maryw\ AppData\Roaming \ SNB\ ppcli\ programmings\ Qorvo \ qorvo_merged _QPG6200_1200000508

hex” --device QP 00 --emulator-serialnumber 1200000508 --emulator-logs

G \Usmg\.m(}ryw\AppDnm\,R(mmmg\SNB\,Qm-.'o\emuln{or_!ogs'

[15:19:04] output:Programming

C:\Users\maryw\ App[)oto\ﬁ’ooming\SNB\ppcll \ progrommmgs\, Qorvo\qorvo_merged_QPGEZO0_1203000508 h
ex Programming took 20.52 seconds. [Progress]:90%

[15:19:06] [Progress]:100% [Finish]

[15:19:08] out:b'{\r\n "success™ true,\r\n “respCode": "8000",\r\n ‘respMsg™ "NoError’,\r\n “respData™ null,\r\n
‘respTime™: 1770189547 \r\n}\r\n

[15:19:08] [exIT] O

[QRCode): MT:634J0-C714EPGSTWEID

QRcode link
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Factory Edge Service API - v1.5

1481TiER

hix
by

v1.0

V1.1

V1.2

V1.3

v1.4

v1.5

Eig
BiE]

2025/
03/
26

2025/
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2025/
12/22

2026/
01/26

2026/
09/10

2026/
10/16

2. A

Factory Edge Service API BFERTIA. BEEFHIR. BITRERR. LEEFKIE. TWREEEREMIEEE. RIEEOFRA HTTP MY
RREE, FBIERMNMEIER UTF-8 4id.

BN BIZROME.

¥4ahRZ

EIN"EREFE RO BREVGESIRS T LUEAZEO

B EIREF B EOSHRMETIRBM SRR TIFEA matter B9 grcode (EAERFHRINREER
IO EREBES
EINFRIET IR

B ENREER M EMREEE " EO
1IN B EERE R EO

1IN LR EE IR %O

B EIIEEIFE". "B ENRE R LRSS IR O

g EWEREEER" “IRE Matter Z453", “ EEIGEMIANM4" . “EEOB". "ERBEREN". "EHTIHERS
X" "U-Safe MBER". "THER". "TIHNEHER". "“HiT8EgHtKx . "SRR "EWTIRES . "JREX
INASIEREIE" . "REULR TR . "RNEEERIE (FEEND) " "BRRPEERIEREUE". "HIRIERER". "SE
APDU Hi#tlRR". "SREURRMAHIIL". "FEXMH". " EEIRESEHAE". "E Matter Verifier'. "&£k Matter BoE;
fR"F1"4E Y Matter Unique ID"#0

HREEEFEZEO"EWEEER N EMERER NRBRA

HFEAFEERLE M IRIDIH A

AHFERK, HRESEOIBERSH. MESHERBERTA.

3. aiEkk

ZEEOBEUT Key H—/I\E)
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Key BEYIE L]

content-type = ARKDY, BRIFFRIRAE, BUEZESFR application/json;charset=utf-8
x-snbps-factory-id & I/ ID
x-snbps-timestamp = 1EKBYiEl, 540 2021-09-17T16:47:05.132+0800
x-snbps-lang B BEHRS, INMEAZEX: en-US, ZiFhEE: zh-CN
x-snbps-request-id = &K tracelD
31 EORARYESEN

311 RSt 5iERIE

BRSSH14%79 {BASE_URL}/api/iot-factory-edge-service ,» EF {BASE_URL} 79SEBR Edge it (MY, IPAEBMIHA) , FEEBERS
IR TSUEORFIEMFZER.

JSON &RMEEA UTF-8 43; GET S£#&@id URL Query %%, multipart X EEFBEZFEFIHBENER boundary,

3.1.2 TEiE5EOKKE

PS TifAMA /login /&, MIR[EH respData.token SKEXRIESHE, HIERLIERMN x-snbps-session EREZFEN, THRIESHSER
traceld / vuid BFFEHRIR; x-snbps-request-id RATFIERER, FREABWS tracelds

REAMHHBBEERE, FARZFRPEONSBEHEEHHR.

AR OB ukeyPermissionFilter GREIRES:

/assignBatch
/queryPPCBatchInfo
/v1/queryBatchByOrderNumber
/getPPData
/getProgrammingData
/uploadRequestData
/programmingResult
/executeApdu
/vl/eventLog/upload
/vl/matter/onboarding-payloads/recover
/vl/device/information/query
/vl/testFile/upload
/vl/deviceData/upload

RS BRI AET, IRE] HTTP 200, WBF55H 8050,
313 FREMSIM ETFX
FEENHIBBEEEMIIES . HFTCEN application.yml REUTEORFHIREFSESCEEZIM:

e /vl/device/detail
e /vl/updateDevicesProfile
e /vl/deviceData/upload

e /executeApdu
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e /vl/eventLog/upload
e /vl/queryBatchByOrderNumber
o =1 /generatex EOMKE

LEMMITRERTAENE, FRAXEEOTEFTRM x-snbps-avth-token o EXKIFFINZN BIRFRNENEE, FENXEFRNITERES
EFETE AR S HRE 2 BENER,

x-snbps-factory-id BFHEEAHI 58, Haill L TXEBELFEEREEXERTHESIEMREN, FEENBEBIIZIERLTIET

3.2 H—IR SRR IR

Factory Edge Service API @ RA%—HY JSON MR, SFERUANT:

FE -5 BEWE | FH iEA
success boolean o) true RASSHELTH
respCode string M 8000 FmALLN; HfthllSSHEiIRE MR
respMsg string M i KEUEA, ZESRETM
respData object / array / null a2 ZEONVSHIE, TREFEFH I SEKMENEEA null
respTime integer (int64) N Rz TR Unix BYEIE, IEFREH

3.2.1 IRz

{
"success": true,
"respCode": "8000",
"respMsg": "NoError",
"respData": null,
"respTime": 1792108800
+

3.2.2 $EiRAbIE

W58 E (clientApiException) FITUARIERIIYEE HTTP 200 iR[El, FARATEEURIE HTTP RSB HENS2EMRII, BERE

success M respCode o
BEUEEIR. Bean Validation RIGKK. T EENKM LMK EIZAFRILRE HTTP 200, RARIESSFR HTTP ARZASEBMME AR H#HITIE,

3.2.3 15 Rz

/download EARMIIBTEREREIX AR, FEMALZ— JSON MMAZT.

4. #EO%FE5| (29 1)

T35 Factory Edge Service API HaTHHEY 20 O, BUEBERIFE. BAMNEE. BHOMERARSHER, BEOESANFER EORALE
5ER"ET,
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/v1/deviceData/upload

/v1/device/information/query

/v1/matter/onboarding-payloads/recover

/V1/testFile/upload

/heartBeat

/queryLoginOptions

/queryLoginType

/preLogin

/login

/logout

/v1/queryBatchByOrderNumber

/assignBatch

/queryPPCBatchlinfo

/getProgrammingData

/getMetadata

/getPPData

/uploadRequestData

/programmingResult

/executeApdu

/getScriptFile

/download

/v1/eventLog/upload

/generateVerifier
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R/ Mislk
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FERM TS ETX

TihRiE; PAENAARNE

TIhRiE; FPAERNALLRE

TihRiE; PAENRAAHKNE

TIhRiE; FPAERAAHARE

RERMTIE ETX

TihRiE; FAERIAHARE

TUARIE; PEERDAHAE

TiRIE; FEENNAHRAE

TURIE;, FEERLAHAE

RERMBTIE FTFX

FERMITIE ETX

TihRiE; PAENAARNE

FRENIEEELE



RS 5K Method Li=por:iEd EORMm AAS5

5.26 POST /generateOnboardingData 4B Matter ECE T SRR ERE

5.27 POST /generateUniqueld 4 A% Matter Unique ID T EENIREEBEE

5.28 POST /queryDeviceData THLEES (BER) RERMTIE ETX

5.29 POST /updateDevicelnfo EIgEES (BEF) RERMBTI ETFX
41 EOSEEIHEA

ZA#ZEORS|BE ProgrammingStationController M ExternalSystemController HEiFMH 29 ZxMEOKE, FTEEEEEE
Controller. J&iA TestController REBEISEER UsbKeyControllero

/vl/testData/upload BMEFEETLIERBESGFERED, EYaEHIRREMZIED. §EEHIBS @D /v1/deviceData/upload £
%o

5. E&OYIE
5.1 EifigFiFE

1RHE AND ZABAEHEUFAMTIRFHEIREMSE, HRIE querykeys REEEDAHFER. FMREINFICEICRAT, KRREIAHELKIEN
niniE. EEREREETEATRHFE deviceld MSFIDR, REHIRG 8102 ; HFER—m. FA—RENSFICR, WIREFHEERE
EifigREE,

5.1.11&R Method
POST
5.1.2 iER URL
{BASE_URL}/api/iot-factory-edge-service/v1/device/detail
5.1.3 iFK Body
ZiEOW Body BEUTEH
Q #F
devicelocator HH chipUid. bleMac. serialNumber. matterQrcode. matterManualCode EVHRERM—IIFTE, HREH

ERMBIEIR M, FREEAFMYRA AND 2184 S, FARRNMIEHEBFHISHY, UWRREMBITIRS. queryKeys (NATIEERME
HEIENARFER, TS55RETNFIIILE,

2
zn:
B S ?l{\ BiEA
|
deviceLocat biect | B FARETIGENEMESR, %EF deviceLocator FAEMFMEY, chipUid, bleMac,
eviceLocator object £

serialNumber; matterQrcode matterManualCode E/AMAME—IN
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b

B S BieA
———chipUid string & ERIEESHFFH mculd
——bleMac string & SHES mac ik
——serialNumber string &  BFIEERKE
——matterQrcode string &  matter B T4
F——matterManualCode string & matter FLEMEG
filters object B RBEMRESNHENIRESRYE, BTRELETIOEHRE

——productionTimeStart  string & I&&EFRETFIEEE, BEAKI: 2025-12-16T12:02:58+08:00

——productionTimeEnd string & IREEREFTEABTE, BEAEI: 2025-12-17T12:02:58+08:00

——nbatchld string & IREEFRBHCIRS
matter object & matter EHXIEESH, EHZSHATRESETHRHAE
F——pid string & matter i&&FAE PID, EMILBSHKGEHTREZTHEEHIEHE
F——vid string & matter i&&FAE VID, BIMLSHREFHEHTIREEHRENEHE
customParams object B BEMXFHITIESE, ¥IFIESE customParams S A

2

- UFRFRHARREN, ZIHEENHER (W0 natterData) HFEHEEZ (A0
queryKeys string[] ;;E chipData.chipUid) o ASMNGEIMRILACALING, BEFRIEMR queryKeys TIENTEH, M
@ BREEMR {}, FRMINRLCFAEFE. ZIFH key IB2E T E1HEYIZE (queryKeys V2)
customParams S35 EA

FEOZFHESZSRENBEXTBFN, URABRENHIEDIE. SRERELVSHEEX LENFTREOHREN, ITRNNFRESHEE
ISR BRER, BMALLEXRA,

customParams S

o XA JSON MR (REXES) o
o i (key) : BELEEMYT BFEZ (fI80 "customData") o
o {8 (value) : ZFERHEFLEIEARE (B8 "customDataValue") o

il
{"customDatal": "customDataValuel", "customData2": "customDataValue2"}

RTEEHIGE FIREIE customDatal /9 “customDataValuel” B customData2 7 “customDataValue2" HIi2H,

416 / 558



B/ XB EEMR BteA
key  string 2 BT EMNRGELREBTRIER key . AIERR key HRAER, RERRIETATN LN key £&
value  string = B key MM EHSEHHE,
5.1.4 iREISH

Q #F
TRRTWEEHFE queryKeys FHEEINEIR, ERIFEAT, BRESWIELYIEFHEOMEE

B ESid) BieA
respCode string 8000 T, HMHRREE, BEREEETLT respMsg
respMsg string MR {SS, BI90 NoError 3% DataNotFound
respData object EHERIIE
——matterData object Matter ##EEx

——iterations string EARRE
——commissioningFlows string BoMRAS
——discoverableMode string ISR APIRT
F——vid string & ID

——pid string =& ID
———discriminator string X453
[——enableRotatingDeviceld string BRI EINRF
——manualCode string FIECIES
——passcode string BotEg

——qrcode string matter ACR Z4EH5
F——salt string hE
——saltLength string HEKE
F——uniqueid string & &SRR —IRRRT
——verifier string HRSIIERR
——serialNumber string matter JERIEERKS
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B
——dacCertMd5
F——cdFileMd5
———cdFileName
——paiCertMd5

——factoryData
——vendorName
——nhardwareVersion
F——hardwa reVersionString
——partNumber
——productUrl
——productLabel
——productName
——startAddress

——programmingData

——programmingStatus

———programmingLog

——programmingTime
——chipData

———chipUid

F——bleMac
——firmwareData

f——fwName

——fwMd5

——customData

£

string

string

string

string

object

string

string

string

string

string

string

string

string

object

string

string

string

object

string

string

object[]

string

string

object

L

DAC 3+ MD5
CD X4 MD5
CD XfH&#R
PAI JE+ MD5
Factory Data BCEHEX
[ &R
WEfFhR S
AR A F T R
BHS
= SR
=R
FEREM
eyl
REIRREREX
RERFRE:

e AT success

o K failure

o H{TH: pending
RRAE
IRRETE]
SR EIEEX
IRRIFEF T HH meuld
SR IES mac ik
ESESIEPS
E &7
E 4 MD5

BERATEEFN LRI B E R
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5.1.5 iEREH

"devicelLocator": {
"chipUid": "f9e203b4cf3ce632363736425055F321",
"bleMac": "f9:e2:03:b4:cf:3c:e6:32",
"serialNumber": "8360224622727172372"

}l
"filters": {
"productionTimeStart": "2025-12-16T12:02:58+08:00",
"pbatchId": "7603594830282752"
Fo
"matter": {
"pid": "8001",
"vid": "FFF2"
}-l

"customParams": {
"customDatal": "nPK3DqGQQwdE3fYxaofURw=",
"customData2": "1"

o

"queryKeys": [
"matterData.vid",
"matterData.pid",
"matterData.manualCode",
"matterData.passcode",
"matterData.qrcode",
"matterData.salt",
"matterData.uniqueid",
"matterData.verifier",
"matterData.serialNumber"
"matterData.dacCertMd5",
"matterData.paiCertMd5",
"factoryData.vendorName",
"factoryData.hardwareVersion",
"factoryData.hardwareVersionString",
"factoryData.partNumber",
"factoryData.productUrl",
"factoryData.productLabel",
"factoryData.productName",
"programmingData.programmingStatus",
"chipData.chipUid",
"chipData.bleMac",
"firmwareData.fwName",
"firmwareData.fwMd5"

5.1.6 MRz

AR ANRERTEBNERES. EEMFERT, BIRE queryKeys

"success": true,
"respCode": "8000",
"respMsg": "NoError",
"respData": {
"matterData": {
"vid": "FFF2",
"pid": "8@001",
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5.1.7 HFiLIi A

o ZFFN#IESA: matterData. factoryData. programmingData. chipData. firmwareData. customData. seDatao

o FELREIMM: seData XZIFELAIR[D], 5 seData.xxx HNMARXEFFERITIE. queryKeys FEESRMDERN, FRIRCIFIMNIE;
TINFERATHM R EIERFHERN, AEERE=(E,

o JERIUB: programmingData.programmingStatus Z#F success. failure H pending =MKE. HEIARMEIEGEZERA
programminglLog WMFERAEAS, FRARIZFERIUERBES.

o EOSEMN: AEOFRETF UkeyPermissionFilter SREIRIGTILIERIEO, FEENERNZOREBAESENET,

5.2 EMNLEHRES

T EEBISERREES, LB HENRMEEEENEY, BEREERFE OBIS F—EHE,
5.2.1i&3K Method

POST

5.2.2 iER URL

{BASE_URL}/api/iot-factory-edge-service/v1/updateDevicesProfile

5.2.3 i53K Body

Z#EOK Body BEUTSH

=
B 5] N Ll
1"
i i FRNZRIGENEMES, %£#F deviceLocator FAEMHKMEY, chipUid, bleMac,
devicelLocator object = N
serialNumber; matterQrcodes matterManualCode E/AMAME—IN,
F——chipUid string B BEREESHEFH mculd
——-bleMac string A SHXS mac #it
——serialNumber string B RFREERKS
——matterQrcode string T matter EEM 48D
F——matterManualCode string & matter FILEMEG
filters object T ReEEgENHEENTEEG, BTRESETIRHE
——productionTimeStart string & IEEIRFESCFAEE, BEIRRT: 2025-12-16T12:02:58+08:00
F——productionTimeEnd string B OSHERREFSTHRTIE, BEAEIN: 2025-12-17T12:02:58+08:00
——nbatchld string T IREEFNHRS
matter object A matter BXIRESH, BHZEHETRERETHEHRE
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b

E-4 0 i #tEA

——pid string E  matter IRFFE PID, MBS GBI TFIREESEIIEHRE

F——vid string & matter i&&FE VID, EMEBSHEHEMTIREEIISEIEHE

customParams object & BEXERHTIESH, #BEESZE customParams S5

) BILERAETEN, BHEE type. key M valve FE, LEIYA string. FAE
updateParams object]] & e s s
BANTRITFEEN. ZIFN key RIRIEEEIESE updateParams 415
updateParams £%kii 85

FEOZFHETZSHENRRZIFN key, URMMEEREFRICRIEN. AFEESMREFRIERN, AIBFRE, BIMERRELE
(type) HAMBAFT—HEN.

updateParams &4

o A JSON #4,

o Zitype /9 add BY, FE—% key WNMNFERIER,; MR% key BFE, WERHMMHNFEE,
o EROISHEUEZIFMIER, Htype 7 delete BY, MIFR key WRAIFEIER,

o ZBHZFM key FIFBESE ] EMEYIFE (updateDevicesProfile)o

byl
[
{
"type": "add",
"key": "qrcode",
"value": "MT:XXX-SOXXXX"
o
{
"type": "delete",
"key": "factoryData.productURL"
}I
{
"type": "add",
"key": "factoryData.qgbb",
"value": "abcd"
} I
{
"type": "add",
"key": "firmwareData.bootloader-xxx-1.1.s37",
"value": "0000GOO1"
+
1
M ERGIRR:

1. $it8 grcode FER, HIGHMEIREN MT:XXX-SOXXXX; MBRMMIZEFEFERTR, NEZREE,
2. MIFRXILIEE factoryData FHY productURL FEX.
3. TEXMRIRER factoryData FHEIE qqbb FE, HEHEHMEIZERN abedo
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4. MR ENEFFIFRPHIEEF bootloader-xxx-11.537, HIFH startAddress REN 00000001, MRKEFEFERBE N, WFHEE
yatthit ERTIZME,

5.2.4 REIS#K
BRI ¥R HiEA
respCode string 8000 "M, HEMYRREE, BEEREESAIMNT respMsg
success bool true RTELI
respMsg string MRS, BI90 NoError 3% DataNotFound

5.2.5 iERTHI

"devicelocator": {
"chipUid": "f9e203b4acf3ce632363736425055F321"
g
"filters": {
"productionTimeStart": "2025-12-16T12:02:58+08:00",
"batchId": "7603594830282752"
B
"matter": {
"pid": "8601",
"vid": "FFF2"
5
"customParams": {
"customDatal": "nPK3DqGQQwdE3fYxaofURw="
g
"updateParams": [
{
"type": "add",
"key": "gqrcode",
"value": "MT:XXX-SOXXXX"

"type": "delete",
"key": "factoryData.productURL",
nyalue": ""

"type": "add",
"key": "factoryData.qgbb",
"value": "abcd"

"type": "add",
"key": "firmwareData.bootloader-xxx.s37",
"value": "0000000Q"

5.2.6 MRzl
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5.2.7 ##{FHIN 5185

BB updateParams PEFEMNERINT:

FB Sl BEWIE | &% BieA
updateParams(].type string RIRIEEN add REHIEHES,; delete (NERATIIFMIMRIENESTFE
updateParams[].key string 2 SRR =PFIHN RS RS ESRIR
updateParams|].value string add BHEN RN FRTR, BEIMEBEHRAZHAEBEINFREIER
BEEMSEMEE

devicelLocator. filters. matter # customParams BNEEE MM S " EWLEFIE EO—H. EFMRECETHAMISEEE, FE8H
FHIER TR,

FERENEMN

o IFEEGERF test M prodo
e programmingStatus 3%F Complete. Failed # Unreported, HEMEZHFIHRKTHIRSLIE,

FEERSHBRAN

o ZFHMIPREYSFER: factoryData.x. firmwareData.*. otherFile.x. attachment.* # programmingScripto
o FZIHMPREIFER: TERK extend.* HAIEER valve BB, FXFHET delete BIFMIFR.
o RHFE: LAISBUIRA key, FMRIDREISHEIR.

HtbahI2RN

o updateParams ATHAEE, FHITFEEH, BINHa=iENEREEMEERITHIE.
o BHRRGE, BREFICAEFRSRES, KR HTTP MEFARREBETREHRT

5.3 LRig@E el

T rdEd iz Efig & E I ERaRR. MRAKAARYIE, HIRIE traceld HIPMNIVEFIER, RRERIMEM programmingResult #
HeyEEEE, MR ARKEESERES RIERD.

5.3.135% Method
POST

5.3.2 i§3K URL

{BASE_URL}/api/iot-factory-edge-service/v1/deviceData/upload
5.3.3 &K%k

3O Content-Type 79 application/jsono. BRAHIERKIS, EFRMEUTIERNK:
FE =EYIE WiEA

x-snbps-session = TiE1ESHE, A /login #EMOREW token
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FEENERL EOABYESENET,
5.3.4 i53K Body

ZIEOM Body BEUTESHE

SEBIE |
i wm T L
Gl E 30

gt EFIEREBEID, RAHE vvid. BRIHEMA /getProgrammingData REIR vuid; K2

t Id tri
race sring A HEENRIER. EANEANNEAESERAXAES, TUEE 5006
NS = . .
- i )J;;/j;:— EFHREIR, W RF-Testo AERHAREEN assembly , EBRRIIEEEN
scenarioType strin S
P g i; programming ; HMIHRIRKENIRE 8069
Mzt / 4%
deviceld string it /\ i%& MCU ID, RIZMHEIEMA deviceRecord.deviceld
A
batchid - AEEIHE  EFHOR ID, (RARFEFRTERER ID AR, AREGRIREHIRERIRRI, ReefoEd
atc strin
g WE scenarioType=assembly FI&f
deviceProfileld  string & BHEIREME D, M5 deviceld MR; KIZMHIIRIEILE ID LEEBHE
stationld string = TuhémEs, RIZHNERYFISIENNMNTL, REFHF
factoryld string ES I ID, MBIEREMRAMFFRHREN, TNERLTISIENNNI
deviceSn string S &EFIS
RIS _ _ = -
result boolean o JRRER, true RTOEY), false "KW, HRRERIIREHMNIRK ML IE
iR
failureReason string = KMERA, ENEFIER
timestamp string & HEiEORERAZFERISEEICRETE, EROIENEBRSHER
status string &S BEXRS. RRNAEGRAEHAAPNTERERHES, HMIF=ES N customStatus
wipEx
deviceRecord object BATER  IREEFBIE, ®B518 deviceProfile , EFFEM deviceRecord Z45i5 7
A

5.3.5 deviceRecord £#ijiEA

deviceRecord AT HEREEHRIEFIR T =EMEUEE,

=1 3
& e E““f' = L]

deviceld string ZHNIE %% MCU ID, %iER Body TNEH deviceld NERFERIZTFE

424 | 558



B 3] e
= %
RRIDEIRTE
firmwareVersion  strin [E 4w 4s
g Rt
. _ SEmRNE e
seid string - SEID, FERERNE
SE BERBYIZ
| tri CPLC #iiE
cple string S ¥
Matter &R A¢
matterData ma FFFERA Matter 248
S 8
factoryData map & KPREERAY Factory Data, FERBTREENT, BEHMNFRH
romDat - HEXHIE, &% 50 MNFB; FRETENTERED 64 MNFR, EXAAFHH, BRG]
customData ma &
P 80020 VR EEEEMAEIRES customData
restDat M/ BEEx MIRBUE, RBIHFERS diagnosticData. EAIUEXAHEXHSIATIR; REAFEHIATI
estData ma
P BAE EEDBN, EUES
5.3.6 H S REHN

TREFTE THSHRERLAERNMT

%
- traceld S5#tx
2

% FERAERIRMKERAIE traceld, BEXRE
= /getProgrammingData M

ﬁ;/ BREERIARRME traceld, BELEEFERMELR
- [EI® traceld; scenarioType W&
X
o batchId FEEAEHR; traceld AIREH
;1 /getProgrammingData EHAMXHES, BXK
T peseTeRmER
BUKESHEIRF
BIBREFEKERGIIT:
FE
traceld

BIRSKRE

RIBLPRERASIRM deviceRecord , FRAMEN result. BRERINER
/programmingResult HYMIEZEEE, {&E scenarioType=programming &
SO ENRFMIE

FEERIZM deviceId # deviceRecord.testDatao ETF(EXIRIEERY
=, MIXBGZIYSR; BUeIXEEE™IER, deviceProfileId iR[El null

121 deviceId 1 deviceRecord.testData, REEHN assemblyo
testData.result B5ERRSMTE1HE, A &EER—HURPRIRLIIAZ
IERRYFIEMEE
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FE

RAKE

deviceld 128 F#F
deviceSn 64 FF

failureReason 1024 FFF
status / scenarioType 64 =&

ERKERBHFAREOZENREABIFRFR. ID ENTE Java Long XEHNEEEEN. FREBK. AFEARSEHTFTSEIERFLIR
B, AIRESEEBERERN. ARFFHBEHLATESENHNKENRETEERK,

HthabiEzm
o IRREUE: HEOHELNE, deviceRecord.firmwareVersion. deviceRecord.seid~ deviceRecord.cplc

deviceRecord.matterData EMEME—IN, BHFHEORMLERHIITEBIKRI,

o MIXS54EEEIE: £ deviceRecord.testData LE&MIAEIE. 35K Body TREM customData A=WIRHIFA
deviceRecord.customDatao

5.3.7 igRT 1

RRGF

5/ /getProgrammingData JREIH vuid EA traceld , HIRXGRERKIGEIE.

{
"traceId": "<uuid returned by getProgrammingData>",
"deviceId": "DEVICE-001",
"result": true,
"deviceRecord": {
"firmwareVersion": "1.2.3",
"matterData": {
"grcode": "<actual commissioning payload>"
o
"customData": {
"mac": "AA:BB:CC:DD:EE:FF"
b
}
+
Widims

BRR ERAFRM traceld, BE scenarioType FEEMRTR, HE testData FIRIMIXEIE,

{
"scenarioType": "RF-Test",
"deviceId": "DEVICE-001",
"status": "success",

"deviceRecord": {
"testData": {
"voltage": "3.3",
"result": "success"
o
"customData": {
"fixture": "AO1"
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PRITR

&Eid patchId FEELERIR, BEREIRAFTESE traceldo

{
"batchId": "<actual assembly batch ID>",
"deviceId": "DEVICE-001",
"deviceRecord": {
"testData": {
"eol": "pass",
"result": "success"
b
}
+

5.3.8 X5 E = #HEREX

REXBOMNAS RS, 5M PoST /vl/testFile/upload LEXH, HFRFRER traceld. FEEEMAERED traceld AAZENO, &
testData FHY fileName 5|FAXRISH,

MREBEFIERM traceld, HAIUEXH EEREREN. fileTraceld NABXEKFE, TRENEDIFSRINZTIMER,

BRI

"traceId": "<traceld returned by testFile/upload>",
"scenarioType": "RF-Test",
"deviceId": "DEVICE-001",
"deviceRecord": {
"testData": {

"report": [

{
"fileName": "report.txt"

b

1

+
}
+
5.3.9 iRE| £

FEEORAL— JSON MMAET, AHMNFRI"G—INSHIRAE"ET, respdata BEUTFR:

FE %R BieA
traceld string RS IHRAERANER ID, B4 HENERERIE
deviceProfileld integer (int64) / null EXEXANIZEEEE ID, RXEXETA null
programmingRecordld integer (int64) EEFIZRID

5.3.10 MRz Al
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5.3.11 EE5HiREG

$HIRED L]
8002 BEXFBRAHFAENR

8006 traceld REXBKEBELEFIERAXMHES

8007 BURRTFRIN

8032 HORTIZE

8037 EERLKI

8050 TIERIERM

8069 ML EEXIFRRLD scenarioType

5.3.12 HTTP ARRHS545%

WUTRGIER curl BREEMIAEEE. BASE_URL XEBEWN. EHFIHO, FII0 http: //edge-host:8005; SESSION ATLuEEMA /login
RN RIESHE. MERFARBATAEN, EFEM x-snbps-auth-token ERk,

curl -X POST "$BASE_URL/api/iot-factory-edge-service/vl/deviceData/upload" \
-H "Content-Type: application/json;charset=utf-8" \
-H "x-snbps-session: $SESSION" \
-d '{
"scenarioType": "RF-Test",
"deviceId": "DEVICE-001",

"status": "success",
"deviceRecord": {
"testData": {"voltage": "3.3", "result": "success"},
"customData": {"fixture": "AG1"}
+
}I
SN S5 EEEm

o IRERID: BEREERING, REFMEPH respData.traceldo. G LER—4EIERE, TIERMEENZE, FHUEIRM
scenarioTypeo FRIFVHILMIAFEZERESR traceldo

o IRIAMEA: x-snbps-request-id RATFIERIEE, FEAB LS traceldo FAFRFEEERKBEXXHESH traceId BY, IR[El 8006,

o WiA¥HE: F— traceld T, testData MEBFIRFERAEMIE, EEFERAE-LEEENMIESIH,

o BEXIIE: customData BRLENEABRREIE, SENNERTERENEBEENFE.

o BERIFER: WEBNGE, FEERREL RERERRIT, BREFES LENATEESRE

54 TRISRESER

FEORATFEERMIGEILRFRNBEAER. Matter BIBRIEEMBEEX#IE. 5 /vi/device/detail FF, FEORZFHEL queryKeys &

EREF .
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5.4.11&3K Method

POST

5.4.2 i&3K URL

{BASE_URL}/api/iot-factory-edge-service/v1/device/information/query

5.4.3 iK%k

BRAHIERKSI, FEOEFRMIUTIERK:

FB

BEWIE e
2 THRIESHE, FH /login EOIREIR token

X-snbps-session

5.4.4 35K Body

ZHEOH Body BAUTEH, EVRM—IETIRETR.

deviceld string

chipld string

uniqueld string

5.4.5 &35 BA
o EifRMG:
o ENEE:
o EIFLER:
o BRRIRE:

5.4.6 iEREH

{
"deviceId":
+
5.4.7 iZEIBE

EOXMAY%— JSON MRS,

FB

generalData

matterData

customData

REWAIGE-EE,

REWE | R

ERME—Im

ERME—I

EORME—Im

"DEVICE-001"

e

object

object / null

object

15 EA
FRIREIERPH deviceld FEMILED, &I 128 F4F
FIREMEEPH chipuid fBHITED, &1 128 F5F

¥& Matter BUBFHY uniqueId. uniqueid MMRBY snake_case FERILEDR, &I 128 FHF

ZPIEDIREITIRR AND XRAE, FiE &40 A ITES,

FEWHEHRBER IR, RXTTRIZRVEE 8101,

FESZEZLRERN, REETHERPNE—K, MRIDSEITRNE—E, BRMRIEURERRRINNIEE,
L@l provisionStatus EEIREl Success , FREEIRIENFIETILE L IRGERIRESHIAIE,

respData BEUTHIENR:

LB

REBR. BREXEBRTRREAER

Matter IEBREEMENIE, IF Matter IREAIAER[E] null

REFHIS. SRR, MAC Kl ARELIE
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RIERHFERATREN T,

5.4.8 iR[E7R{

"success": true,
"respCode": "8000",
"respMsg": "NoError",
"respData": {
"generalData": {
"deviceId": "DEVICE-001",

"provisionStatus": "Success",
"provisionTime": "2026-10-16T02:00:00Z",
"sourceProgramingBatchId": "10",
"provisionFactoryId": "20",
"provisionStationId": "30",

"productId": "40",

"productName": "sample product",
"productVersionId": "50",
"productVersionName": "1.0"

o
"matterData": null,
"customData": {
"serialNumber": "SN-001",
"customId": "CUSTOM-001",
"macAddress": "AA:BB:CC:DD:EE:FF",
"factoryTestData": null,
"calibrationParams": null
+
}l
"respTime": 1792108800
+

5.4.9 MR FE&IAA

generalData: ERES

Q w=

sourceProgramingBatchId AR FEZ, REFEEMN Programing H5.

FE 3} BiEA
deviceld string %#& ID
provisionStatus string IRFIRE, HFEERE Success
provisionTime string JRFATE], A UTC ISO 8601 /&=
sourceProgramingBatchld string KRGERHX 1D
provisionFactoryld string JRRTI D
provisionStationld string IRRTE 1D, WRIGENRANITEER
productld string =& ID
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FE
productName
productVersionld

productVersionName

matterData: Matter $({E
FE
dacCert
paiCert
certDeclaration
discriminator
spake2plterationCount
passcode
manualPairingCode
setupPayload
spake2pVerifier

spake2pSalt

customData: EENXEE

Q w=

E5id)

string

string

string

integer

integer

string

string

string

string

string

5

string @B

string F=hRZs 1D

string = RhRAS B TR

DAC i, AF7#i%R Base64 DER B PEM &=

B

PAISEF, BRTFER Base64 DER 3 PEM &z

Certification Declaration (CD) , Base64 #gf3

Matter Discriminator, —+#HI#{E

SPAKE2+ ISR ER

Matter EZRIZES

Matter FEhECXHES

Matter B2 &7

SPAKE2+ Verifier, ;A7

SPAKE2+ Salt, SBFRFEE

factoryTestData # calibrationParams REIFI=ETFEEEXNERFE, FRENZEFAR.

FB

serialNumber

customld

macAddress

factoryTestData

calibrationParams

i

string

string

string

JSON

JSON
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5.4.10 X EHiZHE

S
8002
8007
8050
8101
ST CEN
5.5 $%[0] Matter 465

LB

TSR EHNT

TAEURREAT R

EZESLY

RIFILACIR &

FIFORTELEEMER, RIBAEHRKBIENERHIR, LUK Matter VID. PID. Discriminator #1 BLE | #&5#Y Rotating Device
Identifier (RDI) , ZHXEMRINERIAHIGENE, MEMNH Matter FERIEIE.

5.5.13&3%K Method

POST

5.5.2 j53K URL

{BASE_URL}/api/iot-factory-edge-service/v1/matter/onboarding-payloads/recover

5.5.3 iFRk

FRAIBRESS, AEOEFRMUTIERK:

B

X-snbps-session

5.5.4 i5K Body

ZIXOB Body BELTEH

FB

batchld

matterProductld

matterVendorld

discriminator

rotatingDeviceldentifier

string

string

string

string

string

il

il

il

il

LA

Tik1ESHE, A /login #EMORER token

EA
AR ID, MBRBBNERMAR, BT RUNNING KRS, FiTH
Matter PID, +73#EIFRIE, R ox B, FHRETFEEEA productId F pid
Matter VID, +70#BIFRSR, TF ox A%, FERETEMER vendorId 3 vid
TRBEIFHR, BNEHEETEEN 0x000-0xFFF , B30 oFee , FEEEATHEIFRSH

BLE /"#&9#Y RDI, 18 15 (36 fU+7#fIFR) , FH ox BI%k, AR EHIE
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5.5.5 $%OiEA

o TNTEE: NEWAEMRRBERNERAPERNERNAMIGERZE, FEIRHRE RD,
o iGFMCEI: #R4B VID. PID. Discriminator #1 RDI ILACiS &%, RDI AILECERILEIX M ISEE, 9iRE] 81010
o ¥ENTC: VID 7 PID IREUREFHNAMELE, AR MRS SHIRESIE—HHER.

5.5.6 iERRMH

"batchId": "<assembly batch ID>",

"matterProductId": "8001",
"matterVendorId": "FFF2",

"discriminator": "QF00",
"rotatingDeviceIdentifier": "<actual 36-character hexadecimal BLE advertising RDI>"
Ir
5.5.7 iIEE &K

EORAY%— JSON Mg, HFiKIMAY respData REILITFIUANFEE, HIEUR[E setupPayload :

FEB 3] e
setupPayload string Matter Z 4R ERRIE T
deviceld string 1%&& ID
deviceProfileld integer IR D
manualCode string Matter FohECWED, FEEE manualCode » FAEEEA manualPairingCode
5.5.8 B EIR I

"success": true,

"respCode": "8000",

"respMsg": "NoError",

"respData": {
"setupPayload": "<actual QR code payload>",
"deviceId": "DEVICE-001",
"deviceProfilelId": 200,

"manualCode": "<actual manual pairing code>"
o
"respTime": 1792108800
+
5.5.9 T EHIR

$HIRES Ll
8002 Discriminator 2838
8009 R ESHA
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$HIRED BiA

8010 HRKRAFBTIRS
8032 HEH R R RFTFE
8050 EZEN
8101 RIKEICERIS &
H ARG MR

5.6 Ef&ig&MiAs

FEOBT EERENAXG BORBUEE, SRXGREERMHCRRD LEES. ZFOWE HTTP BRI XA ERIRI Tt
B, TMREXHERY LEEREFE,

5.6.11&R Method

POST

5.6.2 &K URL
{BASE_URL}/api/iot-factory-edge-service/v1/testFile/upload
5.6.3 ER%

9 Content-Type /9 multipart/form-datao FRAFIERKIN, EFRMEUTIERK:
AEOE A / BARERAS, EBIRHL TIBRL

Eo% EEWIEH WA

il

x-snbps-session Tuk1ESHE, A /login #MOREW token

5.6.4 i&K Body

ZHEOEA multipart/form-data LEXH, GEUTEH:

FE %R =& #iEA
N IR
string (form _ R R
traceld T EEMZAERER D AIEN; RIBMHNBMER. #ORERN traceld MIRFHEBLEFHELEZED

field)

file[] (multipart — _  EEEXHEIIR, ZLBE-NESXMH, A—ERELES XN, BEERA files FHRo XHEFE

files =4 .
parts) BERE, FEA . ® .., B—IERPHOXHEZFEEE

5.6.5 O A

o XFRIE: EIOBKXMHE, STREESRM, BOESYS LEES,

o ESRIR: TEAEEM traceld, KRRMEIRZEOBIER. REN traceld MEMATFELEHUE LFED,

o HERE: HTTP BREMARERXHE LEEREFH. EARS LESRPRENEIR, F—ERXEFMEER HTTP RZH,

o MHANRE: XHANZEBIFEN nultipart EEERSl. application.yml BRIAENFERA 2 GB. BXIERRZA 4 GB; dev FRES
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5179 200 MB #1 250 MB, LFRPRHIRTREWIFIR T EHIMPREER o
5.6.6 iZR I
curl -X POST "$BASE_URL/api/iot-factory-edge-service/vl/testFile/upload" \
-H "x-snbps-session: $SESSION" \

-F "files=@./report.txt" \
-F "files=@./photo.png"

5.6.7 RO &K

HEOXA%— JSON MRAEE, respbata BEUTFE:

FE ESid] piLs
traceld string XHHESRER ID

fileCount integer  ZANRIBINHIXHEE

status integer < X#E$ LEESKE: 1 FAS; 2 Lffh; 3 B, 4 FEER; 5 KK 6 AHIEFE

5.6.8 iR EIT

{

"success": true,
"respCode": "80600",

"respMsg": "NoError",
"respData": {
"traceId": "example-file-trace-id",
"fileCount": 2,
"status": 1
o
"respTime": 1792108800
}
5.6.9 T EHIRED
fRiRE5 itEA
8057 LESHEIR
8058 X BRI GBI FEER
8059 XA AERIL
8060 X4 EEESREFRY
8061 BEATEE EERK
8051 FEZEREHHRBIEES

EaSY LEIREPERNERA—EHITEER HTTP M4, HEME IR ILM R,
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5.7 &k

FEOATFRREFIHLN Edge IRSANERM.

5.7.13&K Method

GET

5.7.2 #&X URL

{BASE_URL}/api/iot-factory-edge-service/heartBeat

5.7.3 RSB

FEOANMENED, FERRIRMIESIESHE, THREHEERSH.

5.7.4 #O5LA

EPmIREREERHEARAED, OBMERMINMIFRT Edge HTTP BRSAIAR, FRKREMISARSIIEBIET.

5.7.5 &R R

GET {BASE_URL}/api/iot-factory-edge-service/heartBeat

5.7.6 iR[E &%k

EORAY%— JSON MRA&T, FYINEY respData 7 nullo

5.7.7 BB

"success": true,
"respCode": "8000",
"respMsg": "NoError",
"respData": null,
"respTime": 1792108800

5.8 EiFE FRiEW

FEOATRBIBREF R, SHTIEABERREEERER U-Safe F1E~EM,
5.8.1 &R Method

GET

5.8.2 53K URL
{BASE_URL}/api/iot-factory-edge-service/queryLoginOptions

5.8.3 i5REHK

KEONMAKED, FEREFIRMNTIESIESHE, ZEOBE Query SHEEUTFR:

436 /558



FB £ EEWIE | LA

usafeSN string 5 stationld Z/MRH—1 |HhR U-Safe RS
stationld string 5 usafeSN ZE/MEHE—IR Tihymts, RMBEHMALICEER
5.8.4 #ZOHiA

o ENRM: TIHRHHSERRUBAEFE.
o HREM: AEOBTRBBREF K. MERTEASLAR /queryLoginType EWTEERA

5.8.5 iER Tl

GET {BASE_URL}/api/iot-factory-edge-service/queryLoginOptions?stationId=STATION-001

5.8.6 iRE&EK

HEOXAY%— JSON MM, respData BEUTFE:

FE i) e
requireUsafe boolean BEER U-Safe, HFIEIEIRE true
requirePassword boolean REEREFENE, HEPEMRNE=ZBTRRE
5.8.7 iBER

"success": true,
"respCode": "8000",
"respMsg": "NoError",
"respData": {
"requireUsafe": true,
"requirePassword": false

o
"respTime": 1792108800

5.8.8 X EHIRIG

$HIREY L
8007 RIEE TuhsRgE# R

EERB MR,

59 FEfTitERAN

MEOBFEFEETHENERAN, ARFFFHES LR

5.9.1383K Method

POST
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5.9.2 35K URL
{BASE_URL}/api/iot-factory-edge-service/queryLoginType
5.9.3 iFK Body

KEONMAKED, FERREFIRNTIESIESE. ZEON Body BEUTEH:

EEWIE/F

FE -
%
factoryld integer (int64) =L WiE SRR TREIEE I FERAEI
stationld string = Tuh4mhg

clientPcMessage  strin &
9 g = iR
5.9.4 $#035EA
=1 BREFEZEINESR Identity U-Safe IAIE,
5.9.5 IERRHI
{
"factoryId": 20,
"stationId": "STATION-0O1"
+
5.9.6 iZE &
EOXRAY%— JSON A&, respData BEMUTFE:
FE 551 L
loginType integer BRAHN: 1 TEWY; 2 BE; 3 ldentity U-Safe
5.9.7 iR [ERf)
{

"success": true,

"respCode": "8000",

"respMsg": "NoError",

"respData": {
"loginType": 2

}I

"respTime": 1792108800
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5.9.8 X EHIRE

$HIRED L]
8016 TuhRERE
8036 =TI ID iR

HAth X8 R

5.10 U-Safe &R

AFEOATFHIT U-Safe WEIAIENE—F, REVRSIHIER. SEEHERES.,
5.10.13&K Method

GET

5.10.2 i&K URL

{BASE_URL}/api/iot-factory-edge-service/preLogin

5.10.3 iF KRB

FEOANNIAMED, FEREIRNTERIESHE, ZEDBEY Query SHEEUTFE:

FB E3:i EEWIE | & BieA
usafeSN string 2 Identity U-Safe 455
nonce string = B P imad BRIk A
type integer = RBSH, HeHEREREE
factoryld integer (int64) IRRTIT EAN RAF=EXTHI SEELER
5.10.4 $&O13LEA

o BAERE: AEOAT U-Safe WATAIE, FERTHEZEESR,
o FRWIB: MNHFH sign NRSHER, FEEEREATFHERER. FRRNIIERSHS%, HREIMA U-Safe IATEHYT
challenge &%, BIEA /login.

5.10.5 &Rl

GET {BASE_URL}/api/iot-factory-edge-service/
preLogin?usafeSN=USAFE-001&nonce=%3C%ES%AESA2%E 6%88%BT7%E 7%ABRAFHE9%IA%SFAHE6%IC%BARE6%95%BO%IE&Tactoryld=20

5.10.6 iRE1&%K

EORMAS— JSON M8, respbata BELUTFER:
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FE e e

cert string BRSSIHIAIEIES
challenge string RSB ImPk iR, HEPIRER
sign string RBHES, HEFHIIERSHSH
5.10.7 ;B BRI

"success": true,
"respCode": "8000",

"respMsg": "NoError",
"respData": {
"cert": "<authentication certificate>",
"challenge": "<server challenge>",
"sign": "<server signature>"
}I
"respTime": 1792108800
+
5.10.8 TEHiRG
fHIREY iEA
8020 U-Safe REE
8031 U-Safe Re]H
8024 /8026 TAESNE B IIERNY
HAhsEIRAD IR

51 TitER

FEOBTER TSI R THRIESIE. ERRME, REFFHREREEETHRIENZEOEKRT, Bt x-snbps-session EKRKME
EIR[EH token o

5.11.1 35K Method

POST

5.11.2 iR URL
{BASE_URL}/api/iot-factory-edge-service/login

5.11.3 i&3K Body

FEOAMANIED, FERRFRMTIERIESHE, ZIZOMN Body BEUTEHK:

FB ¥R BEWIE | F B
stationld string MERMIEMIER ETRITITUGIAME; KIRMHESER IR U-Safe INERTE
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FE

factoryld

password

usafeSN

sign

usafeCert

clientPcMessage

5.11.4 $%0i% 88

£S5

integer (int64)

string

string

string

string

string

BEWIE | &
P S

loginType=2 B %18

loginType=3 ¢ |BRRATE

U-Safe INIEBY#AE

&

T
(=)

« BRAX: RIB /queryLoginType REIMERARHITHEIAIERIZ,

o TEMBER:
o HIER:
o U-Safe BR:

NO_PASSWORD (loginType=1) THRENZE,
PASSWORD (loginType=2) ZfEN RSA MZ G,
IDENTITY_USAFE (loginType=3) %A /preLogin, BEAEFHEZTERER.

B

I/ ID

FEFAIA RSA RIAMEENE, TREAENHAXED

Identity U-Safe 45, Zi5TukILAC

B3 /preLogin REIRIBEEIEERAIER

RETHR, HnERIROZARERER

EFIHESH JSON WRFRHFR

o RiETH: BFROM token BT IWRIFIAE, FNSISIRETH yuid 3 traceld EH.

"password": "<RSA-encrypted password>",

5.11.5 &R T
{
"factoryId": 20,
"stationId": "STATION-001",
"clientPcMessage":
Iy
5.11.6 iRE &K

"{\"hostname\":\"PS-01\"}"

EOXMA%— JSON M, respData BEUTFE:

FE

stationld

token

factoryld

partnerCode

5.11.7 iR BRI

{

"success": true,
"respCode": "8000",
"respMsg": "NoError",

S

string

string

integer (int64)

string
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511.8 X EHIZHE

FHIRED BiEA

8012 THESER

8014 TR

8016 TR

8017 FRIFNERAR

8020 / 8021 U-Safe Fz7EsKRILED

8036 =TI ID 82
H ARG MR
512 TiHRHER
AEOBATFRHREF THNRIEET, TRIMRHER,
5.12.135K Method
POST

5.12.2 i3 URL

{BASE_URL}/api/iot-factory-edge-service/logout

5.12.3 iRk

88 EEWIE | FF LB

x-shbps-session BHERLERNFEE TIARIESHE, A /login #EOIREIW token

5.12.4 i5REEK
FEOTFRMHERSEH.
5.12.5 #3588

o SIFIRAN: FEIRMEBEMH x-snbps-session, AHEIRBIFBFEMN THHN=IE,
o KREEHIN: ZAIEORZN UkeyPermissionFilter HUGEGIRIGERTR, EBRERLILERERREERMENRIESH.
o BMER: TFAIRFITIL ETXE, RRINABRIEEEETIEHNKIE,

5.12.6 iER T

curl -X POST "$BASE_URL/api/iot-factory-edge-service/logout" \
-H "x-snbps-session: $SESSION"
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5.12.7 B[O &%k

EORAY%— JSON MAE, respbData /I nullo

5.12.8 iR EIT I

"success": true,
"respCode": "8000",
"respMsg": "NoError",
"respData": null,
"respTime": 1792108800

513 IRiTHEEIHLX

AEORTERHFI I MEEITESHNAETHRR.

5.13.11&K Method

GET

5.13.2 #&K URL
{BASE_URL}/api/iot-factory-edge-service/v1/queryBatchByOrderNumber
5.13.3 iFRk

FRAHERESS, AEOEFRMLUTIERE:

28 =EWEA BiEA
x-snbps-session 2 Tuk1ESHE, A /login #EOREW token

513.4 i5R&EK

ZEOEE Query SEBRUTFE:

T S BTV 58

TIMiT8S, TRATHNEEZTAFN

i

orderNumber string

5.13.5 $#0O0i%EA

o EIFSEE: NEWEHFILI FTSIEEITRSH. RS RUNNING IR,
o MRMBE: FEOMNNITER, FRENEETNINIUASEE YTk

5.13.6 iER T

GET {BASE_URL}/api/iot-factory-edge-service/vl/queryBatchByOrderNumber?orderNumber=0RDER-001
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5.13.7 ;B[O &%k

HEOXAY%— JSON MAZE, respData AHURIESEA, RMFICLAHAINRETHA [, HEAPHEIHREEUTFE:

FB

batchld

batchName

5.13.8 iR BRI

"success": true,
"respCode": "8000",

"respMsg": "NoError",
"respData": [
{

"batchId": 10,
"batchName": "BATCH-001"
¥
]I
"respTime": 1792108800

513.9 X EHIRE

HAE IR IR,

5.14 S ETigHtR

£S5

integer (int64)

string

T8ESHh=E

EZES

FEOBTRANERTWPAEEEEMNR, HRD TSHRHSERSS.

5.14.135K Method

POST

5.14.2 3K URL
{BASE_URL}/api/iot-factory-edge-service/assignBatch
5.14.3 iER%k

FRAHERESS, AEOEFRMLUTIERE:

28 EEWIEH

il

X-snbps-session
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5.14.4 7&K Body

ZIEON Body BEUTEM:

FE E 3] BEMIE L
batchld integer (int64) = HHENHOR ID, BFBFUSL, BHtRKIEE. RFETRS
5.14.5 $Z3%EA

o HURER: REgEURI I FRIHELFEITREHHIR,
o WEMF: BB Edge EERAE. BEFRAVFEEHERRNTI, FaEBEIAROEHIEMRR.
« EEYE: TUEHTEIEEMRE, BRBERRICIGRE 8011

5.14.6 iERTH

{
"batchId": 10

j;

5.14.7 iB[E &%k

EOXMAY%— JSON MRAETL, respData.batchInfo.batches AHURIFELRA, HEEMS /queryPPCBatchInfo REIIHLRIFEME.

5.14.8 ;R [El )

"success": true,
"respCode": "8000",
"respMsg": "NoError",
"respData": {
"batchInfo": {
"batches": [
{
"batchId": "10",
"batchName": "BATCH-GO01",
"programmingType": "SE",

"bindType": 2
b
1
I
o
"respTime": 1792108800
Iy
5.14.9 X EHIREE
$HiREg itEA
8009 #rBiZHA
8010 #RE XA
80M TEEHEIZHR
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$RIRED WA

8013 AR RIY
8016 TIERTEIE
8032 HORT=FTE
8035 5 Edge BEIRHPE R R IR
8050 EZVESINY
HAthEE IR DR,

5.15 Ef TifHRES
AEORTERTLXREIMRIES. BRIERRSEENES.
5.15.1 &R Method

GET

5.15.2 3FK URL
{BASE_URL}/api/iot-factory-edge-service/queryPPCBatchinfo
5.15.3 iFRk

FRAHERESIS, FROXFRMLUTIER:

i EEYIE B
x-snbps-session 2 Tih=iE<ShE, A /login EMIRER token
5.15.4 IEREH
ZEOBET Query BHUE S TFE:
FB HEY EEWE 3EA
usafeSN string = %78k U-Safe TiAEH
batchld integer (int64) & FENEHNEPERENZITHRIR, BISEIORRMHN, RYNSIET ISR

5.15.5 #ZC1¥iEA

o ESHE: FEONEWIRER, FEBEHIT /assignBatch SBERIE.
o BERER: programmingType ATFEXS MCU. SE. SE_MCU FEFRKE, BMAEULIRMRENE,
o MBMER: HERFIBNLL ProgranmingType MERELFREOMNAE, IBAREFEFRE MATTER. SE_MATTER FEEEZ(EAIERKEE,
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5.15.6 &Rl

GET {BASE_URL}/api/iot-factory-edge-service/queryPPCBatchInfo

5.15.7 iR[E1 &K

HEORMAS— JSON MR, TERETiLXEARFRSBENES.

FB i

usafeSN string

batchinfo.batches array

serverLoadInfo.pressureLevel integer

serverLoadInfo.pressurePercentage number

5.15.8 iR[E7R

"success": true,
"respCode": "80600",
"respMsg": "NoError",
"respData": {
"patchInfo": {
"patches": [
{
"batchId":
"batchName":
"total": 100,
"produced": 10,
"toBeProduced": 90,
"programmingType": "SE",
"scriptName": "burn-1.0",
"scriptMd5": "<md5>",
"scriptUrl": "<script download URL>"

"1g",
"BATCH-001",

¥
1
o
"serverLoadInfo": {
"pressurelLevel": 1,
"pressurePercentage":
+
o
"respTime": 1792108800
+

10.0

5.15.9 #tRiF1EFERIREA

B

U-Safe f 5

TuhREXAHERIFIEEAE, TR AR AT ERE]

BRS3BRENFR

RSBENEHLL

batchInfo.batches HMEAFNENMWNKREERR. ThH. REMAREFHESESR, BAEFRINT:

FE B

batchld string 2R ID

LB
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FB E5id) LB

batchName string #LRBFF
chips object[] SRESEA, HH chipPart« chipVendor. objectid ¥79 string
env string FRER
extData string i RHIE
mark string HIRARIE
notes string #r&EE
orderNo string TES
produced integer BEFH=E
toBeProduced integer FEFHE
total integer #r B2
productName string FramB R
version string F=amhRs
region string X
secureDebugReopen integer ZRFRFR
supportProtocols string[] RN
scriptName string IR REIA B TR
scriptMd5 string JEFHA MD5 R HEE
scriptUrl string R RS T E Ak
vid string Matter VID
pid string Matter PID
bindType integer MBEFH: 1Edge BEIRWBE; 2 TR HBFNLE
programmingType string SRR, WMCU. SE. SE_MCU, RZARABSCPRAMRZ{EiERERIRIZ
5.15.10 EE$HiIRE
FHIRED BiEA
8013 BURERMTIRIGL
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$RIREG LB

8015 TUhRGPREHIR
8016 TIhARTETE
8050 EESLY

HAE R IR,

5.16 FKENENAE G R IR

FEOAT AR TIESENORRERIRERREE, HEIRRRNESER.
5.16.135% Method

GET

5.16.2 iEK URL
{BASE_URL}/api/iot-factory-edge-service/getProgrammingData

5.16.3 iFRk

BRAHIERESI, FEOTFRMIUATIERK:

8 EEYIE EA
x-snbps-session = THARIESH, M /login EMIR[EIR token

5.16.4 {5 RS

Z3EOEE Query SEIERLUTFE:

FE Sl BEWIE | % L
uuid string & BRIRRIRER ID; KRIZMHBIE getProgrammingData £, ELEARREHER
ppcliVersion string S & P iskAshi s
usafeSN string REIRTAR B 311 EFRBEARENTIESY, FERETHNASERTINMER
chiplndex integer £ B 311 EAEER
5.16.5 & CIiiEA

o RRIRIETE: BRARERINAE vuido. REURER vuid &, FEE4: /uploadRequestData. /executeApdu BFERER EIRFER.
o SEJER: SE-only =T, BMEREIR bundles NTHA, HEBIERERIZR,

o XFTFE: AXHE downloadurl RZLASERRABRLA

o BEME. BREFMEFRBE bundle RX X,
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5.16.6 iER R
GET {BASE_URL}/api/iot-factory-edge-service/getProgrammingData?ppcliVersion=1.0.0

5.16.7 iREIS ¥
HEORMAS— JSON MR8, respData /9#R Bundle W&, B&UTFHE:

T wm 356

batchid string #IR 1D
batchName string HRZFR
uuid string ARIFFRIRER ID

bundles object([] FRIFRIVEIES B ; SE-only 8 TR gEIR[EZ $4H

5.16.8 iR BRI

"success": true,
"respCode": "8000",
"respMsg": "NoError",
"respData": {
"batchId": "10",
"batchName": "BATCH-001",
"uuid": "example-programming-trace",
"bundles": []

o
"respTime": 1792108800

5.16.9 X EEiRIG
$HIRED i5EA
8013 Bundle $EARTIK

8030 T o] A Tkt R
8050 EZVESIN
HAthEE IR IR0
5.7 FREVHLRITEERE
A3 O B FIREGEEMRUR TTEIE R E S S XA R Ethl, HEFIRESIEERR.
5.17.1i&K Method

GET
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5.17.2 53R URL

{BASE_URL}/api/iot-factory-edge-service/getMetadata

517.3 iERk

BRURMLATIERSK, LUERTHE T T LR

B85

X-snbps-session

EEWIE | FF B

BNt TihiESHE, A /login EORER token

AIEORFIN UkeyPermissionFilter HISRHIRIGERZ,

517.4 {5 RS

Z3EOEE Query SEERLUTFE:

FE e
uuid string
ppcliVersion string
usafeSN string
chipIndex integer
5.17.5 M58

BEWIR | #F

=
(=)

RERRIE

=T
=

WA
BRBRIRER ID; RIBHBYRIAESR getProgrammingData M, EEERHRE
& iR AshiR A
B 31 EFBEARAENIESY, FERELHIAERTIESR

B 311 ErBEA

o JTEUEIREN: R[EISTEAHR Bundle, HITHENTHIELIE, HERIEENZHAMEL
o EFER: FNEOFRKRNRE /getProgrammingData BIEARGERIZR, MEFH vuid FEEMEAFEFIEE QIEMNKIE.
o TuhiETX: 1RMBEHM x-snbps-session AIATFEMHFITILES.

5.17.6 5K

GET {BASE_URL}/api/iot-factory-edge-service/getMetadata?usafeSN=USAFE-001

5.17.7 iREI&#K

EOXMAY%— JSON MRS, respData /I#LR Bundle {R, BEUTFE:

F&

batchld

batchName

uuid

bundles

5]

string

string

string

object[]

WA

#% 1D

HRB R

TR BT GERERER ID, FARERIZEER

SRR EIERB
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5.17.8 iR [E7R {1

{
"success": true,
"respCode": "8000",
"respMsg": "NoError",
"respData": {
"batchId": "10",
"batchName": "BATCH-001",
"uuid": "example-programming-trace",
"bundles": []
o
"respTime": 1792108800
+

ERTEIFHZT bundles NATFRIMMEEN, FRRAERHRIRETHA,

5.17.9 T EHIRMG
$HIRED ieA
8013 BRI
8030 T A A TbittR
HAEIRED M Ro

5.18 KB ZRMIE GREEQ)

A#EOHIBMR5EE Bundle 3REUEO, HARSSEBATIZH @Deprecated. MIEFFIREINEM /getMetadata M /getProgrammingData.

5.18.115K Method

GET

5.18.2 i3 URL

{BASE_URL}/api/iot-factory-edge-service/getPPData

5.18.3 iK%k

FRAFIERLI, AFEOXRFREUTIERK:
28 =EWEA BiEA
x-snbps-session = Tik1ESHE, A /login #EORER token

5.18.4 i5R&EK

ZEOET Query SHITBELUTFE:
FE ESid EEVIER | & B

uuid string = BRIRRIRER ID; ¥URIEPKRIZMHETE getProgrammingData £, ELARRRS
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FB 5 EEWIE | R B

i

ppcliVersion string B P isRiZshR s
usafeSN string RAIR7AE B 311 ERBEAFNFRENETESH, FERIETMRRAERTINER

chipIndex integer = B 311 EXE[ER

5.18.5 #ZMi%EA

o HXREM: LUFHEOIRIE usafeSN EAMLR, £ vuid, FROMIEGEHTERFIIE.
o TREIAHLR: RIZFATAHORES, ATEERE] nullo
o HREM: AEOBTRBBEFIG, MEFIHNER /getMetadata # /getProgrammingDatas

5.18.6 &Kl

GET {BASE_URL}/api/iot-factory-edge-service/getPPData?usafeSN=USAFE-001

5.18.7 iR[E &K

HORMAS%— JSON MR8, respData /9#R Bundle WK, B&UTFHE:

FB %R BiEA
batchld string #L2% 1D
batchName string Hem AR
uuid string AR BRI RERER ID
bundles object([] MIEEREREERMIESRE
5.18.8 iE[ElR
{

"success": true,
"respCode": "8000",
"respMsg": "NoError",
"respData": {
"batchId": "10",
"batchName": "BATCH-001",

"uuid": "example-programming-trace",
"bundles": []

o

"respTime": 1792108800

REIFMZ bundles NABFURBAMELEN, FREfEAFBHRNEPHREINS. SE-only R, getProgrammingData AIIR[EIZE pundleso

5.18.9 Bundle @459

bundles #EFAIEA Bundle WREEUTFER:
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FB

type

section

ownerld

authToken

authCert

authSign

items

items HATPNENZEESUTFE:

FE ESi)
itemld string
key string
objectld string
parentld string
fieldType string
attribute JSON object

FREHLRE Bundle FERABRTRERR. & imL ARSI SEFRR RSB HF T 2tk Joik, FRz

o

5.18.10 X EHHiIZHE
FHIRED
8050

£

string

string

string

string

string

string

object[]

FEONAEMBRETAZIBRRESZ, SEHEIREIHR.

5.19 R EIFRIFREAE

Bundle 8!

Bundle Ffi/g Section

FRIEXM R ID

INELHE

JNIEIES

INEER

Bundle #iEFKBEFIZ*

%BID

FBMRR

LR ID

RIFTER ID

#BREE, AfLEHBEFREEEX

£

ZEOAFRIERR Bundle 5B EIRSHHITER, HEXRAERER T —MERREREIE,

5.19.1iFK Method

POST

5.19.2 3E3K URL

{BASE_URL}/api/iot-factory-edge-service/uploadRequestData
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5.19.3 igKk

FRAIERESS, AEOEFRMEUTIERK:

S BEWIE BieA
x-shbps-session = TihRIESHE, A /login #EMIRERY token
5.19.4 i5R Body
Z3EOM Body BEUTEE:
FE 34 EEMIE | F4 BiEA
batchld string 2 LTI AR ID
it string WE LS AR /getProgrammingData REIRVGERIRER ID; IDRule RS EXRFERBEME
REM traceld
bundles object[] ®BE +IREY Bundle #5438, ATESHFISEILRE respData=null
bundles[].type string FRIEMR Bundle Z£#!
bundles[].section string ISR Bundle Ffi/E Section
IDRule 7=
bundles[].deviceld string “;ﬁ:’ T REmREITR; RIBENERMN uid NRSERERIT, BRRSEREER
RE |7~
JE== Bundle &
bundles[].items object[] = ;:H © Bundle £B%I&, AAFZ items I null ¥H
bundles[].items[].key string = =ML BIRIR
bundles[].items[].response  object[] BEBIR E—FHITERTIR, BEFERA fieldType RIS IINE X

5.19.5 $Z0O0i% A

o EORE: FAEOBTREXFERREE, TERARRER LRED.

o RS items[].key T response DIUKIBIRFFHMIIEIRBAMIBENIVES , FEEEIZMERTREIPH SO,
« &&IRIA: IDRule HRT, E—IRENERRENIRENIR. BANSE, MEEEEERTEPREISR deviceldo
o THUIBMIE: pundles AT, HEFIEILR[E respbata=nulle
5.19.6 iFER R
{
"batchId": "10",
"yuid": "<uuid returned by getProgrammingData>",
"bundles": [
{
"section": "<template section>",
"deviceId": "DEVICE-001",
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5.19.7 ;B[O &%k

HEOXMAY%— JSON MRAEE, respbata BELUTFE:

FE %@
batchld string
batchName string
uuid string
bundles object[]
5.19.8 BB

"success": true,
"respCode": "80600",
"respMsg": "NoError",
"respData": {
"batchId": "10",
"batchName": "BATCH-001",
"uuid": "example-programming-trace",
"pundles": []
o
"respTime": 1792108800

5.19.9 X EHEiRZ

8002

8003

8032

8040-8046

8065

8066

8067

8068

8050

HAERIE IR,

HEA

#xID

HERBA R

IORIFFRIRER 1D

SRR IRRRAE R T —I R R RS B

B

BEREBER

3¢ (SEES Y

HRFFE

IEBHEAMHIEXER

IDRule #RNFE3L

SREHER

BINOVHES

R EIREITIR

BRI

456 / 558



5.20 LiRIRFRER

FEOBTEREENRERRICR, HERNEMMIENRE, RNRSIAREF K.

5.20.135K Method

POST

5.20.2 3&K URL

{BASE_URL}/api/iot-factory-edge-service/programmingResult

5.20.3 iFRk

BRAHIERKSIN, FEOEFRBIUTIERK:

B8

X-snbps-session

5.20.4 i§3K Body

Z$EOH Body BALUTEHC

FE %m
uuid string
batchld integer (int64)
result boolean
failureReason string
deviceProfile object
changeKeys object
5.20.5 $&0O35tHA

*

2
By

=

E)

iR
fit

EiIEA
et

4
=)

I

iy

-] B

TihRIESHE, A /login EMIRER token

LB

BEBERERICRM traceld

RFRIERPEERREBNATFHIEEN

true R, false 3 null FREMLIE

CPS LPriRREUE, FESINAEFHIE LZEOFH deviceRecord , B3E deviceld-

firmwareVersion. seid. cplc. matterData. factoryData # customData

RAFER, ER null. TFFFHHK JSON W, HthFAIRM] goe2 ; HRIERERLERE
Rt—SERZFR

o IERRIE: HEXRICRAEFE, HLEAEME T #ORE, HaiAixPbd @& EMHEERE,
o« ESHR: HERSEE LR, IRRICRELTFRIVREE, F2EHLIE,
o ZRMIA: $ZOIRE respCode="8000" AKR—EEM T HANEEME, MBEDIZEEWEORIA

457 [ 558



o BEMEUE: customData NAFFHHRLEME, KREZEE 50 W,
o AN WIRA—EFEUELERIZ0IMEA /vl/deviceData/upload SERGERER LR,

5.20.6 iFRRMH

"uuid": "<current programming uuid>",
"batchId": 10,
"result": true,
"deviceProfile": {
"deviceId": "DEVICE-001",
"firmwareVersion": "1.2.3",
"customData": {
"fixture": "AOL1"
Iy
}
+

5.20.7 iREI&$K

EORAY%— JSON MmAET, FEINEY respData A nullo

5.20.8 iR[E] 1

"success": true,
"respCode": "8000",
"respMsg": "NoError",
"respData": null,
"respTime": 1792108800

5.20.9 X E$FiRIG

$RIRED BieA
8002 BERSHTEH
8007 IR IR EAIR
8037 REEEMRKY
8050 S
HA RGP R

5.21SE APDU $i#t xR

FEORTHIT SEIREM APDU S #IER. BFIHIRBIRSIHRLOM APDU IESTIRIITIZN, HIESHITER, MFET—MEES. 4
nextStep IR[E EOF BY, RINERMIELER.

5.21.11&3K Method

POST
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5.21.2 i§3K URL

{BASE_URL}/api/iot-factory-edge-service/executeApdu

5.21.3 iFRk

FRAIBRESS, AEOEFRMUTIERL:

2% WiE B

X-snbps-session = TiE1ESHE, A /login EMORER token

5.21.4 i&3K Body

ZEOM Body BEUTEE:

EEWIE | %
FH wm  TOCRIE L
%
batchld string = YEIT] B9 SE ECEHLR ID, FREHBEH(UKM TIHEXRF
SE Xi#%AT1R
cplc string o ®  SEi8%M CPLC IhiXfE, BEN 84 M, AF SE B&EIER
SE FF1ZAT1E
seld string ﬁf iR SE #5iR, FERBAXHDKNE, A seld
nfcUid string MAERGE IREVIERSHINY Hex B, RBWASIE nfcld; BTSSP HIARE—H
. . BOF AJ 4B,  MERIRER ID, FREWAING vuid; SE_NMCU HRER Matter RTEH traceld
programmingTraceld string N R
HhPBE  MNAGRIE programmingTraceld
. EREARMER BOF; E4IARREMER LREMFR nextStep » NMFEITHISS
currentStep string = _
BERAT
] N L+—% APDU 1T R; BOF %, ZEFEKR succeed=true B results 5L
commandResults object SR

IR IIRL
commandResults.succeed  boolean S5 AE E—FREWITHI; false BPLLREFIRE] 8053

&btk Frim APDU HUITHRYIR, SMESE index (integer) X command. checker .

commandResults.results  object[] i e .
RZHeft result (string) ; index M5 E—ZI8SMFRIEFSIEEEX

5.21.5 #ZO%iEA

o BRIAM: A currentStep="BOF" FFIaRR, HEREMNFH programmingTraceld , AFEESE,

o {BSHIT: BEPEMLGULRE commands BIIRFHIT APDU, HIELEEERTIRR F—HIsSMETHITER,

o BRI BREBERMEHERLORER nextStep , FMFBMSEIRS HS TR WEI EoF EFLLERF, FEBRIER EOF
o RIEME: RE 8054 RNHAISIETLEMLEE, M BOF EFHH, TSEMERZAIR APDU 1<,

o REARH: LT SE 2IEFARBAURS HEEEEENE,
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o BJAEARL: BELMEL M nfcuid (K nfcld) BARFF—H, BEFREER seld fEA NFC UID £/,

5.21.6 iER T

BERIARGER BOF :

{
"batchId": "10",
"cplc": "<device CPLC>",
"seId": "<device SEID>",
"currentStep": "BOF"
}
5.21.7 BEIZ#K

HEOXA%— JSON MAEH, respbata BELUTFE:

FE& 8 1587 nextStep

FE E-Sid pLs
nextStep string RS IR EIR T —F BT, EOF RINRIZLE
programmingTraceld string AR SE JRFIRER ID
commands object(] IEBEEHRITH APDU 15251IK
commands[].index string APDU 152 F 5
commands[].checker string APDU MR #3628
commands[].command string FEHITH APDU Hex 382
5.21.8 iZEI7R
{

"success": true,
"respCode": "80600",

"respMsg": "NoError",
"respData": {
"nextStep": "<server step cursor>",
"programmingTraceId": "example-programming-trace",
"commands": [
{
"index": "1",
"checker": "<server-provided checker>",
"command": "<server-provided APDU hex>"
+
1
o
"respTime": 1792108800

j
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5.21.9 APDU 455 iE Rl

ERimsTH E—H#t APDU 15 /5, EARSIHREIRN programmingTraceld f nextStep RHMITER

{
"batchId": "10",
"programmingTraceId": "<programmingTraceId from previous response>",
"currentStep": "<nextStep from previous response>",
"cplc": "<same device CPLC>",
"seId": "<same device SEID>",
"commandResults": {
"succeed": true,
"results": [
{
"index": 1,
"command": "<original command>",
"checker": "<original checker>",
"result": "<actual card response hex>"
}
]
}
}

MAERGET, BERERNEXESIERGBEFTHEEN nfcuid FHHAZE nfcld) -
FREFBHXGRNEIN THEZTP . BXEFMER Edge &, HiEd YIS B APDU IE<$IRE],
SEEFZRINHIX coF 5, ARUEFEFHITHISEMNRMIERE. BRIRERIITEK, 3% commandResults.succeed £IRA trueo

5.21.10 Eh/1$ARLIZ ELBE NN

o REINIR HEIEAPARMIZSAFEIHEM nfcuid (RBMWAFIE nfcld) M seldo

o BRI AMRRRIEEMVENBRA - HEIFRFR, Sa0RAOERFRIEE. KEFBE 64 7, HA—ERAIKE.

o BIREA: FMERNRZER—HH nfcUid M nfcld. BRBARMBESIERINEIFHERN nfcuid MEEHH.

o MEMBE: H£FMEHRI . #R. NFC UID # SEID Mg EHEXRFF. FA—ILEAIEER traceld WEMAIX BOF, LRMESHELS
EIM L

o SBEMZR: % NFC UID 5 SEID EFEEHEILR, BB —&EITRAT—KE, &E 8073,

o MREFER. TRREFMRINRE 8072

o AEHIE: HRPEEMAKTEMIE Redis HIBEFIZROIEIRSE, WATAERE 8073, FHEETESRIE BOF EFMENIAEL

5.21.11 X EHIRE
$EIRED 3tEA
8006 HORIRRISRERK
8047 SE ERETRR
8048 EARART ARG
8049 CPLC #EX$HIR
8052 FRAITERT A
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$EIREG LB

8053 E—FHITRK
8054 RETEMEE, FEEHAR
8055 APDU 2 IBKIK
8056 FEERTRY
8070-8074 LR MRS ECREC B X IR
8050 L2 ES
H ARG MR
5.22 FRENGRA A sk

55O B FIREUETEHER 3 R A9 5E R AT St
5.22.1i&K Method

POST

5.22.2 iFR URL
{BASE_URL}/api/iot-factory-edge-service/getScriptFile
5.22.3 iERk

BNERMIATIERK, DERTYs TSI EFX:

% ERWIE LA
x-snbps-session EiR TEESH, A /login #EMREIR token
EFEORTIN UkeyPermissionFilter HISEHIRIGERR,
5.22.4 153K Body
ZEOM Body BEUTEH:
FE S EEWIE | & BieA
batchld integer (int64) FEHURE BT RAE #t% 1D
productld integer (int64) = RAETFREETHSH
chipPart string %% BRES
chipVendor string %% Y]
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5.22.5 #MtA

o TEBtt: FFRMERZEOEMREN fileurl TEKEREIA,
o BIZKEE: $RMLRE] HTTP BIIFARRE A inE e A A T H#R R 5,

5.22.6 TR

{
"batchId": 10

]

5.22.7 ;RE1&#k

EORMAS%— JSON MRS, respData A& LITFE:

FEE 3] iEA
fileUrl string R S5 umiR B0 e R A4S T 2tk
5.22.8 BB
{
"success": true,
"respCode": "8000",
"respMsg": "NoError",
"respData": {
"fileUrl": "<server-generated script download URL>"
}I
"respTime": 1792108800
+
5.22.9 TERIRH
$HIRED BiEA
8022 FRENGE R AN AR KK
HAhFEIRAD IR
5.23 THXF

FEOATFREAMAHIZR ID THEX M

5.23.1iFK Method

GET

5.23.2 35K URL
{BASE_URL}/api/iot-factory-edge-service/download
5.23.3 iFR%k

FEI L TFXENAARMREHUTERE:
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% BEWIE | & LB

x-snbps-session FET[ F XA AR TILIELSH, 8 /login EOREIR token

5.23.4 iERSEk

Z3EOET Query SEERLUTFE:

>Ep E ] EENE A
fileld integer (int64) b I HIZR ID
fileName string = EPIGHAEEH FHX 4B
5.23.5 $EO3A

o MRZAETN: TEMINAOGREIZHEISXHR, HEE Content-Disposition FFRHMMK, RAEASH—H clientR JSON MARZLE,
o TESME: FFIHEIEIEMERM /getScriptFile 3 /getMetadata IREIMNTERETE URL, BRFoiix.
o RIFER: FEI[ LT, MEHAEMH x-snbps-sessiono

5.23.6 iFRRMHI

curl -L "$BASE_URL/api/iot-factory-edge-service/download?fileId=100&fileName=burn.zip" \
-H "x-snbps-session: $SESSION" \
-0 burn.zip

5.23.7 iREI&#K

ARIHEHR BN f Z#FIEIER, TRE JSON &K respDatas

5.23.8 T EHIRY
SR L
8022 XHIERAFE
8023 XHETEHEY

HAEIRG MR

5.24 bEgEEHAE

FEOBTRKSERFSTIETNEHES, REEENMALTEGEDT MQTT iR, KEXWEY, REERIMELR,
5.24.1i&3K Method
POST

5.24.2 iFR URL

{BASE_URL}/api/iot-factory-edge-service/v1/eventLog/upload
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5.24.3 iFRk

FRAIERESS, AEOEFRMEUTIERK:

B8

X-snbps-session

5.24.4 153K Body

Z3EOM Body BEUTEE:

F&

programmingTraceld

events

events[].eventName

events[].timestamp

events[].source

events[].priority

events[].status

events[].content

5.24.5 #0035 A

¥R

string

object|[]

string

string

string

string

string

string

EEWIE | &

= (JEnun)

2 (3F nul

Bt

EIGRH

Bt

EIGRH

et

&

B

TihRIESHE, A /login #EMIRERY token

HEA

FORBRRIRER ID, RBBWAANE vuid

EHEETIR, THAMTRKERRER

ERIR

FRinEME, BIUEAEFY

FEHRIR

EHRKER, £R1-5 WNFEFNEH, REMANARES; TEFIPEESHLIE

FEMHIRE: success  failure

BEAR, HeistiiEd 256 FAFEFSE T

o BT RSWRERENLARDETBES. BRFHERMARERNEERSBE LR,
o BERY: HTTP BREMNEREZEOBRUGHAEER, FTRRMERMIERIELY ESH.

o RMFME: MQTT RERME, REEMIMEIER.

5.24.6 iFRRHI

{
"programmingTraceId": "<current programming traceId>",
"events": [
{
"eventName": "ProgrammingFinished",
"timestamp": "2026-10-16T10:00:00+08:00",
"source": "PS",
"priority": "5",
"status": "success",
"content": "Burn completed"
+
1
+
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5.24.7 iREI&#K

BEORAY%— JSON MmA&T, FXINEY respData A nullo

5.24.8 iRl

"success": true,
"respCode": "8000",
"respMsg": "NoError",
"respData": null,
"respTime": 1792108800

b
5.24.9 X ERIRG
§RIREG BieA
8050 KW

E5h, ERSEBERRIGRMB AT REF LA E5IR, HMHERB IR,

5.25 % F% Matter Verifier

AEOBTIHA Matter SDK, %Y Matter BEXZ8. Salt # Verifiero
5.25.11&K Method

POST

5.25.2 &R URL
{BASE_URL}/api/iot-factory-edge-service/generateVerifier
5.25.3 iFRk

4#0 application.yml REAEOFINFGQENHIFI, MRPEBFZEAT FEEN, EFREUTIERK:

S EBEWE | &% Ll
x-snbps-auth-token BRTEENY FRENSH, STHRIESH x-snbps-session FE

5.25.4 iEREE%
KEOTHREIBEREHK,
5.25.5 &35

o RS ZHRIEZEMA saltlen=32 FT. iterations=1000, FZFH@IIER Body B

o BITHRL RSWFEHENEHRE Matter SDK,

o K&HIBF: M respCode 5 respData.status BXFE. FIERMMEOWSMIRT, EF&EA Matter SDK IREIHIRZSH.
o RHIERIE: RERGIPEEERATIHEAFERLE,
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5.25.6 iRl

POST {BASE_URL}/api/iot-factory-edge-service/generateVerifier

5.25.7 iR E&#K

EOFRAY— JSON MNIET,

respData BEUTFE:

FE sem L
status integer Matter SDK iR [E RS
passcode integer Matter ERxi%565
salt string Base64 4miZHY Salt
verifier string Base64 4mb5HY Verifier
5.25.8 & [E7 )
{
"success": true,
"respCode": "8000",
"respMsg": "NoError",
"respData": {
"status": 0O,
"passcode": 20202021,
"salt": "<Baseé4 salt>",
"verifier": "<Base64 verifier>"
o
"respTime": 1792108800
Iy
5.26 4Rk Matter BT

O A FRIBIEER Matter 30 Matter SDK, 45— 4B FEmE A F TEFIRE.
5.26.13%5K Method

POST

5.26.2 iR URL
{BASE_URL}/api/iot-factory-edge-service/generateOnboardingData

5.26.3 iFRk

480 application.yml REABOFINFEENHFT, MRBPEFRBAT TREN, EFREHEUTIERX:

B8 EEVIE | R BiEA

x-snbps-auth-token BRTEENY FRENShE, STHRIESH x-snbps-session R

467 | 558



5.26.4 i5 RS

EOBE Query SRERBSHEBIUTFE, F6EA JSON iEXK Body,

I=E ¥

TR ST UL

"
) ) = Matter Vendor ID (VID) , fER-+#HIEEE, 5 Matter Z4FS R EIEOEAM 7B I AT
vid integer =
&)
pid integer 2 Matter Product ID (PID) , fR+#HIEESk
passcode integer = Matter BExt 5
commissioningFlow integer = Matter SDK FEMIRAZS#K
discoveryMode integer 2 Matter SDK & & & MIEX S

5.26.5 {&OA

o BHFE. BAREOMEA posT A%, BENSEIIRBE @RequestParam S, BFIHEOET URL Query SiRESHEE, FREM
JSON &K Body,

o BRI SRV EMEETCEHEKE Matter SDK 23,
o VID/PID #&x: ZAEOMFEA#HEIEE, 5 /vi/matter/onboarding-payloads/recover EOAN+EFIFRIRTRRE,

5.26.6 i5RRMHGI

POST {BASE_URL}/api/iot-factory-edge-service/
generateOnboardingData?vid=65522&pid=32769&passcode=20202021&commissioningFlow=0&discoveryMode=2

5.26.7 iREI&#K

EORMAS— JSON MNZAETX, respbata BEUTFER:

FE ESid) iER
status integer Matter SDK iR [E|HJRZESHS
discriminator integer Matter B2 Discriminator
grcode string Matter Z 4B ECM 2T
manualcode string Matter FTEWG, FEFEEZAL/NEMN manualcode
5.26.8 iREIRfI

"success": true,
"respCode": "8000",
"respMsg": "NoError",
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5.27 &/ Matter Unique ID
42O BT AR Matter SDK 458 Matter Unique 1D
5.27.13&K Method

POST

5.27.2 3K URL

{BASE_URL}/api/iot-factory-edge-service/generateUniqueld
5.27.3 iFER%

450 application.yml FEARFOFINFEERHBRT, MEBBFRBAT FEEN, EFRREHEUTIERK:
% BRI FH% BiEA
x-snbps-auth-token BRTFaENE FEENLSHE, 5ThRIESH x-snbps-session RE
5.27.4 RS
AEOTFREERSHHIER Body,

5.27.5 #0035 EA

o E£mMAR: M Matter SDK £ Unique ID, TERFIHRHERSEK.
o IK&HIBT: Matter SDK FINRSIE@EE A 0, MNEEOWSHINGEA 3000, MESZNARF,

5.27.6 iERT M

POST {BASE_URL}/api/iot-factory-edge-service/generateUniqueld

5.27.7 B[E &%k

EOXAY%— JSON MR, respData BEUTFE:

FE E3id) BiEA
status integer Matter SDK iR[E|HIRZSHES
result string Base64 #@A5H Unique ID
5.27.8 iREIR{

"success": true,
"respCode": "8000",

"respMsg": "NoError",
"respData": {

"status": 0O,

"result": "<Baseé4 uniqueId>"
}I
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5.28 Iifig&IsRE (IB#&O, BEF)

FEORTRABREFHNIEEEEER,. MZEFHNMER /vl/device/detail , FIRBITIEEZMIHRMEM /v1/device/information/

queryo
5.28.1iF3K Method

POST

5.28.2 i&K URL
{BASE_URL}/api/iot-factory-edge-service/queryDeviceData
5.28.3 iFR%k

EWURMELITIER., BT EsI T T EFX:

B8 BEWIE | &4 BiEA
x-snbps-session BIURMH TihiESHE, A /login #EMRER token

AFORTIN UkeyPermissionFilter HISEHIRIGERR,

5.28.4 153K Body

ZIXOB Body BELUTEHC

FB ¥R BRI | &% BieA
batchid string = #L2% 1D
paramKey string 2 BFEMSHFTIERN Key
paramField string = BFEMAKFE
paramValue string = AT EMEENFERE
queryKeys string[] 2 TS key IEBE R EIHHETIRE (queryKeys V1)

5.28.5 &O3tEA

o REM: MEOCHE VI3 XHEPERRER, MREATREIRREF i,
o TFRIE: LHOREMIBR. XHTERIEAMIGENIRRGTIY, BEORREEREENEIZRA T mEIE,
o TfIBE: queryKeys RIEfEIHAR Bundle ¥, FEEEZEMFERAFIR QueryKeys V2 FIFERTE Xo

5.28.6 iFR T

"batchId": "10",

"paramKey": "<legacy protocol key>",
"paramField": "<legacy protocol field>",
"paramValue": "<actual value>",
"queryKeys": [
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5.28.7 iEE &
EORMAS— JSON MNAET, respData BEHUTFE:
FB xR
batchld string
paramKey string
paramField string
paramValue string

data map<string,map<string,object>>

5.28.8 iR[ER I

"success": true,

"respCode": "8000",

"respMsg": "NoError",

"respData": {
"batchId": "10",
"paramKey": "<legacy protocol key>",
"paramField": "<legacy protocol field>",
"paramValue": "<actual value>",
"data": {}

o

"respTime": 1792108800

5.28.9 X EFHIRIZ

8006 HRFFE

8003 |BRRI&EE S E WA IERIL

HAthsBR08 R

5.20 Effig&iERS (IBi&0O, BEF)

B

#% ID

EERNSE Key

ERERNFR

EREANTRE

RIRRRSIELS DR EIRNIREEE

BieA

FEOBTHRB BB MIRRENEFIRE MEFIHKNER /vl/updateDevicesProfileo

5.29.1i&K Method
POST
5.29.2 &R URL

{BASE_URL}/api/iot-factory-edge-service/updateDevicelnfo
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5.29.3 iFRk

ENGRMLATIERK, DERTYaI TSI EFX:

S BEWIE | &4 BiEA
x-snbps-session EIURM TihRIESHE, A /login #EMRERY token

AEOKRTIN UkeyPermissionFilter HISERHIRICEER,

5.29.4 353K Body

ZIEOR Body BBELUTEHC

FB ¥E ERWIE | & LA
batchid integer (int64) = R ID, FARSIHREEHZOFRED string EEIRE
paramKey string = RFEMSHFRER Key
paramField string = BTFEMAERFE
paramValue string 2 BAFEMSENFRE
data map<string,map<string,string>> = EEEMIZEEIE
5.29.5 ¥ OiREA

o HEM: AEOLABIRSESEIBERE, HEFHNER /vl/updateDevicesProfileo
o HURAMIE: HFIRSEREHAFEENSERRE, EHIZNAIREIERFH datao
o EHiffAIA: R[E respCode="8000" & data EIE, FRMB—EERIIFFAN. T EZEDREIRINFIENEEESEEN.

5.29.6 iERRGI

{
"batchId": 10,
"paramKey": "<legacy protocol key>",
"paramField": "<legacy protocol field>",
"paramValue": "<actual value>",
"data": {}

}

5.29.7 iBEIB#

EOXBY— JSON MNAET, respData NERTH data WR, EEHN map<string, map<string, string>>. ZFRXEIZEREIE, ©
REREFTHEEIHFALCLE R,

5.29.8 RG]

{

"success": true,
"respCode": "8000",
"respMsg": "NoError",

472 | 558



6. Mt

6.1 fiR—: TEIFHETIE (qQueryKeys V2)

iR

Matter ECItEX- PBKDF (ZR3IRE) BARNEMRREL (1000 K)

Matter EERIMEX-REKE (32 F%)

Matter EERIMEX-ECRIRIZXE! (0 RITATERIZ)

REFRIUEN

Matter i&&Fr/E VID

Matter i&#&Ff/E PID

X5t

Matter BB S -2 BB ARIRILZE ID (true XREA)

Matter 3 TEZMIAS

Matter EERIZH3

Matter ECRIS L 4455

Matter ECPIAE % - F 2RISR EBARIER(E

Matter & &RIR-IEEW—ARIRRFF (Base64 4RiD)

Matter FEI S -1 50(E

Matter ERIZE KD

Matter DAC iE#5 MD5 18

Matter PAI 3 MD5 {&

Matter CD X{4& K

Matter CD {4 MD5 &

T/ #iBHEx%, £% OBIS “mAEALE

T #iEEX, &% OBIS =mAEEE

T/ #iBHE%, £% OBIS “mAEALE
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matterData.iterations

matterData.saltLength

matterData.commissioningFlows

matterData.discoverableMode

matterData.vid

matterData.pid

matterData.discriminator

matterData.enableRotatingDeviceld

matterData.manualCode

matterData.passcode

matterData.qrcode

matterData.salt

matterData.uniqueid

matterData.verifier

matterData.serialNumber

matterData.dacCertMd>5

matterData.paiCertMdS

matterData.cdFileName

matterData.cdFileMd5

factoryData.vendorName

factoryData.hardwareVersion

factoryData.hardwareVersionString



IR
T #iBHEx, £% OBIS ~mAEAE
I/ #iEiEX, &% OBIS =RAERE
I #iEEX, £% OBIS ~RAERE
T #iBHEX, &% OBIS =mAEEE

T #iEE%, £% OBIS “mAEALE

RS
BERAE

YR8

JRFRIEESHHH meuld

SHAIAZF mac it

B2 (REIE R

ElfF md5 (REIEHFIR)

6.11 ¥ FEE R

Q w=

i

factoryData.partNumber

factoryData.productUrl

factoryData.productLabel

factoryData.productName

factoryData.startAddress

programmingData.programmingStatus

programmingData.programmingLog

programmingData.programmingTime

chipData.chipUid

chipData.bleMac

firmwareData.fwName

firmwareData.fwMd5

customData. BE X FE&

AFOMMNFEIEME queryKeys V2 @&FN, Matter #3E6(EAH matterData.manualCode« matterData.qrcode
matterData.uniqueid , 5"EWRELEEER"EOFH nanvalPairingCode« setupPayload @, E7ER.

HiE
]

SE #
&

seData

A matterData / factoryData / programmingData / chipData /
Eif firmwareData / customData

6.2 fiR=: $HiREIIR

TR T EOFRAE P im SRS R X R 5 B

474 | 558

LA
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o REFEOMNSREFBHHEIRE, BRERERSIES IR EOGRE.
o SHRK. FAENMEZRMIBIIZH=EREIRATAEERAEMEIRE, RRTF4AR,
o SDK MIZBHY status=0 SEOFL—MANFH respCode="8000" EXFME, FELEM.

respCode

8000

8001

8002

8003

8004

8005

8006

8007

8008

8009

8010

80M

8012

8013

8014

8015

8016

8017

8018

8019

8020

8021

8022

MESRR

NO_ERROR

REQUEST_FAILED

PARAM_ERROR

METHOD_ERROR

AUTH_ERROR

USAFE_TYPE_ERROR

DATA_NOT_FOUND

DATA_ERROR

NOT_ALLOWED

BATCH_EXPIRED_ERROR

BATCH_STATUS_CLOSED

STATION_BATCH_HAS_BIND

STATION_HAS_LOGIN

BATCH_BUNDLE_PARSE_ERROR

STATION_PASSWORD_ERROR

STATION_NOT_BIND_BATCH

STATION_NOT_EXIST

UNKNOWN_LOGIN_TYPE

FACTORY_NOT_EXIST

FACTORY_STATUS_LOCKED

USAFE_NOT_FOUNT

STATION_USAFE_NOT_MATCH

FETCH_BURN_SCRIPT_ERROR

HEA

1#21ERLTN (NoError)

EREM (RequestFailed)

SEEEIR (ParamError)

Fi5sE1= (MethodError)

YRR (AuthError)

U-safe 2585512 (USafeTypeError)

$IEARTEE (DataNotFound)

#3EEIR (DataError)

FAFHITIZIEIE (NotAllowed)

#HRETHA

HAREXH

EARELBE Ha] Tk

TihkBEER (StationHasLogin)

TR AE RS Bundle SXHKINL

TUERIEEIR (StationPasswordError)

T RBEEAHR

TR

RENEFRHEE

T REE

I BiE

K$%E U-safe

U-safe 5T i} ID RILER

IRENGE SRR AR
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respCode

8023

8024

8025

8026

8027

8028

8029

8030

8031

8032

8033

8034

8035

8036

8037

8038

8039

8040

8041

8042

8043

8044

8045

8046

8047

AR

DOWNLOAD_BURN_SCRIPT_ERROR

PRELOGIN_AUTH_ERROR

HSM_CERT_SYNC_REQUIRED

SIGN_VERIFY_ERROR

BATCH_HAS_DONE

BATCH_FILE_NOT_EXIST

BATCH_IMPORT_FAILED

PS_BURN_STATION_RECORDING_FINISHED

USAFE_UNAVAILABLE

BATCH_NOT_FOUND

BATCH_DOWNLOAD_STATUS_NOT_WAIT

DEVICES_PROGRAMMER_DATA_UPLOAD_ERROR

STATION_HAS_EDGE_BIND

CLOUD_FACTORY_ID_ERROR

DEVICE_PROFILE_GENERATE_ERROR

UNSUPPORTED_CERTIFICATE_FORMAT

ORDER_NUMBER_CANNOT_BE_EMPTY

CERT_CHAIN_VERIFY_FAILED

PUBKEY_SIGNATURE_VERIFY_FAILED

ECDH_KEY_AGREEMENT_FAILED

SESSION_KEY_NOT_FOUND

KEY_WRAP_FAILED

DAC_PUBKEY_SIGNATURE_VERIFY_FAILED

BUNDLE_PUBLIC_KEY_NOT_FOUND

SE_PROFILE_NOT_FOUND

TEERIA R

B RETERRM

FLE HSM INEBER. BERHREBEL HSM 58, MARIEBED

FRIEIERW

HARBETER

BIERW, Pt R G EE

SAHREY

U-safe SN BFERUER, SARMEFEFHIR

U-safe ~a] A

REEIHR

HR T HRERZERH

LR ERRBEIERN

TIHE48ERE Edge Service BIftLR

=L ID $4iR

ERIREILRRY

FEZFHIERER

TTESTEENT

Silicon Labs JEFHFELIELIK

R IR QAR IR

ECDH ALl

RIEFPRFEXELH

A S RN

DAC AIAERIIERW

FRELEIFERE keyCode FFRIAY Bundle A #E

KRIKEIRRFINZHY SE Profile
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respCode

8048

8049

8050

8051

8052

8053

8054

8055

8056

8057

8058

8059

8060

8061

8064

8065

8066

8067

8068

8069

8070

8071

8072

8073

8074

AR

SE_PROFILE_PARSE_ERROR

CPLC_INVALID

PERMISSION_CHECK_DENY

SERVER_PERFORMANCE_LIMIT

APDU_SESSION_INVALID

APDU_STEP_FAILED

APDU_RESTART_REQUIRED

APDU_PROCESS_FAILED

SE_PROFILE_DECRYPT_ERROR

TEST_FILE_PARAM_ERROR

TEST_FILE_MANIFEST_ERROR

TEST_FILE_STORAGE_ERROR

TEST_FILE_TASK_ERROR

TEST_FILE_UPLOAD_ERROR

TEST_DATA_TASK_ERROR

ID_RULE_INVALID

ID_RULE_RANGE_EXHAUSTED

ID_RULE_CONFLICT

ID_RULE_DEVICE_KEY_REQUIRED

SCENARIO_TYPE_NOT_BE_NULL

DATA_INVALID

KEY_DECRYPT_FAILED

DATA_EXHAUSTED

ASSIGNMENT_CONFLICT

PROFILE_INVALID

HEA

fi##fr SE Profile K04

CPLC ¥, KEXIM7 84

BAIIERN, EEHIREILIEISR

EREHLRE, BEHRAT EERICERSEH

executeApdu RIELR, HEIF BN SHRITERAT ST

E—% APDU 175K

APDU SIEEMHELH, FEHABLIRENRTNIZ

2032 APDU Profile ERKIK

#i#%2 SE Profile &M%

M ST

MA BRI

M A ARTFR I

RIEFMIAX M EEES KK

EENAXHERHEFHRK

RN SR EIRIES KK

ID Rule #R15 B T3%

ID Rule AJ D ECSEEE#ER

ID Rule K& SHERIEIR(Z BhR

#2477 ID Rule FARERERNREITIR

scenarioType FEERNZ

RN

FREHUR RIPERFARIY

EFHIEERER

EFEBIEN IS HRTIREFERR

JRFERAIE PERSONALIZE 2ERIRH Applet iERERE
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respCode WERT
8101 DEVICE_NOT_FOUND

8102 MULTI_DEVICES_FOUND

8103 QUERY_CONDITION_REQUIRED

HEA

RIENRE, FRETEHSHR

EWEZMEE, HENmESRG

1B7E devicelLocator RE/MEE— N BEREBFM

6.3 MfiR=: FIEMEFIR (updateDevicesProfile)

BN EMFEEREOZEN key:

HiEm

RET RFR

env

EFERYE]

hRZs&

#xE

I &

BRRIEHE

BRRIRE

DAC IEBF5IS

DAC iE# commonName

DAC JE45#9 VID

DAC EH8 PID

FHEEARRA

BUEAIGE AR

DAC £ HHA

DAC 53 HHA

Foxtg

Y

-]

extend.¥ BFEEH
key

environment

manufactureTime

productVersion

productBatch

factory

programmingStation

programmingStatus

dacSerialNo

dacCommonName

dacVid

dacPid

subjectKeyldentifier

authorityKeyldentifier

notBefore

notAfter

pairingCode

qgrcode

{EEA

IHERYEBFER: vid, pid, chipld, grcode, pairingCode

test / prod

e string

o BHE#&: 2020-11-11T01:11:11+08:00

string

string

string

string

Complete / Failed / Unreported

string

string

string

string

string

string

« string

o BHE#&R: 2020-11-11T01:11:11+08:00

e string

o BY[E#ETL: 2020-11-11T01:11:11+08:00

string

string
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¢ oo {EiEA

DAC B EIRARTE (B . * string
R expiryDate .
4, B, BEX) o BYiElHEEL: 2020-11-11T01:11:11+08:00
DAC FIRBMKEL leftDays string
LR & HH DAC IEH certificate string
e string
factoryData FIHIFER factoryData.key & ¥k

o SKHFEBER, RIMIBRTI BB key BI5E

e string
RIS {2 7R programmingScript o SIFAMER, EIMIRBRIRZRFREMIASI M, REEFE—MIAX M, S EE—1E
A AR, BFoBREREHNMEAXHER.

firmwareData.E 4% o AEFMINBZME R startAddress;

B
b o STHHMIBR, AIMIBRYTRZEI
o T[EH otherFile FRXTRISIHZ AT key;
otherFiles otherFile. XX &R
o ZRHBIBR, AIRPRRT R B FRRISC M
o AJEE#T attachment AR X R FREY key;
attachmentFiles attachment. X{#4& R

o SKHREMER, PIMIBRATRZEFREISCAF

6.4 MiRM: AEIGRFIR (QueryKeys V1)

Q #=
o MRENMUBEIVEFE RPAREE, NIEDREZEBEINENT.
o # fwl.fileName FHHF 1 RAE—EMH

E3 ¢ b
CD Xf% MD5 cdFile.md5
CD Xt4& cdFile.fileName
Commissioning flow matterCommissioningParameter.commissioningFlows
DAC MD5 dacTemplate.md5
Discovery mode matterCommissioningParameter.discoverableMode
Discriminator matterCommissioningParameter.discriminator
EnableRotatingDeviceld matterCommissioningParameter.enableRotatingDeviceld
hardwareVersion hardwareVersion
hardwareVersionString hardwareVersionString
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HiEm

mculd

PAI MD5

partNumber

PID

productLabel

productUrl

salt

softwareVersion

softwareVersionString

SPAKE2+Iterations

UniquelD

vendorName

verifier

VID

3

B &

REIRRER

FIEWE

[RYAFCEEEY

mculd

paiCert.md5

partNumber

pid

productLabel

productUrl

matterCommissioningParameter.salt

softwareVersion

softwareVersionString

matterCommissioningParameter.iterations

matterCommissioningParameter.uniqueld

vendorName

matterCommissioningParameter.verifier

vid

matterCommissioningParameter.qrcode

fwl.fileName

programmingStatus

matterCommissioningParameter.manualCode

matterCommissioningParameter.passcode

6.5 BBV SR ARIZ
ARNBTiERER. WASARGR THHRAENRAINF, BEIERSH. MR R AIBAN 0%t R 5 R,
6.5.1 TifiRF
TibeMER. #REORSEE, RIURREE, TIRERIH LIRER. REFRARENT:
queryLoginType
N
preLogin (##%)
N

login
N
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3F SE R, EFERLUTRERN:
o SE-only #%: WJ1E BOF MEBIBEFIER,
o SE_LMCU R&BERZR: NER MCU 3§ Matter BERMEZMIE— traceld, HBiET executeApdu 1T SE kkRIg(E, HE EOF,
6.5.2 Mif54h%
MiRFILAZET =@ /v1/deviceData/upload LIREFHIB. WMFBREEMA M, Rk L&Y, BRIMMNEFHIE, REARARRENT:
login
N
testFile/upload (#%#)
J
deviceData/upload

RANTIE:

o MikZR: BARLEEXHIER, BIREM traceld, BUIHRM scenarioTypeo E4EEEFERZEORERN traceldo
o NEXREX: WMFTREBOMAS M, HBA /vl/testFile/upload LEXMH, BRIREIR traceld AF /vl/deviceData/uploado
o AEGR: FRALIRAERRE batchId, @ deviceRecord.testData.result ERMITER.

RIBWSHRE, FBENAI%EEA /vi/mnatter/onboarding-payloads/recover & Matter ELNEIE; HEZEZHIFMEEN, "EA /v1/

device/information/queryo
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hR7s: v3.3.0

OnBoard™ loT Security FW
Sighing and Pushing CLI -
v1.0.0

1. BiJieR

hRZs SEChBdia] &3

v1.0.0 2025/02/17 FI4aRR 7S

2. #hHR

OnBoard™ loT Security (OBIS) FW Signing and Pushing CLI 2% OBIS $Ti&M& <17
TH, EIIRTEHNERSHX. EEN T ZTH0IEE, BIEET PKI (AAEMIK
M) BNERER, KMS (BREERS) NEARE, BHER, AT, UkAE OBIS
HIE X,

A3 ST4E OBIS FW Signing and Pushing CLI NEBE®<, HiREEHGSNSEURRAS
ERTAI, FBENMTEMTTHREHER SHEXEIEE.

3.8k

snb [4] [Fa4] [3%]
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4. i THIER

41 ZIRECE G S

REIHINZI (Access Key) MFAZZEER (Secret Key) o

4NN T
config
41.2 B
252
B =S ~ 58
-
- : o & EIFIRZA, FI1E OBIS A TIEHE
string 2
accessKey =,
— . - REMZEA, A7 OBIS WA IEARE
string =
secretKey =
4.3 35

snb config --accessKey <AK> --secretKey <SK>

4.2 B =R <

fEREE B RMNRARIERITERR/F
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3
&

4.21%

kms

4.2.2 F&%

3h
&

sign

4.2.3 8%

--algorithm

--keyId

--inputFile

--inputData

--inputHash

--outputFile

string

string

string

string

string

string

S 0N FO

i

il

17|

Iy iy

1y

A

ERESREZL, SR

ecdsa_sha_256o

HEERITERRIEREREA 1D,

EEFEHTERNERXX .

MAFTESREVRE, BT EFINF
T ERo

MAFTESROTGRIEE, B+
HIBYF T o

EEERERNBEEXMG, BV der,
ROIARIR AR (stdout) o
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W S 0N FO

8 i WiEH
== _ e~ mIERE ID, Hifin)F=mEH
string £ ..
resourcePackageld B, tbSEAPIETI,
Q =%

o WTE inputFile, inputData 3 inputHash AIREZED—NSE,
o YIMHEINERYE (stdout) B, .der IREAMBZZLER U HBIFZFERAR
To

4.2.4 =5

snb kms sign --algorithm ecdsa_sha_256 --keyId <keyID> --
inputFile ./firmware.bin --outputFile ./signedResult.der

4.3.2 ¥&$

exportPubKey
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4.3.3 8%

o35 Ky
--keyId string
--outputFormat string
--outputFile string
— string
resourcePackageld
Q &=

HiathEfrERE (stdout) BY,

4.3.4 =5l

i fil il Wi & DN HO

17|

iEA

EEZSHER Do

EESHZHNEEET, AIIE PEM T
DER , EMIAMEZLA DERo

EBESHEHNEmE XS, RIANMERE
(stdout) o

IEEmIEIRE 1D, SHFrfERARIHIEZER
BT TAKRPE, LWSHAET,

der MANEZERU+7EFIFHFBENRT

snb kms exportPubKey --keyId <keyID> --outputFormat PEM --

outputFile pubKey.pem
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4.4 iFBERHS ({5140 Matter DAC)

EREEREBRIRIEBERIBER (CSR) XHHITER,

4.41%%

pki

5
&

4.4.2 7
sign

4.4.3 ¥

--inputFormat

certTemplateld

outputFormat

--csrFile

--csrContent

string

string

string

string

string

S i
il M & o

iy il

iy

iEA

FBERMAXHREIN (PEM 3¢ DER) , FAIA
MU PEMo

EEIER (51490 Matter DAC) BIIE#R IDo

FEEMEH XL (PEM 3X DER) , EFXIA
M DERo

1EE CSR XHRIERIZ,

1Rt CSR XHRIAR
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LA

¢ H
fmr 0N

BRI HR, BRAAtrER
(stdout) o

iy

--outputFile string

Q #F
o WADITE csrFile T csrContent HIRIEED—IPSE,

o HRHEINERE (stdout) B, .der BNHNERERU/NHBIFRIBLAR
o

4.4.4 ;=5

snb pki sign --csrFile ./csr.der --inputFormat DER --
certTemplateld 1F118749-EEB1-11EF-A430-B8CEF6C25058

4.5 ElFExEm S

HWIXE 2B ENEHXHZE OBIS,
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4.5.3 B

-—file

--fileType

resourcePackageld

-—env

--startAddress

--version

OF

o SHEEMABIRERTIUAN .bin BT,

string

string

string

string

string

string

fil fil fil S oY Ao

gl

iy

iy

iR

FEEEHIXE OBIS MISCE,

IBEHEXHRIEE: Application (BR
i\) , Bootloader 3 Otherso

5% OBIS FER™m FTHZHIRE ID,

FEEHEIERBEMRIFE: TEST =X PROD o

EE B MR REERIE, B ox Fk
BY+7 i HER

REBHXHhRES, &RAKEN 16 MFFo
ARIFERNFHEE: X4, 8F (0-9), F
& (a-z, A-Z), = (), TR () MEFA (-
)o

2 startAddress SR,

o B# version, env M file NAESHIEH —N, FRATFEE,
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4.5.4 =5l

snb obis push --file ./lighting.s37 --fileType Application --
resourcePackageld <id> --env TEST --version 1.0.0

5. ElfF =8 MHEERG

User Chip vendor SNB-CLI 0BIS Cloud
provided tool
- : : :
— 1.Digest firmware file = Geniersien E :
digest value E E
from H H
«-- Response digest value -- firmware file : :
H H
H H

2.Firmware digeit value signing
(passing hexadecimal digest =

value anq' KeylID)

Request signing

Signing

Reponse

H :

¥ ITTTTTT TP PP Reponse SIgNature result ««««++sssereserimunnns signature result
'

3.Merge firmware

—— with signature .
Merge firmware

value X
content with
- Response signature result
merged result -
QPusfv signed firmware

H —— Push signed firmware —

H Save signed firmware to specified
E package

s -+« Response push result «««««

~ ERCET T P PP PP PP Reponﬁ push result «=seseesersesiannannns P P .
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hR#s: v3.3.0

OnBoard™ loT Security Programming CLI -
v3.0.5

1. {BiJiER

hds EHREiE] &
2025/05/
v1.0.0 HBRRAS
12
M7 AN SRS

o & Edge Service
- BIFERER

o ETFHRTIR

o HEHR

o IRGEREM

o RIERFHA

- EEREEE

- FREAEWME

2026/01/
e 22 o XFIBEURE
HipET U T =12
o #if Identity U-Safe 58
o THTERZA
. THIAFEHE
EBRT UTE RS
o ER Edge Service S¥HILET —-stationId B
o TFHREEHSHILE (output) FFIET scriptUrl FE
2026/03,
v3.01 13/ / &R Edge Service S —-stationId SEHEHMENANLE
2026/03/ . . —
v3.0.2 . HEEHRFMAGSETIILRRHMATHIRA, FEMHERHNHSRE)

2026/06/ o EMT FTEHAEEHHS

v3.0.3
02 o ER Edge Service ST —-stationVersion 8%
o Fi PPCLI (Programming Process Control CLI) % Telink ZHERIEN, H#3E Ul (Programming Station & i)
R
v3.0.4 202169’09/ . ABMER. HREE. GREAESIEEROREBRE;
o WFEEFIETHHEZDBE. WHIRE. ERAIERSZELIEGA;
o BEHEXG LSRR MIZRH,
2026/09/ _ e — N [,
v3.0.5 99 G AT R APDU 121F"a<, SIESE. BATRE. HTTP BT, REIZR&FEIRGIHA,
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2. R

OnBoard™ loT Security (OBIS) Programming CLI @% /7 OBIS {TiEM&<ITTE, TIATIRERR. EWEELE, (RULLELEER Edge Service, &
18 Identity U-Safe 53R, ZTWMEEMREUE, HEXRRER, UKRE BN THERMZS.

AR A4R OBIS Programming CLI WE A<, HIRESHINSEBASERTA, BEMRERTEMRIEERFZREXIEE. AXFENNEA
Ul (Programming Station Z /i) @3 PPCLI (Programming Process Control CLI) S{EBERIEOBINEEERMBALR, URMER. #XE
B RREESINEERRRERVENTER AR,

@ &t
EZERIESE:

o [RRMIZTBEEXERIER]
o RERIEZEOAANFE

3. OBIS Programming CLI i&i%

obiscli [#4] [T@4] [2%]

BYITERTNEETRNFFRLAEANS|S » FHidk, DML ETATERK.

o IFFARHBI: --chipVendor="Test Labs"

o ¥RTHI. --chipVendor=Test Labs

4. OBIS Programming CLI i<
41 ENT AR

BTFEHITIANGERRBERITRASHRES,
411 8%
--help

4.1.2 5

obiscli.exe --help
positional arguments:
0BIS CLI Tool Command

login Login to OBIS Local Service.
Tlogout logout to OBIS Local Service.
usafe 0BIS usafe commands.

batch 0BIS batch commands.

script 0BIS batch commands.

obisexe O0BIS commands.

logCollect 0BIS batch commands.

addPath add sys Path.

options:
-h, --help show this help message and exit
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4.2 B3 Edge Service

FFES Edge Service,

4218%€
login
4.2.2 B8
S8 £ EEWEA Bt
--ip string = Programming Station Z i IP, 2KIAE: 127.0.0.1
--port string = Programming Station &P imim [, ZAIAE: 32333
--stationId string = JEFRUE ID
--stationVersion string = Programming Station 2 F ik
--factorytype string = T/ A8, BUAME: Zsith
——password string & BEREE, NEERERERNEEIERS
--usafesn string & U-Safe Serial Number (5%15)
4.2.3 7f

# LR

obiscli login --ip=192.168.40.100 --port=32333 --stationId 81045379
# u-safe &:f:
obiscli login --ip=192.168.40.100 --port=32333 --usafesn=00003FO0ABO13668 --stationId 81045379
# BER:

obiscli login —-ip=192.168.40.100 --port=32333 --password=12345678 --stationId 81045379

)

obiscli login --ip=192.168.40.100 --port=32333 --password=12345678

%

it

{
"stationid": "94221070",
"token": "b69a9fe7-9df4-4bdc-819e-9b84a7bcOb23",
"tokenexpire": "unlimited"

I

4.3 B Edge Service
FBFEH Edge Service,

431%%

logout

4.3.2 i fjl

# B
obiscli logout
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4.4 EREREE

BTFEIBEF Edge Service FIZERL,

4.41%%
login
4.42 F®€
queryType
4.4.3 B
£ 3] BEWIE
—-ip string b3
--port string =
--stationId string =
4.4.4 7545

L

Programming Station &% IP, 2AIAME: 127.0.0.1

Programming Station & FiminA, ERIAE: 32333

JRFuG 1D

obiscli login queryType -—-ip=192.168.40.205 —-port=32333 --stationId=97123586

Wil (1 oS 2 ek, 3 U-safedist)
{
"loginType": 3

Ir
4.5 BT FiED
BTEIBER Edge Service FIEKIEIR,
451%<
login
452 FH<
queryoptions
453 8%
sH wm BT
—ip string =
--port string =
--usafesn string =
--factoryType string ES
--stationId string &

¥HEA

Programming Station i IP, BAIA{E: 127.0.0.1

Programming Station & im0, BRIAE: 32333

U-Safe Serial Number (F%5)

T KA, FNE: it

R 1D
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4.5.4 ;Rf5

obiscli login queryoptions --factoryType=local --ip=192.168.40.100 --port=32333 --usafesn=00003FO0AB013668

4.6 Eif Identity U-Safe 5%
BFFIHBEAE’IZER Identity U-Safe,
461%%

usafe
46.2 F&¥
list

4.6.3 Tl

obiscli usafe list
it
{
"ysafelist": [
{
"usafesn": "0O001BCOOB86DA2BB"

4.7 EFHtRER
AT ERFRFIIENRHRAES.
4.71&%

batch

472 FH¥

query

4.7.3 {5l

obiscli batch query

B -
{
"batches": [
{
"batchId": "7346273795440640",
"batchName": "UI-jason-0925",
"chips": [
{
"chipPart": "QPG6200",
"chipVendor": "Qorvo",
"objectid": "4bb8lefbh504248fe813c83a4edab02ac"

I
"env": "test",
"extData": "VID : OxFFF2 PID : 0x8001",
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4.8 EiRHRTIR

BFERI TR SHMARRTIR.

481%%

batch

482 F&<

querylist

4.8.3 8

28 S BEWIE
--orderNumber string =

4.8.4 x5l

obiscli batch query

Hi -
obiscli batch queryList --orderNumber "LDS-19990101-1030BTC"

LR
[

"batchId": "8725582734950400",
"batchName": "Test-Order-5"

4.9 SBEHR

AFBERREIGER L.

4.918%

batch

492 F&d

assign

4.9.3 8%

S8 E-Sid] BEWIE
--batchlId string =

4.9.4 R

obiscli batch assign --batchId 7176076344164352

i
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4.0 EifHRFTERE

ATFEEFRRINEENTELIE, ZHa<$BEH PPCLI F/ @ERMZAAR, Ul THEEER,
4101 &%

batch

410.2 ¥ &<

getfulldata

4.10.3 ;=fl

obiscli batch getfulldata

4N EiHREIEERIE

BTFEEFERINIGENEELHIE. Za<$BEH PPCLI R MERMZAIER, Ul THEEEAR,
AN &L

batch

AN2 FHe

getFixData

41.3 545

obiscli batch getFixData

412 R T LRIERIE

BFESFRRINGEPNTHEIE, ZH<BEH PPCLI S/ BERMAER, Ul TEEZAR.
4021 &%

batch

412.2 FH<

getChangingData

4.12.3 ;=f

obiscli batch getChangingData

i -

{
"batchId": "7115488079380480",
"batchName": "V1.8.5 Dual Button 0906 MP",

"bundles": [
{
"type": "dataBundle",
"section": "Matter configuration",
"items": [
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413 HEEHERERSR

FATHIXFRE LFE Edge Service B¥IE, Zam<EEH PPCLI Sk MERMANER, Ul THEZAR.

4131 %%
batch
4132 F&<
putdata
413.3 8
2 e BEYIE BiEA
--batchId string = #tx ID
——chipVendor string 2 A HNEER, $180: Silicon Labs
--chipPart string 2 HHES
--data json 2 HEXEE
——uuid string 2 BERE—IRGES
4.13.4 11

obiscli batch putdata --uuid=24alc3da-459a-429b-a717-29989f926d43 --batchId=4808741360762880 --chipVendor="Silicon Labs" --chipPart=EFR
[{\"items\": [{\"key\": \"dacTemplate\", \"response\": [{\"csr\":

\"MIHMMIGNAgEAMCSXKTAnBgNVBAMMIERBQYA1SFNmblpxVSBNdmlkOjEONDEgTXBpZDowMTIzMFKWEWYHK0ZIZzjOCAQYIKoZIzjODAQcDQAEXeJ5k1UtgF7YIDRM37XVHU4 T
FNF1JjcucbEgaIR+KAAMA0GCCqGSM49BAMCAGGAMEUCIQDeR2rM9F0dCg1GTIyAOpQR2FtARVWIW3NEjXv9t7mgéwIgBcvUbHIGSNATB/I7r0Y48b/Fgnf5UKEOMX/7eekcUBK=

414 HiI7HER APDU 24E

BTFEEE APDU (Application Protocol Data Unit, MAWMYEKIESETT) RENERAETR, BT FARSHIT APDU #2F, Zm<iEEMH PPCLI X/ &
IRRIASER, Ul TEEZER.

4141 %%
batch

414.2 F&$

executeApdu

414.3 ¥

b ]

string &  HEUERMRID, NS5ARISELIBFIEHR—.
batchId
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HEA

B & o

FRGEBIRIRRIERE vuid , MEAHFIRFRIZFREBTR, TEEEAERE serialno Bfto

il

--uuid string

JSON MRIELHEIMERFEL, BNMEEHEIIEREINZ. B9 progranmingTraceld URARSIHIMNERIIEHESM

--dat tri
aty | sTing MR, BHTH. XURENRETEEGN, ULIRSEMUE,

Q ®=%

o —batchId fl -—-yvid EHASHBNBPRIEERVASH, BHSFENLSTHERRRBEEEPED L, BFRNEENGRHN
batchId M vuid; HEEEY, ERFHFIREN null, REWSKRIHRSHTEM.

o ARFINERINER, HIRRHFHARARIGEHIBIERITIR. RS AITE token B OBIS Programming CLI MZAS#EZE IREY, THRELR
WEHEEENERSH

o ——data RZABEHE JSON HER, FREEAXHGRE. B FHBERHE. YaiXIFEPNFEERSHIBERENR, FRTMIMEM data
B; ARFREBERAE, AEFRE —-data FEEZN batchId  vuido

o ARELARZFRF --chipVendor. --chipPart 3t --serialno &,

o BRERELRAM executeApdu IR _E—H<SME AR INAFIM APDU ii2455R, MEAKIRSIHMINAE,

414.4 545

TEETIMERTF R

obiscli batch executeApdu --batchId="<BATCH_ID>" --uuid="<UUID>"

FEM@ZN programmingTraceld BY, HEllSFEIRARS imiNAb7t:

obiscli batch executeApdu --batchId="<BATCH_ID>" --uuid="<UUID>" --
data="{\"programmingTraceId\":\"<PROGRAMMING_TRACE_ID>\"}"

U ERDNTERTARNEHIN, TRTDIELRITAR. --data WEBERAXNETESNUSFE, MUKRRSHEHNAE,

ER —data FEY \" EXEATF Windows cmd.exe nfl. MARFETHE AP AN, WEEETSHEBATREN JSON FHH, THRIMINFNME
Shell BRI S Xo

414.5 HTTP BR§d

OBIS Programming CLI #§ executeApdu ER&ZZFZELTHEO:

iE BiEA
Method POST
Path /api/iot-factory-edge-service/executeApdu
Content-Type application/json
Session x-snbps-session fEAZHEIER token
Request ID x-snbps-request-id E OBIS Programming CLI BEI4RK
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me BiEA
Timestamp x-snbps-timestamp E4 OBIS Programming CLI BEI4RK
AR ERBREFEN IP F port; mIGRNEREREFN host, HEEEFENBMA factoryIdo

B0, B2 programmingTraceld BIEE<SITRANERAFIT :

{

"yuid": "<UUID>",

"patchId": "<BATCH_ID>",

"programmingTraceId": "<PROGRAMMING_TRACE_ID>"
}

4.14.6 BEER 5B HE

OBIS Programming CLI f##ff HTTP MAR/S, X respCode AFRFE "8000" B respbData A null BY, & respData ANEHE A JSON Hithh,
LURHEERS 0 453K,

CLI F&EIHHIMNER respCode # respMsgo respData FIRMKUSEMBARSIHEN, Hal CLI RMEEEFE.

SR WiEA
0 FRIEDABREY. BERMAMERBLSMMEBREISE, TEEIBLHIEMEERRTZERTMR
1 --data FRHEMHY JSON X7
45 HTTP EFIRIARAKK, CLIfiH executeApdu failed: Network error
46 FRINMEIAFE respData FAKEA null. HAEHARMNATHER {F REHA [] EEZHEIR

fRE5%% respCode ¥IREMVEES(E & respCode FA "8000" BY, CLI it respMsg, FHEUAXRZAYLSEIRFDIRE

200 HIKRBRRE, FINIMRTTERN, Sl SHIREITEEIR AR

APDU #FIE5ERifE, PPCLI R G RMAMSIRBIRIGFRMIZNITEEIEIE, HET batch putresult LIREZRRER. executeApdu FER
batch putresulto

415 HEIXIRRER

ATFHIERRERT Edge Service, Zep<iBEH PPCLI i BERHZAREM, Ul BEEZER.
4151 %%

batch

415.2 F@i¥

putresult

415.3 B
8% XY 2T L

--batchId string #t% ID

il
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B8 £ EEPIR iR

--changeKeys string b R ERRSEIE, BRI keyo ZIFM key IBBE &8I (queryKeys V2)
--result string = IRRER
--uuid string = BRAME—IRGED
415.4 ;R

obiscli batch putresult --batchId=4808741360762880 --uuid=24alc3da-459a-429b-a717-29989f926d43 --result=success --
changeKeys=""

4.6 HXIRREH

BAFHEEREMHE Edge Service,

4161 %%
batch
416.2 FH<
uploadEvent
416.3 8%
B84 ] REMHE 01|
--batchId string = #t2x ID

--yuid string = IGEE—IRIRRT

--event string FS IRFREMH
4.16.4

obiscli batch uploadEvent --batchId=4808741360762880 --uuid=24alc3da-459a-429b-a717-29989f926d43 --event
"{\"uvuid\":\"24alc3da-459a-429b-a717-29989f926d43\", \"events\": [{\"eventName\": \"Generate Trace ID\",
\"timestamp\": \"2026-01-09T09:46:02.672Z\", \"source\": \"script\", \"priority\": \"1\", \"status\": \"success\",
\"content\": \"\"}, {\"eventName\": \"Fetch Batch Dynamic Data\", \"timestamp\": \"2026-01-09T09:46:04.538Z\",
\"source\": \"script\", \"priority\": \"1\", \"status\": \"success\", \"content\": \"\"}, {\"eventName\": \"Fetch
Device ID\", \"timestamp\": \"2026-01-09T09:46:07.340Z\", \"source\": \"script\", \"priority\": \"1\", \"status\":
\"success\", \"content\": \"\"}, {\"eventName\": \"Fetch CSR\", \"timestamp\": \"2026-01-09T09:46:27.433Z\",
\"source\": \"script\", \"priority\": \"1\", \"status\": \"success\", \"content\": \"\"}, {\"eventName\": \"Program
Factory Data\", \"timestamp\": \"2026-01-09T09:46:33.631Z\", \"source\": \"script\", \"priority\": \"21\", \"status\":
\"success\", \"content\": \"\"}, {\"eventName\": \"Report Programming Result\", \"timestamp\":
\"2026-01-09T09:46:35.726Z\", \"source\": \"script\", \"priority\": \"1\", \"status\": \"failure\", \"content\":
\"['[ERROR] [ppcli]1200000486:Command failed with exception: 2\\n result.exit_code:2 retry_times:1.']\"}]1}"
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417 EifEFRZ
Q »F
BNEEERZ IS EESS (batch query) REFEERIGEWNNHNIRES, MAPREBIATHIEE, RERIT I2UEZHAGHS (script

download) ##1T &

ATFRERRRIRESFEXNRAIEREIZ,

VRVAR- 4
script
417.2 ¥ %<
query
417.3 88
B ESi) EEYIE BiEA
--batchId string = 2% ID
--chipPart string & HHES
--chipVendor string = SR EEHR, fIg0: Silicon Labs
--productId string & F=&m ID
4.17.4 3
Q &=

Y scriptExist /I false BY, BERIT FEUEZH AT (script download) FEMEIZA; BHR true, WEFERTH,

obiscli script query —-batchlId=4808741360762880 --chipVendor="Silicon Labs" --chipPart=EFR32MG24B210F1536IM48
His -
{

"scriptExist": bool,

"path": ...

418 THERZ
BT THERMEZ,

4181 8%%

script

418.2 FH%

download
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418.3 ¥

B8 il BEYHE tEA
—url string = IR A B T H 5 E
——extractFolder string &= IR AT HENRERE
—-savePath string &= IR AT HENRERE

4.18.4 55l

obiscli script download --url="http://192.168.40.171:8005/api/iot-factory-edge-service/
download?fileld=1866310684527935298&fileName=0d232bf966e516f4bf2a75e1880e5%¢ee.zip" -~
savePath="C:\\Users\\Administrator\\AppData\\Roaming\\SNB\\chipVendorCmd" --
extractFolder="C:\\Users\\Administrator\\AppData\\Roaming\\SNB\\chipVendorCmd"

419 RERREZA
BT RRERRRBIA,
4191 %%
script
419.2 F &<
extract
419.3 8%
B ESis EEWIR HER
--extractFolder string S NHIfRERR
--zipFile string B EEXAHERRE, XHERABTZ zip
419.4 i

obiscli script extract --zipFile="C:\\Users\\Administrator\\AppData\\Roaming\\SNB\\chipVendorCmd\\Silicon Labs.zip"
--extractFolder="C:\\Users\\Administrator\\AppData\\Roaming\\SNB\\chipVendorCmd"

4.20 BEERE

AT ERE R SRENEXS .
4201 &%

logCollect

4.20.2 &%

config
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4.20.3 B

28 3 EBEWIE
--TlogLevel string &
--collectLogPath string &
--collectLogSuffix string &
--mqttIp string &
--mgttPassword string =
--mqttPort string &
--mqttUser string =

4.20.4 Rl

obiscli logCollect config --loglLevel=INFO

4.2 EERAERE
BFEEREWENEXSH.
4.211 %

logCollect

4.21.2 FH¥

showConfig

4.21.3 35l

obiscli logCollect showConfig

BieA

BER5 =R

BEXHNEHRESR, BRiME: C:\Users\<User Name>\AppData\SNB

BEXMHHES, FKIAME: .log

MQTT Broker (AR$528) #9IP

JEE MQTT Broker B3P 3 RYEERD

MQTT Broker iS5

% MQTT Broker IR R

LR
{
"DEFAULT": {
"log_level": "INFO",
"log_file_path": "C:\\Users\\Administrator\\AppData\\Roaming\\iot-log-collecter\\collecter.log",
"log_rotation": "2 hour",
"log_retention": "1 days",
"send_times_save_status": "1",
"collect_log_path": "C:\\Users\\Administrator\\AppData\\Roaming\\SNB",
"collect_log_suffix": "[\".log\"]",
"send_log_mode": "1",
"source_type": "\"PS\" # ps:programming station es:edge service"
g
"MQTT": {

"broker": "192.168.40.144",
"port": "32222",

"user": "snowball",
"password": "vX4hR9tV7iE8p09d",
"connect_crt": "",
"connect_key": "",
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4.22 ABREETRE
BFFrAENE.
4.221%%

logCollect

4.22.2 FH<

start

4.22.3 7Rfjl

obiscli logCollect start
Hi s -
iot-log-collect.exe run successfully.
4.23 XFBREWSE
AT ELERERE.
4.231%%
logCollect
4232 FH¢

stop

4.23.3 7Rfl

obiscli logCollect stop
Hi -

iot-log-collecter.exe stop successfully.

4.24 THAEEMF
BFTFHAREEMAX
4241 &%
downloadFw
4.24.2 8%
B8 £S5
--url string
--savePath string
4.24.3 7Rf1

obiscli downloadFw --url <URL> --savePath <Path>

BEWEA

il
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5. PPCLI & RiEO

5.1 R

PPCLI (Programming Process Control CLI) FFEHI&&EERMIE. Ul (Programming Station EF i) BENIREEREY, #i@id OBIS Programming
CLI BB R. HRBERERIAES, BEIEREASIRMEA PPCLI (Programming Process Control CLI) NAZMRRESHBIIEEIRR.

BRIIIEFFARARUREGRIREL, IEBIER. MENITH APDU TERERER LR, B PPCLI St/ #lkRAI4:&iZ OBIS Programming CLI 52/, Ul &
BXREREREXRED.

5.2 Python PPCLI

BATERHMABHESE ppeli.py KIMEL Python BITIRERTR. ppcli.py /9 PPCLI AA, process.py AEBERN EEREW. Ul FED
ppcli.py BENER, REEREHNIT process.py ; RENALUGEREIAGNAE N,

5.2.1 fERRIR
JAR Python PPCLI #il, RIREMUTEME:

o BER Edge Service, HFemHATHIRIITE;

o BEFHHASSHAMOR. BHRESTENGEREAS, BRXRESUERE;

o BTHBENIMEER (cwd) BREBAERRMAEHNEMAOER, MBS ppcli.py WER, MiE ZIP THERR Ul REBR; BEMENEBEYULZ
BRAEE;

o BTN HE FHIZEERET PATH FREIEMARZAH obiscli.exe » FSHIF OBIS Programming CLI fEA4EEIAY Windows AP MECEIFE, LUt
ZEFRRFNLFHRBERSES; X Ul £/ OBIS CLI BIZEFEE1E, REEMRIE PPCLI IERAMAEY obiscli.exe BETHIEHEE!;

o RRBEHEEHRREFHERE, BFGEELE;

o —type. --speed. THENERGHESESHN S LIFERMA G FREF—H

5.2.2 EifJiRRAE

BFEHYEIA BRERSS.

5.2.21 %%
adapter
5.2.22 F%<
list
5.2.2.3 8%
f=r .
2% 3 iR BiEA
- string & ?cﬁ@iﬁ%ﬂﬂ’ﬂﬁij)#f#ﬁifai%w, BEFRBEHIAR chips[].chipVendor ; BENIRGRMAGLEHITRE . KNG
chipVendor KT AEEBITRIZA i,

—type string 2 IRRERARE, AFBEURRHABERENE
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5.2.2.4
Q »F

—type=1 AHURITHIERIE, BAAREUSMERMASNE,

".\python-3.12.9-embed-amd64\python.exe" ".\ppcli.py" adapter list --chipVendor="<CHIP_VENDOR>" --type=1
Hi -

{
"adapterList": [
{
"serialno": "<SERIALNO>"
b
1
+

EFWRING, M adapterList FEERBEINEREE, HIEE serialno BEH#EAN program #%.

serialno RFRBLIE, NMBREREEEEFHSE, FIW 0008, MRBTEFNH, MR adapterList AE, WARNBNEERR; RESERRDNE
FERETARATERIBNE, MIZERSBETWAMLIE, TEURIEHIZEHER o HAMEEIRERS.

5.2.3 BohiRR

BT B fEERRBRMNIRERR.

5.2.31%%
program
5.2.3.2 8%
2F %
> 38
* g B A
- . L REFRERMAEE adapter list BERREBEEFRR, WREARBFRS; THEMEM batchId.
string 3 N
serialno stationId~ A UID 8 yuid &R
--type string 2 IRRIRMEEAEIES, H5 adapter list FEANERFRE—; IR 1 BEFEXBERMAEENX
g V ; string & UATHCRFIETGHBMNE; UERRREN; ESHAaER HE, NRER SR
chipVendor
— sting &  YEHUREHESHES, EERE chips[].chipPart ; Ul ERBIRfEN
chipPart
> | suing | = BERBEER; THA 115200, BERM. BRCEERRATHLUESHASEERE, FE—RERFE BN
- i 5
spee g UART S5 o e ¢
—extInfo string & [ BIESH; WEESHALERRATHEN, TRRATIEE, RUEEENEEHR JSON

5.2.3.3 7=fjl

LAY Python PPCLI 1, —-serialno 1 --type FAMIESH; H BRSIEIEE LAIHER, B SSEMAIseBuS A EMERSHES, FEit Ul

RNV
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".\python-3.12.9-embed-amd64\python.exe" ".\ppcli.py" program --chipVendor="<CHIP_VENDOR>" --chipPart="<CHIP_PART>"
--serialno="<SERIALNO>" --speed=115200 --type=1

Q &=
——chipVendor« --chipPart 1 --type BIE{RER{EN LLSEFT Python PPCLI IRRMABLAENE, FMEEMHRA Telink TREREORFITH
TELINK 3¢ telinkevko

MRRHABEREREN S BSE, A8 —extInfo="<EXT_INFO>",

5.2.4 BHILE

RIERA LT <12 & T Python PPCLI B8RS4

".\python-3.12.9-embed-amd64\python.exe" ".\ppcli.py" adapter list --help
".\python-3.12.9-embed-amd64\python.exe" ".\ppcli.py" program --help

Q &=
—help (RATEEGHIRSHEN, FRITRERSR.

5.2.5 PPCLI REBARA

FAFHBARI&&EERG, PPCLI 5 OBIS Programming CLI ZEIMIAAXR, Ul TERFTVESFITITIFG. EFRRB. B progran FLIEHL, B5h
RRE, PPCLI REHFHAKRCHEERTRAKRRME, TEEE:

1. #8F obiscli batch getChangingData FREXHAIZEMEUEIBRGZRITIR;

2. EEHBIEREFHY, A obiscli batch getFixData RENHEFEEHIE, BSTHIIESH;

3. 1A process.py TR EKRRIFIE, RIESHRHREBETMIEEHE. JEHK Factory Data 02, Bl 5 NFIIIEFIRIE,;

4. RIBERTIZHE, BT obiscli batch putdata 5 Edge Service #THUBRE, ZIAMAATAERETERFII2P, FIaNIR3Z CSR H3REX DAC; &
Z APDU RXEBY, AT obiscli batch executeApdu HITHERAY APDU IRRFIE;

5. XRTEME, RIEHRITERET obiscli batch putresult E3R success 3 failureo FIEHIEREVKM. BB vuid T batchId, iR
EREHUEY, FRETETHER LR,

Ul THRESRBKELMEIE. Fi5 DAC R EIRFE—RRER, LRIR(EH PPCLI URRMIAH—TEM.

5.3 Telink EAKEREO
=93 Telink RRMABERE BRI RTEFEETIRREBABDIEER. Ul MIRIERMRGIERZ6E RN RMAERAD.

Python PPCLI 5 Telink Z A HITEFBTFRMARNENAR, —EHEFEHE—, THEKRMNT. R Python PPCLI WEFEIFA Telink jERIT A, UIX
FIRASMNE PPCLI, BENEIKEEERHR.

5.31 EifiERE

BFiEE Telink TARREFEINY AR AERSE,
5311%%

adapter

5.31.2 F&¥

list
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5.31.3 8%

s xR ETWEA L]
--chipVendor string P SR HNEIRR, ARFI6ER TELINK , ARZEREIRS Python PPCLI A E&R
--type string 2 JeReKE, ARBIER telinkevk , AR5 Python PPCLI RGIFFHY —-type=1 JBF
5.3.1.4 Rfjl

".\Cmd\_download\_tool.exe" adapter list --chipVendor="TELINK" --type=telinkevk

LREERT cmd BRT _download FERHFM _tool.exe, FRRTBEN Cmd_download_tool.exe FIEANNM, FIITIZFEERIRR LASERRAI(THYNE
FHAGE, Fg, MELFRGEHNTHRITEFUTRESR, afFER:

".\Cmd_download_tool.exe" adapter list --chipVendor="TELINK" --type=telinkevk

TRERMA BRI RERTRNEREW, Ul MRERRHASEERETHITEFBRENTEER, THERBEERE, BFANEBRXGFFENE
HENERER.

5.3.2 BEIRR

AT @EIEER Telink ERBBINKEZRR.

5.3.21%%
program
5.3.2.2 8%
i d XB EERYE BiEA

--serialno  string 2 BiTEREBMIEE ID, HE— Telink EAEFH adapter list BLEIRRE, MRBREMNFREBFRSH

5.3.2.3 7R=fjl

".\Cmd\_download\_tool.exe" program --serialno="<SERIALNO>"
NREFRATEHRNEHRITIEFUTRER, 2FER:
".\Cmd_download_tool.exe" program --serialno="<SERIALNO>"

Telink ZABERIEOMN program 8L AREEA Python PPCLI RfIHH) --chipVendor« --chipPart. --speed M --type &%, FREXLSHERE
IBANE Telink EAKERHLH, EtRERE UL Telink GeREIASEiRAR .

Telink TAKFEORREILER. HEE. BIOREEUMMRENERIAE T,

6. IEFIRFRMITRIZ
6.1 2INARRE

TR Ul ME R Edge Service. EEHURNMERMEZ, ZRA PPCLI TAiRERRHEMARIE,
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OBIS Programming CLI - REARBRE
G WA/ IO EE/BE KOS SSHESR

Programming Station Ul PPC CLI / PPCLI OBIS CLI
IS wPM T - R I Famn

Login / Batch « SERFHSEILR
1. obiscli login queryType

Irmds

queryloginType
PRI L BEBRAY ..
i ensssasnsasasnnssaannass BROR; U-Safe TREmMusafelist el
2. obiscli login
prelogin / login
e BRER
e e s Sliond GRREB e eeeeceaeead
3. obiscli batch query
queryPPCBatchinfo
b e BOR. THSEAEE
RRIERSEIA URL

4. obiscli batch assign --batchld=...

batchAssign
RUSRCSSERIS . (VRIS
A Lt R
Script « BFHRENEE
5. Ul {X5E08F8 batch query BOSIAERUSTAINE; HEEIMSAS obiscli script query
6. obiscli script download (BB TR
$EE URL TR 2IP
geosssssssassacd 23 . SR—
OBIS CLI FiE. M. MiiL; Ul RTFHRIGURAADER (1 5.3)
e TSR VMUMEDEEE s
Programming « Ul i8&) PPCLI / T AQ
AES%: adapter list
ST RREE: VI B serialno_______.
7. ppcli program
Ry / RS /ERLEE (NiYE)
TIEFE HTTP 180
SO BUR/ W /MR
PRy Bavaww .
Lgcatoazad BESHE; RGBS
FSSNERE: SRR SEERMBIAET obiscli logout
HA% > = an
FivER /g R8EhiERYAIER
30 0]
Ul -> OBIS login queryType; U-Safe ERART, EBRIT N
REERXBRMESNHER

CLI usafe list
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AR >

I Ho/RIE EEhERTRTIR
Ul OBIS

2 c; Login BRAY, HEEEPEFEN stationid

5 Ul > OBIS Caten . RBITENGS batoh ™ RETEHRIES, FHHE batchId. BHRERMA; XE&

)y B ar

oL aTCh query aten querytis ID B RTIE A R R (2 B
Ul > OBIS o .

. eiieh Essian HORGVERT, BAm e R R LR EIR

L5IREX batch query R[EIRIRNZA URL. EFRKhRas/ \
5 ul . — HES ALENAHIERHAOREH TH
HE, BEBRAIT script query

, Usosis o ERMA TS, RERDALER, HEUSFAOES; AtE
cL e BehENASDESERNTINE TE

7 (& Ul > PPCLI

i RIhEE ] AkRReE, FHIREER i
&) T PN= adapter list 18R +HMR serialno
. Ul - PPCLI KRR R BEHSRHATRER, RIBRITERLIERR AT,
JRINs! program KIMLER LRSS
Ul > OBIS  ¥ZFEHMIT batch query RIFHUARLE; SIELREHIT — . .
R FIEBENERNER LIREREBEREFIERRIE

CLI logout

% 5 SRR batch query BREMNERMAESR, FEXR UIEERA script query; NERMRERENTEZNEER, HRRELSEEMEMRAATEE
BEIMNBEEE, NIRSEPRERM OBIS Programming CLI FRZsfEHr, REZARIE HTTP RN EIFRE CLI B9 JSON 451,

6.2 X R AT

BFREASMMIARRRETME 7 & RFIRE, SF Ul BoER. RREBERN. RERIKRER LR,

Q ®%
* getChangingData #1 getFixData I OBIS Programming CLI &5<, 33 TFREGEETHEIBEMEELIE, MR/ HTTP #O5517
getProgrammingData #l getMetadata, CLI &8<&5 HTTP EZORREIRMA;
o EEHIBBEFE, AIBkT getFixData;
o J&&EIER. Device ID 3REX. CSR/DAC %32, Factory Data E\. EERFNREMZAEFSE, BHSHEMMNREERTE;
o 3E Matter IREHARAIGEUER CSR HI7TE, F—EEE CSR/DAC 4E;
o putdata AFERIREPHEIEIIER/MNRZE, 190 CSR/DAC 3EK; FF HTTP #0 uploadRequestData ;
o putresult AT LHRRAKERLER, MM HTTP #0 programmingResult; putdata 5 putresult FERRE, TEEEAEE,

EF R Python PPCLI FYEAYARIRIZ; Telink AR IZEONAEIRIE UASEFRAAThR A 79,

511/ 558



FER 7 - PPCLI RERHECIRIRE

R as/ a0 MR EE /W BARS: #SATHN

Programming Station Ul PPC CLI/ PPCLI OBIS CUI Edge Service Device / Chip CLI
I wem IO - RS I Famn e BESH / WRIR
7 - MBAOSEWEE

AR SRR, WRWX. AENE; U RBERRL executable, args 55 cwd

adapter list
JiHE serialno
7. ppeli program
EIENE - ITFHRE Python PPCLI BRI
obiscli batch getChangingData
getProgrammingData

-eenn DBERM/bchid fuid

S EERAAQENE
ERSREI RS PHRITIAT getFixData; dheheIalitia
obiscli batch getFixData
- DN B/ RR/ERS
BRIME / RN - BT RRARMRRGT
NG / IR / RIRT R AR
S YR UTNOREUSUNIN « DI . . . FSRSIRES: P RSO
128 batch putdata (THEAM)
uploadRequestData
Ti% + RIERE CSR FHNR DAC MRl
AR /W CSR
G b RS SR Y R (R NSRRI = SRR PN ATEn SIONE MERI P RRERTTSUR,
batch putdata (CSR iR)
P questData (& DAC)

eeeeeeen DACESER

P EEDAC el
B/ gag / LR
BALM SR / @i, 808, mRu0
e T PO N R S L T e T U
.. DONDNEOSRSTER
I batchid / uuid HRTPIE ERISMAS, WEIEERER
obiscli batch putresult
programmingResult

TR—— LERAEER L

PIHERRR £t

Ul ST 100% » FAWA. EQSSGHLENR, BEXORIRY

6.3 REMm<TGI

BTFiRBEMER Edge Service BRI ERFHNEARGLEBINFE. U TFREIER Python PPCLI, Windows a3 cmd.exe &%, LIRS EMIRIEIN
FIRR. HARERHACREERS, RITEREFR, MHIASFPBRITRINEERITF—F. Python PPCLI 5 Telink EAKRRFOAFHIHREHIERA
O, RARMERPRERM A IR EEP—F,
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REM 1. #ifi% 3 U-Safe BRIHFHMIT obiscli usafe list
obiscli login queryType --ip="<EDGE_IP>" --port=32333

REM 2. iRl queryType RMIME LI DL AT EE R E)
REM #5057 n --password="<PASSWORD>"; U-Safe #F%¥4 --usafesn="<USAFE_SN>"
obiscli login --ip="<EDGE_IP>" --port=32333 --stationVersion="<UI_VERSION>"

REM 3. #ifttyk, 340 batchId. chips. scriptUrl Z{zH
obiscli batch query

REM 4. 485 Ytk
obiscli batch assign --batchId="<BATCH_ID>"

REM 5. Mtk ifighiRaoki seriptUrl, JHG#EA MR T O A PEAC H il 58 M hesk A 6

REM 6. ZHIALETER] FBesk A AL R4
obiscli script download --url="<SCRIPT_URL>"

REM ARHE T 4 e Se bR N L E SR IR DI TR H 3%
cd /d "<SCRIPT_ENTRY_DIRECTORY>"

REM 7 () . Aifibesg#ifrits® SERIALNO
".\python-3.12.9-embed-amd64\python.exe" ".\ppcli.py" adapter list --chipVendor="<CHIP_VENDOR>" --type=1

REM 7. JRzhikshbes
".\python-3.12.9-embed-amd64\python.exe" ".\ppcli.py" program --chipVendor="<CHIP_VENDOR>" --chipPart="<CHIP_PART>"
--serialno="<SERIALNO>" --speed=115200 --type=1

REM program $uf7seia &g mfig; UL & EERIC R R F, At echo
echo %ERRORLEVEL%

REM #2235 W Ftt ik ge vt
obiscli batch query

REM Jii A7 i 8 bk e 45 5 L4 58 i % Y
obiscli logout

M Telink TRKRIZON, XEIRME 7 NERBEHRERRH L

REM 7 (M%) . #f Telink e85k SERIALNO
".\Cmd\_download\_tool.exe" adapter list --chipVendor="TELINK" --type=telinkevk

REM 7. Jazhikshkest
".\Cmd\_download\_tool.exe" program --serialno="<SERIALNO>"

BR. fRPERGERMEESTIZRETE. Telink T ARERIZF IR HRITX RN TER RNV UK M HRRM A S,

6.4 FRMFTHEANOBR
AFREA Ul FEGRIASEE LEPRERAORNRIES .
EN ——url BY, script download EARINEFER, HBSREILERFH scriptExist M path FIMHARSEFEREMREMNS,

WNREIHFEE --savePath fl --extractFolder , Ul ANREGLHE—EEERREFNEMANORE. MREEENREERMEREASEMEN
KERND, FRIANDRRF RAAX KT,

--savePath ®T FHXHNREFEER. BRHAE ZIP BABTREE—AHSEFER, ALTHERF—ESTEMRRADBER.

IRRIABEE], TN NERMAEBERNDBUREATIRE.,

513 /558



6.5 Ul #2545 R0 2

FF5E8 Ul 8 PPCLI ¢ Telink T MERIEFINMHERR. HWHIZMNRERGEER,

itz
B

e
H

BRRAE
i

il

=

E

#ZRE
i

SIS
BRI
BUH

FHRL
i

BAER

DANRE executable (ATHITXHERR) . args[] (HLBE) M cwd (TEER) . MEERENTHITXHRR, HigE
shell=false , EIZBMBERHIE. args[] PHSHRELTHTIMINRIME Shell ARG5S,

SR EMESREHFNERIHIR; serialno REHFERAOR adapter list RELER; type. speed RAORFIRIBERMEZ
BEERE.

SPRHEFER stdout M stderr , BEFHEERBMEIRIGEN, B#RENMEE —RHERSHEFXEE, Python PPCLI EEER
UTF-8 4wk5, |BhR EXE BV H4RAED ASEPRiRAS 006

RIRFMABLEMN adapter list TEREILR, HAETIIR, FRIRK. RERHRIEZRHE, MF517 JSON fHitl, MiR7E
LRI, TROZITIEAIRIL JSON 2,

FREHFTRESATNEMHER, TREED stdout BEIERE— JSON R, HAIZITH Python PPCLI B4t [Progress] <t
>%. [Finish] . EHERTMES, KMAIATEERL {"errMsg":" ... "} ; EtUERMASHMEHEIATEERE,

ERHRTHBERER, HRERHBMERMABNHENZAERIMHITRES. HEXE 100% it [Finish] . NATFRTEREE
FomiETERl, FRIRIRAIRERIERIEE, BRRBIRENTALER LIRMIIARE.

MHIANERIMARER putresult LIRAMRMREIRARITAS; MRRRIR, MEBZMTHIER. HRGIHTHEFERMIFAR—
vuid BT EREIGKIE

fRE serialno. JRRHIAIRZA. BHIS. stdout. stderr MEIREE yuido BISHIBLIERGITENERMIN. EHERA, MHIA
BRERSRE—RRRER, BRESRIVERIIERHIFES.

—NERRRESHN— serialno. KIRHRENBUATRRMAE., WREIKkiRSEN. HEE— OBIS BRAIEN, RRIZHANY]
HEFIHURTAIT Logout , MRREIRIEERITHRRMAE.,

6.5.1 Ul #i2iE ARG

T TBIATFHEA Python PPCLI R Ul BankEF#ENMSHAR AN, FEMLN CLI SHFEEROER:

» executable: Python RAIHITXHHERTR;

o args: f&i%4: Python PPCLI Ms S KRB

o cwd: BFEREIFHSEFEAOER;

e shell: TARERN false, RTEZBHMBETHE, T&ET Shell IITERH T,

"executable": "<AHH3®E>\\python-3.12.9-embed-amdé4\\python.exe",

"args":

[

"<ANOHZE>\\ppcli.py",
"program",
"—-chipVendor=<CHIP_VENDOR>",
"--chipPart=<CHIP_PART>",
"--serialno=<SERIALNO>",
"--speed=115200",

"--type=1"
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6.6 ENISIE

BFRA Ul ElERIZOERNEEIDIN T BT R,

I8

ERRE

SHERE

RES

3

Fag

Fll3

ELFEIR
&S

BIERE
WIEER. HREWEHE. WS, BRBEW. RRERR. #RERHRTIRTSIERHINNB LRRE
WIERETHRHNBRFTH HUEATEBESLE; serialno WAISERIFFAE; EFRAIRITXME. TIEFERM type BREYIEH.
WIFEIRE. RERU. serialno HENRELSAEHRT, Ul EBEREREISHRBEIRES.
IIEIREHIERIK W, IEFHIEREMIRRER EIRAMNEREBIERKS, BRSRBEFHEEXE] 100% HIRTER D,

WA EFa P REN THIYERERR; S@BERRN serialno. vuid BFREE; BRESHITHEARNEHEZM AR Y

FIESEN
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hR#s: v3.3.0

OnBoard™ loT Security Ri&
E3

BYOK (Bring Your Own Key)

—Wxﬁéﬁﬁi ¢§Fﬁ%ﬂ%%@%$ﬁﬁﬁmﬁﬁﬂ5ﬁﬂﬂ,EN%@%%A
RERLINBTF EHITRERER,

C

CLI (Command-Line Interface)

—METXAEO, BATEIRAGSSRHRFHTRE, BEATELEE. B
/5, URSFHRMESTIERIZRIERK.

CSR (Certificate Signing Request)

—MHIRERREFRERNMEIEK, EREEQARENESR, BTRIEBMANE
(CA) BBEELRHMFIER.
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D

Device ldentity

HRB VRN ETEFR O IRAIRENMNE SR, BB —AM—NZIAX REX N EYER
FiEBERTo

Digital Assets

FIRBFEFSEEIETERNSFmAXNE, SEEA. MEEH. IEBUKEREX
Fo

E

EdgeHSM

—MEEBE I MPREHRIPEMBRITIRE, SEEINE PRRNT, KURiTRE
BURRIE,

Edge Service

OnBoard™ loT Security BJ Edge Service, =RET] Aithin4d=EEE]. BEEET
PR ARRIARSS 28 £, EFABEFMEMREUENIZE IR, T Edge HSM 1—RIEZIBFAR

5o
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H

HSM (Hardware Security Module)

— MR rgE, BTREMEN. FHENERMEZEEH,

HSM U-Safe

& OnBoard Edge Service B, BT #HITENH U Ei&E

Identity U-Safe

¥R Programming Station FFixEY, AFHITENE U BiE&E.

K

KMS (Key Management System)

RTFEENZZReEmBRNRS, SEBBRNEN. FiE. D&, KR BEMER.
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M

MES (Manufacturing Execution System)

ATERE. EENEFFIESEENTI MRS, SFEFiTL. IRREMRERES,

O

OBIS

OnBoard™ loT Security, SIXAYEER (IoT) UEMENZ LIRS FEES. E2— 1%L
ZHIF & (security control plane) , BF BB~ RF AR EIREHEE s B RARaIfE
Fﬁ?’iﬁo

OBIS CLI

OnBoard™ loT Security CLI, @I U-Safe for PPC FJIAIES Local Service ¥1i7i@
, #M Local Service SREXM RIS HEIE, H EENBER,

OBIS Edge Web Portal

OBIS Edge imRYI JF Wb, T SR ANEIIZMUESSIM I ARy rT R EE,

OBIS Programming Station software

—MREN"RE—RB"RHNE, REET] WERIE L, BTRENYIEER. BRR5
a1
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OBIS Web Portal

OnBoard™ loT Security B9 1P MG, AP B LOEID ZMIG T miE X AR EFIEIE, 4
NremEE, I B1F, AFEIE, RASENITIPERES,

ODM (Original Design Manufacturer)

77 OEM 1Rt Tk 2%t SHIERSMFER. ODM BFETHSSERITRTAF
K5, FHIRIE OEM MUEHITES|, BATRLL OEM R,

OEM (Original Equipment Manufacturer)

kit AEHUBEmEEETmIKE, BESnse st ashERA ISR,
OEM X milig. RENEMEMIEREBRETE,

OIDC (OpenID Connect)

T OAuth 2.0 VRN EMNE, BFEHRIEMSERER (SSO) . OBIS XHHET
OIDC Wit & 5ihia EERREM.

P

PKI (Public Key Infrastructure)

AT EBSFIEBRAMANH—BEERAK, REARIEER, /LS HRIE. MNE
BENHRFER,

520/ 558



PPC (Programming Process Control) CLI

Programming Process Control Command Line Interface, BAFHITEREHIZEHIRE
SITE,

Production Order

TR (ERRASZHRWIA T BEgHEITE) &H OEM f£H SAP. ERP 3 MES &
FEIENIES, BT ENHRESEENET RINEF TR,

Programming CLI

Programming Command Line Interface, AFHRITIRERZNHG LTI,
Programming Station client

T RREFE, TREL 74, ARTHCHRRIEF

S

Secure Provisioning
BGEROMIVACIREIERE, QFERSM. NBEME. Bff. BEURTIGAEHRE
AR SRR RN R 2R E,

SnowBall

EHRSERKBRAT, GMEK. —REXSKEEENNEZERMRESEEEREZ
RARRER AT,
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SSO (Single Sign-0n)

—HEMIIENE, RIFRRERR—AZELRZ TR,
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hR7s: v3.3.0

OnBoard™ loT Security 1
0] et

X FNZETIRIEER OnBoard™ loT Security (OBIS) BRIgEBEIMRI R EAE RS ER,

EMEER

v A REM OBIS HS?

YIRHALERRA T B:3MIhEER, B7E OBIS BEmE st M, eREmaEES
BIFR AR E R

v AftaxEBEMKS?

WNRIE R IRAVAAL RS R EEM, 1BEXREER", 1BBXR System Manager HIAR
EL BT ERE BB FMINEE,

v AtaTEEIRIEESRER 0OBIS?

o WRET "WIFEAFE, BREFER", 1BEKAR System Manager ARG EIR
EBIRIEBFHREAIREIET OBIS K,

o WRIFR "HKSEWEZR, WAL, BHRAEER", BELR System
Manager 0 ERHNK SRS, RERESAN"BR"HNKSTEEER OBIS, EZE
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v AtaxiEidEid SSO A E R OBIS?

o WRIER "RBVEALRKRBESSOER", 1BELR System Manager FAIAREVZELEE
IZZI_E:EI)EH SSO E%Hﬁo

o WRHTT "SSOMRSFE, BHEHI", 1BEKR System Manager FwE{RALIRY

SSO fREZREF=o

o WRITTR "IREVALRAVFBEISSOEMBIEKS, BHRKABER", BHKA
System Manager HIAMFHALR RS ERAEE SSO HaptIEM S aIIhEE,

iP5/

v BEEUUSARRRZIMA®, DEERUERD?

 System Manager FILAANAF 7B Z 1 OBIS A, FHERIUESEEHITE
M. BEERIFEESEEEKS,

LE"_JL,UJFHF' PEZINTmAE, FEAUESEEH#HITE

v ARG E IR B9 P AP AR~ mERA R IS?

B ARMER, B AEHAFPARNBFA, HANINERAAEREN BRI
F. flen: =mEEGAREHE, A, ALARINKEE, B WARPMAEF~&RE. B
ZERIFSEEEN A,
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v Rt ABERERFIE RS AR, EREEER"?

BREZAFPEEEE OBIS IKS, RA OBIS AP A BEREIEMNFEREI. 1575EX
% System Manager AiZAFEIEIKS, ARERM.

P
AR
v At AaBEFRFRRESGIIRS?

FmyIRNETRRESHTm. BWIMRERE AT mEIARG. NRTZE, BFEKR
ZEmi T mARmAS T mE Iimﬁlﬁd’]"ﬂ[l)\u* IM#jﬂ’TﬁJ\EE%éo wARE,
RIFIE —H e S ERRB T, BT ZEEEE ™ mo

v AftAaFRREETAER?

FmblERlE, FaiERESAERRS. tIEhREAE, FafRSBEEANBAR
HINS. BEZERIFESETmREIRH,

v 7] OBIS ZiFHLES/?

BAFIRIBESEZLRIHHCHIEE. REBREERMEFCRHRT &, R5IFE
So

v EFmicE I BN BRFIRHARE?

NRERN T BURBIRG IS RAE, MSTECE RSN ZI HEE,
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v At ATIERRZASSHUREY, BT REFTIEER?

FEEIBMRAEHURE, RANERKEANTRRAT. BESERITEEFANERATmAE
[

v IAERIRFRREN ZH?

iy

SEIRERRE, FRIUEF mANSERETUERNNAYRE, ARTEEENEHER
2D

vV At 2FERHRFERVSERBETESCRINEEIRETH?

BEMENNETRHFHEFRAI FERKEER, HtEPRERHOAIFR2ER.

hRZs

VvV At ARFIRETIR R RH R T AR E?

NRRFIREZIRRIRIEHE R AKE, RAFBIATH, BREZT MV ENET &
AYEEHEE. SFfERARIRETHE, SIBRHEEEEA.

v At AT EBBRRZS?
IFRAR A BB R
o IIRAFEBFHFHZAS (NRRAESFHEATS, RAFETERER) o

o IEhRASRKEEMAR (NRERIIRAECIZAIRG, WRAETERER) o
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1/
v Rt AR E TR R TR E?

INRARFETINRIRIZH B TIARE, RAHRIAETA. FRENRAEEELIRR
Rlo BIERRASE, SIEHZMERBEER,

v ATAEIENRE, BERBTEEER?

BIE#IREY, RENERTNEBIRIRE, NMRECIRFRBNART FaEZ,
PROD I E FRINRA IR EREFETmAT AN~ mERER#TFoIEHEZ (e
74)

o HER, RAERSTNEBIHITRTEIELR,

o BAfE, RAERSTEAREL, FEEAHENFZ.

Ir

vV ATABEI AERELI FIRP?

I RNERIRSSENI . BWIMREE AL I ERGHI £, R
e, BERAZI NI EEANT KEEIFMMNZI . #AMGE, RS
—HEFEGF, NERTERI RSEENENEIL
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v AftaELIE#RE, IS I ERARGATEERE?

BIEAREY, RAPNEFRSHERNI . T QIEE, I NPBRESAFRN
RS, REHLAMT A0 HSM U-Safe [§, T AHFERRSTENESEK
IL‘:\O E:ﬂ%%lﬁ%%l}_'{k@iﬁﬁﬁo

Vv At ATERS U-Safe?
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